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1. KPUIITOITPA®OUYECKHUE CUCTEMbI

1.1. Mcropus kpunTorpadpun

IIpoGnema 3aluThl HHGOPMALIMU MyTEM ee Mpeodpa3oBaHus, Uc-
K/IIOYAIOLIEro €€ MPOYTeHUE MOCTOPOHHUM JIMLIOM, BOJIHOBaja de-
JIOBEeUECKHii yM ¢ JaBHUX BpeMeH. UcTopus kpunrorpadmu - poBec-
HULIA UCTOPHH YEJIOBEUECKOTO A3bIKa. bojee Toro, mepBoHavanbHO
NUCLMEHHOCTH cama 1o cebe Oblja cBoeobpasHOW KpurnTorpaduie-
CKOM CHCTEMOM, TaKk KaK B JPEBHUX OOILIECTBAX CHO BIAACIH TOJIBKO
n30panHbie. CBAICHHBIC KHUTH ApeBHero Erumnta, npesneit Mnanu
TOMY MPUMEPBI.

Hcropust kpunrorpaduu yciioBHO MOXKHO pa3/ieiuTh Ha 4 drana.

1. HamBHas xpurrrorpadmusi.

2. ®opmManbHas Kpunrtorpadusl.

3. Hayunas kpunrorpadus.

4. KommeroTrepHas kpuntorpadus.

Jns nauBHoili kpunTorpaduu (oo Hau. XVI Beka) xapakTepHO
UCoJib30BaHHe J100bIX (00bIYHO MPUMHUTUBHBIX) CIOCOOOB 3ayThi-
BaHHUs MPOTHBHUKA OTHOCHTEJLHO COJIEPXaHUs IHUPPYEMbIX TeK-
ctoB. Ha HavaneHOM 3Tane ajs 3auThl HHGOPMALIUK UCTIONB30Ba-
JUCh METOAbl KOOUPOGAHUs U CMe2ano2paguu, KOTOpble POACTBEH-

bl, HO HE TOXK/JECTBEHHbI KpunTorpaduu.

BonbmuHCTBO M3 HMCMONB3YyeMBIX HHM(POB CBOAWIUCH K Hepe-
CMIaHOBKe WA MOHOANpasumnoil noocmarnogxe. OIHUM U3 TIEPBBIX
3apyKkcHpoBaHHbIX MpuMepoB sinsiercs: wndp Llesaps, cocrosiuii
B 3aMEHE KakaoU OYKBBI HCXOAHOTO TEKCTa HA APYTYIO, OTCTOSIIYIO
oT Hee B ajdaBUTe Ha ONpeldesIeHHOS 4Mcao mo3uumit. Jpyroi
1Kdp, NoaMdHaHCKU KBaapaT, aBTOPCTBO KOTOPOro MPUIMUCHIBAET-
cs rpedeckomy nucarento Ilonubuio, sensiercs obuueit MoHoandha-
BHUTHOH TIOJACTAHOBKOM, KOTOpasi MPOBOAUTCS € TIOMOLIBIO CITyYaiHO
3anoJIHeHHON ayipaBUTOM KBajpaTHON TabauUel (aas rpedeckoro
andaeura pasmep cocraeisier 5x5). Kaxnas Oykea UCXOJHOrO TeK-
CTa 3aMeHseTcsl Ha OYKBY, CTOSIIYIO B KBapaTe CHU3Y OT Hee.

Ortan ¢popmanbHoii kpunrorpadgun (koH. XV Beka — Hau. XX
BEKa) CBSI3aH C MOSIBJIEHUEM (OPMAaIU30BAHHBIX U OTHOCHTENILHO
CTOHKMX K Py4YHOMY KpuIToaHanu3y wmudpoB. B eBpomeiickux
CTpaHax 3TO MPOW3OLLIO B 3M0Xy BospoxaeHus, xorma pa3BuUTHE
HayKH U TOPTOBJIM BbI3BAJIO CMPOC HA HAJEXKHbIE COCOObI 3allUThI
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uHdopmauy. BakHas posb Ha ToM dTane npuHaiexur Jleony
batucte AnbOepTH, UTATBIHCKOMY apXHUTEKTOPY, KOTOPHIH OJHUM
U3 MEPBbIX MPEAJIOKUIT MHOL0ANPASUMHYI0 NOOCMAHOBKY. JlaHHbIH
mndp, nonyuuBlunii ums auniomara XVI Beka baesa Bukunepa,
COCTOSAT B MOCTIEIOBATEIEHOM «CITIOKECHUN» OYKB MCXOOHOTO TEKCTa
¢ KITIOUOM (poLeaypy MOKHO 00JI€rIUTh ¢ MOMOILBIO CIICLHATEHON
tabnuupl). Ero padora «Tpakrar o wmdpe» (1466) cuuraercs nep-
BOI Hay4HO paboToi TT0 KPUNITOIOT UL

OpHOM M3 TMepBBIX MEYATHBIX PaboT, B KOTOpOH OOOOIICHBI H
c(hopMyYJIMPOBaHbI M3BECTHbIE HA TOT MOMEHT aJrOpuUTMbl LIK(PO-
Banus apasiercs TpyAa «lloaurpadus» (1508 r.) Hemeukoro abb6ara
Horanna Tpucemyca. EMy npuHamiexar aBa HeOONBILINX, HO BaX-
HbIX OTKPBITHS: crocod 3anojHeHus NoJuMOMaHCKOro Keajpara
(nepBbie MO3ULIUHK 3aMOJHSIOTCS C OMOUIBIO JIETKO 3alOMHHAEMOro
KIIOYEBOTO CJI0BA, OCTAIbHBIC — OCTABIIUMHUCS OyKBaMH ajidaBuUTa)
v mmdposanave iap OykB (OUrpamMm).

IlpocTbiM HO CTOHKMM crnocoOOM MHOroajahaBUTHONW 3aMeHbI
(noncranosku Ourpamm) sensiercs mngp [nelidepa, koTopblii Obul
OTKpHIT B Hauane XIX Beka Yapas3oM YHTCTOHOM' . YHTCTOHY MpH-
HaJUIOKUT U BAKHOE YCOBEpILEHCTBOBaHHUE - HiudpoBaHue «ABOK-
HbiM kBagpaTom». lludps [neiidepa u Yurcrona ncnosnb3oBaivch
BIUTOTH 1O TIEPBO MUPOBOM BOHHBI, TaK KaK ¢ TPYyZOM MOAIABaIUCh
PYYHOMY KPHUIITOAHATU3Y.

B XIX Beke rosmnanaeu Kepkxodd chopmynuporan rnaBHoe
TpeOOBaHHE K KPUNTOTpaUUeCKUM CHUCTEMaM, KOTOPOE OCTaeTcs
aKTyalbHbIM W TIOHBIHE! CEKPETHOCTh IM(POB AOKHA OBITH OCHO-
BaHa Ha CEKPETHOCTH KJIIO4a, HO HE aJirOpUTMA.

Hakownel, nocyiieaHUM CIIOBOM B JIOHAyYHOH KpunTorpaduu, Ko-
Topoe obecrieunny eie 0ojee BHICOKYIO KPUITOCTOMKOCHTD, a TaK-
K€ TO3BOJIMJIO aBTOMATH3WMPOBATh (B CMbIC/IE MEXaHU3UPOBATh)
npouecc WHGPOBAHUS CTATIU POMOPHBIE KPUNIMOCUCTEMBI.

OpHoOMl M3 MepBBIX MOJOOHBIX CHUCTEM CTaja M300peTeHHas B
1790 tromy Tomacom JhxeddepconoMm, OyAyIIUM Mpe3nIeHTOM
CHIA mexaHuueckas maiiiiHa, MHoroajihaBuTHasi NOJICTAHOBKA ¢
MOMOILBIO POTOPHOH MAIMHBI pealu3yeTcs Bapualucii B3auMHOTO

1 o o
Cam mwp HazeaH B yecTh JInoHa ITmaiidepa, koTopsiif caemanr ero
HCTIONB30BaHNE 00S3aTeTbHBIM B MUHUCTEPCTBE WHOCTPAHHBIX Jied Be-
TUKOOPHUTAHWH.

5

MOJIOXKEHUS] BPALLAIOLLMXCS POTOPOB, KAXKAbIH M3 KOTOPLIX OCyllie-
CTBJISIET MPOLIUTYIO» B HEM TOACTAHOBKY.

IlpakTHueckoe pacnpocTpaHeHHe POTOPHbIE MallMHbI MOJYYHIIN
Tosbko B Havasle XX Beka. OnHON U3 NepBbIX MPAKTHYECKH MCTIONb-
3yeMBIX MalllnH, cTtaja Hemenkas Enigma, pa3zpaboranHas B 1917
rogy OpapmoM XeOepHOM U YCOBEPIICHCTBOBaHHAs ApTypoM
Kupxom. PoTopHble MalllMHbI aKTHBHO MCMOJIB30BAIUCH BO BpeMs
BTOpO#1 MupoBoii BouHEL. [lomumo Hemerkoit MammHbl Enigma wic-
MOJTB30BATNCh Takke ycrpoiicTea Sigaba (CLIIA), Typex (Bemmko-
6puranus), Red, Orange u Purple’ (SInonus). PotopHbie cucTembl —
BeplIMHA $opMalbHON KpunTorpaduu Tak Kak OTHOCHUTENILHO Mpo-
CTO PEajM30BBIBATIM OUCHb CTOMKHE LIUQPHL YCICIIHBIC KPUITOA-
Taku Ha POTOPHbIE CUCTEMbI CTAIM BO3MOKHBI TOJILKO C MOSIBJIEHU-
em DBM B nauasne 40-x roaos.

I'maBHas oTmuuwWTenbHas Yepra HayuyHoii KpunTorpadun (30-¢
— 60-e rogpl XX Beka) — MNOSBICHHUE KPUNTOCUCTEM CO CTPOTUM Ma-
TemarudeckuM obocHoBaHWeM KpunrtoctoiikocTd. K nauany 30-x
roJIOB OKOHYATEbHO COPMHUPOBATIMCL pa3jiesibl MaTeMaTHKH, siB-
JAOINUECS] HAYYHOW OCHOBOHM KPHWITOJOTHH: TEOPHS BEPOSTHOCTEH
M MaTeMaTuuecKasi cTaTUCTHKa, o0las anredpa, Teopus vucell, Ha-
Yajy akTUBHO Pa3BUBATLCS TEOPHSI AJIFOPUTMOB, Teopus HHopma-
uuH, kuOepHeTuka. CBOeoOpa3HBIM BOIOpa3meioM cTaja paboTta
Kmona Illennona «Teopust cBsi3am B cekpeTHBIX cuctemaxy (1949),
rae chopMysIMpoOBaHbl TEOPETHUECKHUE MPUHLMILI KpUITTOrpaduie-
cKoi 3ammThl nHpopMaryy. LIleHHOH BBEN MOHATUS «PacCCUBAHUE)
U «IEpeMELINBAHUE», OOOCHOBAJ BO3MOXKHOCTH CO3JaHHS CKOJb
YTrO/IHO CTOHKHX KPHUITOCHCTEM.

B 60-x ropax Beayiiue kpunrorpaguueckue KOJIbl NOAOULIH K
COBIIAHUIO ONIOYHLIX wu@pos, eme Ooyee CTOMKUX MO CPABHEHUIO C
POTOPHBIMM KPUMNTOCHUCTEMAMH, OJIHAKO AOMyCKaloUulue MpaKThye-
CKYIO pealu3alldio TOJbKO B BUJE UU(POBLIX DJEKTPOHHBIX YCT-
pOMCTB.

Komnsrotepnas kpunrorpadms (¢ 70-x rogoB XX Beka) 004-
3aHa CBOWM MOSIBJIEHHEM BbIYMCIHUTENbHBIM CPEACTBAM C MPOW3BO-
OUTENBHOCTBIO, JOCTATOYHOM OJIs pealu3all KpUTOCHCTeM, odec-
MeYMBAOLIUX TIPU OONBIION CKOPOCTH MWU(POBaHUS HAa HECKOIBKO

2 Ha3panuda naHbl AMCPUKAHCKUMHU KPpUTNTTOAHAJIIUTUKAMU.
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NOPs/IKOB 00Jlee BLICOKYIO KPHUNTOCTOMKOCTb, YEM «PYUHbIE» U
«MEXaHUYECKHe» [WUQPHI.

IlepBbIM K1MaccoM KpUMTOCHCTEM, MPAKTUUYECKOE MPHUMEHEeHHe
KOTOPBbIX CTaj0 BO3MOXKHO C MOSBIEHWEM MOIIHBIX U KOMMAKTHBIX
BBIYHCIUTENBHBIX CPEACTB, cTaau Onounble mudpel. B 70-e rogst
OBl pazpaboTaH amepuxauckuil cmaunoapm wugposanus DES
(npuHsaT B 1978 roay). Onun u3 ero aBTopoB, Xopet Deiicren (co-
Tpyauuk IBM), onmcan mosens OJ0YHBIX MH(POB, HA OCHOBE KOTO-
poli OBIIM TIOCTPOEHBI npyrue, Oolee CTOWKHE CHUMMETPUYHBIC
KPUNTOCUCTEMBI, B TOM UUCJIE OMmeyecmeeHHblil CINaHOapm wugpo-
sanus ' OCT 28147-89.

C nossnennem DES oboratuica u kpunroaHanus, 1 atak Ha
AMEPUKAHCKHI airopuTM OblJl CO3/1aHO HECKOJIbKO HOBBIX BWJIOB
KpunToaHanusa (iuHeiHbli, auddepeHuranbHbIi U T.A.), NpaKTU-
yecKas peaiu3alrs KOTOPBIX OMAThH ke OblIa BO3MOXKHA TOJIBKO C
MOSBICHUEM MOIIHBIX BBIYUCIUTEIEHBIX CUCTEM.

B cepeaune 70-x romoB npousollen HacTOSUIMIA MPOpLIB B CO-
BPEMEHHON Kpunrorpadpuu — noseieHie acumMmempuuHbx KpUnmo-
cucmem, KOTOpble He TpeOOBAIM Mepedadr CeKPETHOTO KITI0Ya MEK-
Jly CTOpOHamMU. 37ech OTNPaBHON TOUKOH MPUHATO CHUTATH PadoTy,
onybJsinkosaHHyo Yurduiaom Jluddu u MapruHom XejiMaHom B
1976 romy nmon Ha3BaHueM «HoBbIe HampaBieHHs B COBPEMEHHOM
kpunrorpaduu». B Heit Brepeeie chopMyarpoBaHbl MPUHLIMITEL 00-
MeHa urdpoBaHHoi uHdopmaleli 6e3 oOMeHa CeKpeTHbIM KJIto-
qoM. HezaBucumo K uaee aCUMMETPUYHBIX KPUIITOCUCTEM MTOJOLIEIT
Pamed Mepkmu. Heckompkumu romamMu mozxe Pon Pusect, Amm
Llamup u Jleonapn AsiemMan OTKpbUiM cucTtemy RSA, nepmyio
NPAKTHYECKYIO aCUMMETPHYHYIO KPHUMTOCHCTEMY, CTOHKOCTbH KOTO-
poii 6bITa OCHOBaHA Ha mpoliieMe (haKTOpHU3any OOITBITHAX TPOCTHIX
uncesl. AcUMMeTpuyiHas kpuntorpadusi OTKpblUla Cpazy HECKOIbKO
HOBBIX NPUKIAAHBIX HaNpaBjieHWH, B YaCTHOCTH CHUCTEMbl 3jeK-
mpounHoil yughpoesoii noonucu (DL v snexmpounvix OeHez.

B 80-90-¢ roasl mosiBUIUCH COBEPLICHHO HOBBIC HANpPABICHHA
KpunTorpapuu: BEPOSTHOCTHOE LIM(GPOBAHKUE, KBAHTOBAS KPHIMTO-
rpadus u apyrue. OCo3HaHUE UX MPAKTUYECKOH LIEHHOCTH elle BIie-
penn. AKTyaJbHOM ocTaeTcs M 3afada COBEPLICHCTBOBAHUS CHM-
MeTpuuHbIX kpuntocuctem. B 80-90-x rogax Obinu paspaboraHbl
Hedeiicrenobckue uudpol (SAFER, RC6 u ap.), a 8 2000 roay no-

clle OTKPBITOIO MEXK/YHAPOJHOT0 KOHKYpca Obljl MPUHSAT HOBBIH
HaIlHOHAIBHBIN cTaHgapt mmdposanns CIIA — AES.

bonee noapoGHo 06 yBileKaTeNbLHOW WCTOPUM KpuNTOrpapuu
MO3KHO mpouuTaTh B KHure [18].

1.2. OcHOBHbIE NOHATHS U ONpeeIeHHs

Haykoii, usyuarolieii MaTeMaruiecKkue MeTO/Ibl 3aliuThl uHpop-
Mallil  TyTeM ee TMpeo0pa3OBaHUs, SBISCTCS KPUNINOLO2USA
(KPUTIOC - TaitHbIii, AOYO( - HayKa (cyioBo) (rped.)). Kpumnronorus
pazfensercs Ha ABa HAMPABIICHUS — KPUNMOZPAPUIO U KPURMOAHA-
JU3.

Kpunmoepagus vzyuaer metospl npeodpazoBaHust UHGOpMaLUH,
obecrieunBaroIye ee KOHOUACHIMATFHOCTE U AyTEHTUIHOCT.

lop kouguoenyuarbnocnmvso NOHUMAKOT HEBO3MOXKHOCTL MO/Y-
YeHUs UHQOPMaLMK U3 1TPeodPa3oBaHHOrO Maccupa 0e3 3HaHus J10-
MTOJTHUTENNBHOM MHbopMarmn (Kaoua). Aymenmuunocms AHPOpMa-
AU COCTOWUT B HOOIUHHOCHIU A8MOPCMBA N YeA0CHHOCHIU.

Kpunmoananuz o0beIMHIET MaTEeMaTHUYECKUE METO/Ibl Hapyliie-
HUS KOH(DHUISHIINATFHOCTH U ayTeHTHIHOCTH MHpopMaImn 0e3 3Ha-
HUS KITIOYEH.

CyuiecTByeT psJi CMEXKHbIX, HO HE BXOASUIMX B KPHUITOJIOTUIO
orpaciieii 3Hauus, Tak obecnieueHuem ckpvimuocmu uHhopMaluu B
MH(DOPMAIIMOHHBIX MacCUBaX 3aHUMaeTcs cmezanozpaghusa. Obec-
MeueHue LEJOCTHOCTU WHGPOPMALMU B YCJIOBUSX CY4aiHOro BO3-
JIEUCTBUS HAXOAWUTCS B BEACHWUU mMeopuu NOMeXoyCmolyugoeo Ko-
Oouposanus. HakoHer, cMeKHON 06JIaCThIO TI0 OTHOMICHHIO K KPHTI-
TOJIOTHH SBISIFOTCS MAMEMAMUYECKUe MemoObl COHCAmusa UHpopma-
yuu.

B aT0i1 xHUTE OyIyT paccMaTpuBaThCS TOJIBKO OCHOBBI KPHIITO-
rpadvm. CoBpeMeHHas KpunTorpadus BKIFOUaeT B ceOd HYeThIpe
KPYMHbIX pazjena;

CUMMETpUYHbIE KPUNTOCHCTEMBI,

KpunrocrcTeMBbI ¢ OTKPBITBIM KITIOUOM.

CHcTeMBbI AIeKTPOHHOM MOATHCH.

YnpasieHue KitoyaMH.

OcHOBHBIE HampaBJIeHUS WCIIONB30BAaHNA KpUTITOrpadudecKux
METOJIOB — Tiepeaavda KOHOUICHIMAIBHON HHhOpMAIWH TI0 KaHajlaM
CBSI3U (HampuMep, ASKTPOHHAS MOYTA), YCTAHOBJAEHHUE MOAJIUHHO-



CTU Nepe/iaBaeMbIX COOOIIEHUH, XpaHeHHe HHPOPMALLUU (JIOKYMEH-
TOB, 0a3 JaHHBIX) HA HOCUTENAX B 3aIM()POBAHHOM BHIE.

B kauecrtBe uHbopmauuu, nojiexaiiei 1ndpoBaHUIO U pac-
mMdpoBaHUIo, a TakXkKe JIEKTPOHHOH noanucH GyayT paccmarpu-
BaTbCS MIEKCMbl (CO0OUens), TOCTPOCHHBIC HA HEKOTOPOM aigha-
eume. [log 3TMMHN TepMUHAMHU TTOHUMACTCA CICAYIOLIEE.

Anghasum - KOHEUHOE MHOXKECTBO UCTIONB3YEMbIX U1 KOAUPOBa-
HUs UH(GOPMALIUK 3HAKOB.

Texcm (coodugenue) - ynopsagoveHHbIH HAOOP U3 HIEMEHTOB all-
dasura.

B kauecrse nmpumepor andaBUTOB, UCMOJIbL3YEMbIX B COBPEMEH-
HeIX UC MOXKHO TIpUBECTH CIIEIYIOLIUE:

andasut Zs; — 32 GykBbl pycckoro andasura (uckmouas "€") u

npobern;

andaBut Zjss — CUMBOIBL, BXOASIIHE B CTAHAAPTHBIC KOIBI

ASCII u KOU-8;

JBOMYHBIN andasut - Z, = {0,1};

BOCHMEPHUHbIH WK LIIECTHAALATEPUUHbIH adaBuT.

Sawupposanue — npouecc NpeoOpa3oBaHUI OTKPBITHIX JAHHBIX B
3alrppoBaHHbIE MPU MOMOILLM UPpa.

Bmecro TepMmuHa "OTKpbITbIE JaHHbIe" 4YacTo YMOTpeOsstoTCs
TEPMUHBI OMKPBIMbIL MEKC U UCXOOHbIN MEeKCm, a BMecTo "3a-
mudpoBaHHbIe TaHHBIE" — WUDPOSAHHBLI MEKCHI.

Pacuwupposanue — npouece, obparHbii 3aluiudpoBaHuio, T.e
npouecc mpeoOpazoBaHus 3alIM(PPOBAHHBIX JAHHBIX B OTKPBITHIC
MpY MOMOLIM KT04Ya. B HEKOTOPBIX UCTOYHHMKAX OTACIBHO BBIACIS-
10T TEPMUH Jewtudposanie, NOApasyMeBas Moj 3THM BOCCTAHOBJIe-
HME MUCXOJIHOIO TEKCTA HAa OCHOBE LUIU(PPOBAHHOIO 0€3 3HAHUS KO-
4a, TO €CTh METOJAMH KpHIToaHaTu3a. Mbl B JanbHelineM Oynem
cuuTtarh paciuudposaHue U AeiiudpoBaHue CUHOHUMAaMU,

lon wugpposanuem nonumaetcsi npouecc 3allMGpoBaHUsS WK
pacmmudpopanns. Taioke TepMuH mudppoBaHue (B Y3KOM CMBICTIE)
UCTIONB3YETCAd KaK CHMHOHUM 3ammrgpoBaHus. OOHAKO HEBEPHO B
KauyecTBe CMHOHWUMA LIN(POBAHUS UCMONIB30BATh TEPMUH (KOOUPO-
eanue» (a BMECTO «upa» — «xoo»), Tak Kak Mo KOAUPOBAHHEM
00BIYHO TOHUMAKOT TPEACTaBIICHHEC WHQOPMALMK B BUAC 3HAKOB
(6yks andasuTa).

Kpunmoepaguuecras cucmema, wiv wiughp npeacrapiser codok
cemeiicteo T oOpaTUMbIX TNpeoOpa3oBaHUM OTKPBITOTO TEKCTa B
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1M poBaHHbIi. UneHam 3TOro cemeicTBa MOXKHO B3aUMHO OJIHO-
3HAYHO COTMOCTABHUTH YHUCIO k, HasbiBaeMoe xmouom. IlpeoGpaszoBa-
Hue T, onpeengeTcs COOTBETCTBYIOUIMM aJIFOPUTMOM W 3HAYEHHEM
Kjtoua k.

Knou — KOHKpeTHOe 3HAa4YeHUE HEKOTOPHIX NapaMeTpoB ajro-
puTMa Kpunrorpaduueckoro mnpeoOpa3oBaHus, OOCCIICUUBAIOLICE
BHIOOP OJHOTO NpeobpazoBaHus U3 ceMencTBa. CEKPEeTHOCTb Kitoua
JOJDKHA 00ecreYrBaTh HEBO3MOKHOCTh BOCCTAHOBICHHUE UCXOTHOTO
TEKCTa MO WH(PPOBAHHOMY.

IlpoctpancTeo kmoueit K — 310 Habop BO3MOXKHbBIX 3HAUEHUI
Kitoua. OObIMHO KITIOY MpejcTaBisieT cobol nociieoBaTe/bHbII psij
OykB andasura. Ciaenyer OTIHYATh MOHATHS KIFOY M Tapoib. [la-
POJIb TAKOKE SIBJISIETCSl CEKPETHOM NociieoBaTebHOCTLIO OYKB alida-
BUTA, OJIHAKO MCMOJb3YeTCs He /Ui IUM(POoBaHUs (Kak KJIlov), a Ajlsl
ayTeHTU(UKAINN CYOBEKTOB.

Kpunrocucrembl noapasaenstorcss Ha CUMMEMPUYHBIE W dCUM-
mempuunvle (WM ¢ omxpolmuim (RyOIUUHbIM) KIFOYUOM).

B cummempuunvix xpunmocucmemax ans 3amindpoBaHus U A
pacngpoBaHus UCTIOIB3YETCA OUH U TOT Ke KITHOY.

B cucmemax ¢ omxpuimuim k1iowom VCONL3YIOTCS J1Ba KIO4a —
omxpoimolti (nyoauyuHbLl) M 3aKpuimblil (Cekpemubiil), KOTOpble Ma-
TEMaTHYEeCKH CBs3aHbl Apyr ¢ apyrom. Mubopmauns 3amudpoBsl-
BaeTCs C MOMOIIBIO OTKPHITOTO KII0Ya, KOTOPBIH OOCTYNEH BCEM
JKENAOUIMM, & PacliM(pPOBLIBACTCS C MOMOUIBIO 3aKPLITOro KIOYa,
H3BECTHOTO TOJBKO MOMYYaTETO COOOLICHHSI.

TepMuHbl pacnpeoenenue Kmouell N yupagienue Koyamu OTHO-
caTCs K npoueccam cucteMbl 06padboTku uHdopmalyy, coaepraHu-
€M KOTOPbIX SIBJISIETCS BLIpA0OTKA M pacnpe/ielieHUe KIIoUel Mexy
MOJTB30BATEIISIMU.

Onexmponnoil (yuposoil) nOONUCvI0 HA3BIBASTCS MPUCOESAU-
HJeMO€ K TEKCTYy ero Kpunrorpaduueckoe npeodpazoBaHue, KOTO-
POe TO3BOJIACT TPU NOTYUYECHUH TEKCTa IPYTUM MOJIb30BaTENIeM PO
BEPHUTH aBTOPCTBO U LIEJIOCTHOCTH COOOIICHUSL.

1.2. TpeboBanus xk KpunTOorpagpuIecKuM cHCTEMAM

Ilpouecc kpunTorpaguMueckoro 3aKpbiTHsi JaHHBIX MOXET OCY-
LIECTBJISATHCS KaK MPOrpaMMHO, Tak M anmnapatHo. AnnaparHas pea-
JTU3alMs OTJIMYAeTCsl CYLIECTBEHHO OOJNbIIeH CTOMMOCTBIO, OTHAKO
€l IPUCYILU U NIPEUMYILECTBA: BBICOKAS IIPOU3BOUTENBHOCTD, IIPO-
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CTOTa, 3allMIleHHOCTh W T.J. llporpammuas peanuzauus Gosee
MPAaKTUYHA, JOMYCKAeT U3BECTHYIO THOKOCTh B UCTIONBb30BAHHH.

HesaBucumo ot cnocoba peaniuzauuu Jis COBPEMEHHbIX KPUITO-
rpaguueckux CUCTEM 3allUThl HHPOPMaUUKU cPOpMYTUPOBaHbI Clle-
OYIOLIUe O0LICTPUHSATBIC TpeOOBAHUS:

1. 3uanue ancopumma wudposanua He OONNHCHO CUHIICAMD
kpunmocmotickocmu wugpa. 31o dyHaameHTalibHoe TpeboBaHue
oo copmympoBado B XIX Beke Kepkxoddom m pazmenser
KPUITOCUCTEMBI OOIIEr0 MCHOIB30BaHUS (AITOPUTM HOCTYTICH TIO-
TEHUWAIbHOMY HapyLIMTEN0) W OrPaHUYEHHOr0 HWCMOJb30BaHUS
(anroputm aepxxuTcs B cekpete). be3ycioBHO Bce MaccoBO MCMOJb-
3yeMbI€ KPUNTOCHCTEMBI JOJDKHBI OTBEYATH 3TOMY TPeOOBaHHMIO.
Bsziom wiundpos B cucreme cotoroii ¢Bsizn GSM wiiu 3alute JUCKOB
DVD oT He3aKOHHOIrO BOCITPOU3BEAECHMS — HAIUIS/IHbIE NPUMEPSI
MOCHEACTBUH, K KOTOPBIM MOXKET MPUBECTH HECOOIIOACHHE 3TOTO
TpeOOBaHUS.

2. 3awugposannoe coobuenue OOINCHO NOOOASANBCS YMECHUK
movko npu Hanuyuy kmova. Uenonwszyemoe B nporpamme MS Word
6.0/95 «immdpoBaHue» TOKyMEHTa Ha caMOM JieJie TOJIBKO 3ampera-
JIO ero OTKpbITHE B JaHHOH nporpamme. Cam e TekcT He mudpo-
BaJICsl M ObUT IOCTYNEH /SISl HTeHUSI B JIIOOOM TEKCTOBOM PeJlakTope.

3. Hlughp Oonxcen Gvimv cmoiikum oadce 8 ciyudae eciu Hapy-
WUMENI0 U36ECHIHO OOCHIAMOYHO OONIbULOE KONUUECHBO UCXOOHBIX
OGHHBIX U COOMBEMCMBYIOWUX UM 3AUUPPOSAHHBIX OAHHBIX.

4. Yucno onepayuii, Heobxo0uMulx O pACUUPPOBHIBAHUA UH-
Gopmayuu  nymem nepebopa  GCeBO3IMOJICHLIX KMOUEN  QONNCHO
UMemb CIMpORYI0 HUMICHIOIO OYeHKY W JAODKHO JMOO BBIXOAWTL 3a
npeAaesibl BO3MOXKHOCTEH COBPEMEHHBIX KOMMbLIOTEPOB (C YHETOM
BO3MOKHOCTH OPraHM3allil CETEBBIX BBIYMCICHHIA) Wiu TpeOoBaTh
CO3/71aHHU4 UCTIOJIL30BAHUS IOPOTrMX BbIYMCIUTEbHBIX CHCTEM.

5. Hesnauumenvnoe usmeHeHue Kuoua uiud UCXOOHO2O MEKCMA
OO0IIICHO UPUBOOUNTL K CYUIECTNBEHHOMY UZMEHEHUIO U 3auUppo-
6aHHO20 MeKcmd. ITOMY TpeOOBaHHIO HE COOTBETCTBYIOT MpPAKTH-
yeckd Bce IHGPbI 1oHAYUHOH KpUnTorpapui.

6. Cmpykmypuvle 3/1eMenmbl Ai20PUMMA WUDPOBAHU OOINCHBL
OvImb HeUSMEHHBIMU.

7. Hnuna wugposannozo mexcma 0onxicHa 6uims pasHoU OluHe
UCXOOHO20 meKcma.

11

8. Hononnumenvnvie Gumol, 6600uUMble 6 COOOUEHUE 6 NPOYecce
wuposanus, Oondcen ObIMbG HOIHOCHIBIO U HAOEHCHO CKPuIHIbL 8
wuposantom mexcme.

9. He 0onoicno Ovims npocmulX U J1e2K0 YCMAHAGAUBACMBIX 3A6U-
cumocmeni mMedcoy KIoUaMu, NHOCAe008AMENbHO UCHONb3YeMbIMU 8
npoyecce wiupposanus.

10. JIob6oii kmoy 43 MHOICECBA BO3MOICHBIX O0IJICEH obechne-
YUBAMb PABHYIO KPURMOCHIOUKOCHb. B 3TOM cilydae TIpUHATO TOBO-
PHUTH O THHEHHOM (OTHOPOTHOM) ITPOCTPAHCTBE KITFOUEH.

1.3. KpaTrkue cBeieHHSI 0 KPHIITOAHAJIH3E

KpunroaHanus kak Hayka BBIXOIUT 3a PAMKH JAHHOW KHUTH, OJ-
HaKO 3HaHWE HEKOTOPbIX €ro MOJIOKEHUH HeoOXoaAuMo s riybo-
KOTO MOHHUMaHHUs KpUTITOTpaduu.

I'maBHBIM JIEHCTBYIOIAM ITUIIOM B KPUITOAHATIH3E BBICTYMAET
napywumens (Mav kpunmoananiumux). 1log HAM NOHUMAIOT JIHMLIO
(rpynmy Jui), LebIO0 KOTOPLIX SBJISETCS MPOUTEHHE WIIM MOJeNIKa
3AMUINEHHBIX KPUNITOTpa@HUeCKUMHA METOIAMH COOOITICHUH.

B oTHOIICHWH HapyIMUTENsS TPUHUMAETCS PAA AOMYIICHHH, KO-
TOPLIC KaK MpaBuJio KIIaAyTCAd B OCHOBY MaT€éMaTuiYC€CKUX WUJIM UHbBIX
MOJIENE:

1. HapymuTens 3HaeT anroput™ miudpoBaHus (MU BRIPaOOTKH
OUIT) u ocobeHHOCTH €ro pealiv3alivi B KOHKPETHOM Cllydae, HO He
3HAET CEKPETHOTO KJIIoYa.

2. Hapymmrento JOCTYTHBI Bee 3ammudpoBaHHabie TekeThl. Hapy-
HUTEC]Ib MOXKET UMETb AOCTYIl K HEKOTOPbLIM HCXOAHLIM TCKCTaM,
AJigd KOTOPbIX H3BECTHbI COOTBETCTBYIOLIHUE WM Sall_ll/l(prBaHHble
TEKCTHI.

3. HapymuTens uMeeT B CBOEM PACTOPSHKCHHM BBIYHCITHTENb-
Hble, JIIOJCKHE, BPEMEHHbIE U WHbIE Pecypcbl, 00beM KOTOpPBIX Of-
paBIaHa MOTCHITHATILHON IIEHHOCTRIO HHpOpMAIH, KoTopas OyaeT
n00BITa B Pe3yJIbTaTe KPUMTOAHATN3A.

IonbITKy MPOYTEHUs WM MOAJC]KH 3auli(pPOBaHHOrO coollie-
HUWd, BbIYHUCIICHHUA KJIIOYa METOJaMHK KpullToaHa/inda Ha3biBaroT
KpUnmoamaxoi ili amaxkoil na wiugp. Y Ta4Hyi0 KPUTITOaTaky Ha-
3bIBAIOT 8310MOM.

Kpunmocmoiikocmpio Ha3biBaeTCs XapakTepUCTHKA 1Kdpa, ofl-
penensonias ero CTOMKOCTh K pacimudpoBaHuio 6e3 3HaHHS KIFoUa
(T.e. kpunToarake). [TokazaTenb KPUNTOCTOWKOCTH — TJIABHBINA Ta-
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pameTp ool kpunTocucTeMbl. B kauecTBe nokazarens KpunTo-
CTOMKOCTH MO>KHO BBIOPATH!

KOJIMUECTBO BCEX BO3MOMHBIX KJIOUEH WM BEPOSITHOCTH MOAO0-
pa KkJIroua 3a 331aHHOe BPeMS C 3a/1aHHbIMU pecypcamu;

KOJINYECTBO ONEpalii WK BpeMs (C 3aJaHHBIMH pecypcamm),
HeoOX0IUMOoe T B3IoMa Hdpa ¢ 3aJaHHONH BEPOSTHOCTHIO;

CTOUMOCTb BBIYHMCIIEHUS KIIOUEBOH HHPOPMALIMK WU UCXOAHOTO
TEKCTa.

Bce 3T mokazaTeny NOKHBI YUHTHIBATH TAK)KE YPOBEHB BO3-
MOKHOH KPHUIITOATaKU.

OpHako creayer noHumarb, 4to 3(M(EeKTUBHOCTL 3alWTbI WH-
¢dopmaumn KpuntorpaduuecKUMA METOIAMH 3aBUCUT HE TOJBKO OT
KPUIITOCTOWKOCTH Udpa, HO U OT MHOXKECTBA JPYrux (akropos,
BKJIIOYAsT BOMPOCHI peajiu3allid KPUMTOCHCTEM B BHJE YCTPOWCTB
nnu nporpamm. [lpu aHanmM3e KpUNTOCTOMKOCTH mHdpa HEOOXOOU-
MO YUHTHIBATH U uerogeueckuii ghaxmop. Hampumep, moakyn KoH-
KPETHOIo YeJioBeKa, B PyKax KOTOPOro cocpeoToueHa HeoOXo/u-
Masi HH(hOpMaLIKsl, MOJKET CTOMTh Ha HECKOJILKO MOPSI/IKOB JieUIeBJIe,
4yeM Co3aHue CYNMepKoMIbIOTepa A/ B3noMa mudpa.

CoBpemeHHbI KpUNTOAHAIN3 OMHUpaeTCs Ha Takue MaremaTHue-
CKMe HayKHM Kak Teopus BepOSITHOCTEH M MaTremaTHuecKas CTaTUCTH-
Ka, anrebpa, Teopus YKMcen, TCOpHUsl AITOPUTMOB U psn apyrux. Bee
METOIBl KPUNTOAHANIN3A B LIEJIOM YKJIAABIBAIOTCS B UETHIpPE HAMPaB-
JIeHusI.

1. CraTneTnvecknil kpunroanaans. MccnenyeT Bo3MoKHOCTH
B3]IOMa KPUNTOCHUCTEM HA OCHOBE M3YUEHHA CTATUCTHUECKHX 3aKO-
HOMEPHOCTEH MCXO/HBIX W 3allMdpoBaHHbIX coolOlueHul. Ero npu-
MEeHEeHHEe OCJIOKHEHO TeM, YTO B peajbHbIX KPUNTOCHMCTEMAax WH-
dopmauus mepen mudppoBaHUEM NOABEpPraercs CKaTHiO (IpeBpa-
11asi UCXOJHbIA TEKCT B CIYYAHHYIO MMOCIIE0BATEILHOCTL CUMBO-
JIOB), WIH B cllyyae raMMHPOBaHHUS MCMOJIb3YIOTCA MCEBAOCTyYaii-
HBIC TIOCJICAOBATEILHOCTH OOBIION [UTUHBL

2. AareOpanveckuii Kpuntoanaan3. OH 3aHUMACTCS TTIOUCKOM
mMaremarhiecku ciiabbiX 3B€HbEB KpUNTOaNroputMoB. K npumepy B
1997 roxy B SJUTMIITUYECKUX CHUCTeMax ObLT BRISBIICH Kilacc KITFOUet,
KOTOpBIE CYIIECTBEHHO YIPOLIATN KPUMTOAHATIU3.

3. Anddepennuaibubiii (AWM Pa3HOCTHBIA) KPHNTOAHAJIM3.
OcHoBaH Ha aHaju3e 3aBUCUMOCTH W3MEHEHHUs IIUPPOBAHHOIO TEK-
cTa OT U3MEHEHN UCXOAHOTO TeKcTa. BriepBble ncnons3oBaH Mep-
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¢u, yayuinen buxamom u llamupom s ataku Ha DES.

4. JInneiinblii KpunTOaHaaAu3. MeToa, OCHOBaHHBIM Ha TOWCKE
JUHEHHOW anmpoKCUMalMd MEXY HWCXOJHbIM W IUHU(QPOBAHHBIM
TekctoM. Ilpennoskennnlii Mailywn, Takke Brniepeble ObUl NPUMEHEH
mpu B3nome DES. Kak u guddepeHnnanbHblil aHaN3 B pealbHBIX
KPUMNTOCHCTEMaX MOKET OBITh MPUMEHEH TOJNBKO Ui aHajiu3a OT-
JeJIbHBIX OJIOKOB KPUIITOMPeoOpa3oBaHUi.

OnsIT B3TOMOB KPUNTOCHUCTEM (B YaCTHOCTH, KOHKYpPCOB, KOTO-
peie perymsapHo ycrpamBaeT RSA Data Security) mokassiBaeT, 9ToO
IJIaBHbIM METOJIOM octaercsi “yiodoBas” araka — npoba Ha KoY,
Taioke Kak MoKa3bIBaeT OMbIT KPUNITOCHCTEMbI 00JIbLIE CTPAJIAIOT OT
HeOpEKHOCTH B peann3alui.

Ilpunsaro pazanuarbh HECKOJIBKO YPOGHEl KpUnmoamaxy B 3aBy-
CUMOCTH OT 00beM WH(OpMaUMH, JOCTYMHOH KPUNTOAHATIUTHKY.
I'py6o MOXKHO BBIACIUTH TPU YPOBHS KPUIITOATAKHU MO HAPACTAHUIO
CJTIOKHOCTH.

Araka no mudposannomy Texcry (Yposenns KAl). Hapyuiu-
TEJIO JOCTYIHbI BCE WJIH HEKOTOPbIE 3alIM(PPOBAHHBIE COOOILEHHUS.

ATaka mo mape «HCXOAHBIH TeKCT — MH(POBAHHBII TEKCT».
(Ypoenn KA2). Hapymmrento 1ocTynHbl BCe WIM HEKOTOpbIE 3a-
IIM(PPOBAHHbIE COOOILEHHUS W COOTBETCTBYIOLIME UM UCXOJHbIE CO-
OoOIIeHUs.

ATaka Mo BLIODaHHOM Nape «HCXOAHBbINH TeKcT — MH(poBaH-
HbIH TekeT. (Ypoenb KA3). Hapyuiurens umeeT BO3MOXKHOCTb
BBIOMPATh WMCXONHBIM TEKCT, MOJy4YaTh AJS HEro IH()pOBaHHBIMU
TEKCT U HAa OCHOBE aHaJIN3a 3aBUCHUMOCTEH MEKIy HUMH BBIUUCIATH
KJIIOU.

Bce coBpemeHHble KpUITOCHUCTEMbI 00J1aIal0T JIOCTATOUHOM
CTOWKOCTBIO JaXke K aTakaMm ypoBHS KA3, To ecTh Koraa HapymmTe-
JI10 JOCTYIMHO MO cyTH mudpyrolee yCTpoHCTBO.
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2. CUMMETPHUYHBIE KPUITTOCUCTEMbI

2.1. OcHOBHBIE KJACCHI CHMMETPHYHBIX KPANITOCHCTEM

Iloa cuMMeTpUUHBIMU KpUNTOrpahuyeckKiMH CUCTEMaMH MOHU-
MaloTCsl TaKMe KPUMNTOCUCTEMbl, B KOTOPbLIX JJIsl IIU(PPOBAHUS M
pacigpoBaHus UCTIOIB3YETCS OAWH U TOT Ke KITFOU.

Hexomoe  Ormpagurens Samadp.  Tonywarers
coo0LIeHne (A) COOBLIEHNE (B)

X) Y=E,(k,X)

Kmou (k) -=------ > Kriou (k)

X=E, "'k, E, (kX))

Puc 2.1. Cxema cHMMETpUYHON KPUITTOCHCTEMBI.

Jns nonb3oBaresiell 3T0 O3HAYAET, UTO MPEAJIE, YEM HAYaTb HC-
MOJTB30BATh CHUCTEMY, HEOOXOAMMO TMONyYHUTh OOIIHIA CEeKPETHBIH
KJIIOY TaK, YTOObI UCKIHOUYUTH K HEMY JI0CTYN MOTEHLHAILHOTO 3J10-
yMblllJIeHHWKa. Bce MHOrooGpasue cHMMETPUUHBIX KPUIITOCHCTEM
OCHOBBIBaeTCs Ha CIIEAYIONMIX 0a30BBIX KJIaccax.

Mowno- u mrozoangpagummnvie noocmanosxku.

MoHnoandaBuTHblE MOACTAHOBKKM — 3TO Hauboliee MPOCTON BHIL
npeoOpa3oBaHui, 3aKITFOYAIOIIHICS B 3aMEeHEe CHMBOJIOB MCXOTHOTO
TeKcTa Ha JApyrue (TOro ke andaBuTa) o OoJiee WU MEHee CIOXK-
HoMmy nipaBuily. B ciyuyae MoHoasipaBUTHBIX MOJACTAHOBOK KA /blki
CHUMBOJI UCXOJ/IHOTO TeKCTa npeodpasyercsi B CUMBOJ LIU(POBAHHO-
ro TeKCTa TI0 OJHOMY W TOMY ke 3akoHy. [lpm mMHoroanhaBUTHOM
NO/ICTAHOBKE 3aKOH Mpeobpa3oBaHusi MEHsIETCs OT CUMBOJIA K CHM-
BOJY. OJMH W TOT e LU MOKET paccMaTPUBATLCS U KaK MOHO- U
KaK MHOTOaNI(paBUTHBIN B 3aBUCHMOCTH OT OIPEIeIsieMoro andaBu-
ta. Hammpumep, mmdp [Ineiidepa (moacranoBka OurpamMm) ¢ TOUKH
3peHust 00bIUHOrO ajihaBuTa SBASIETCS MOHOAI(DABUTHBIM, & ¢ TOUYKH
3peHus ajihaBuTa GUrpaMm — MHOTOAI(paBUTHDBIM.

Ilepecmanosxu.

Takoke HecyoxHbIA MeTOJ| KpunTorpaduueckoro npeodpasosa-
HUsl, 3aKJIIOHAIOLIMICS B MEPEeCTaHOBKE MECTaMH CUMBOJIOB MCXO/I-

15

HOI0 TeKCTa 10 HekoTopoMy npasuiy. [udpsl nepecraHoBok B Ha-
CTOsAIIIee BpeMs He UCTONB3YIOTCSA B YMCTOM BHJIE, TaK KaK WX KPHII-
TOCTOMKOCTb HEJOCTATOUHA.

brounvie wiughpor.

Mpencrapnsror coboit ceMelcTBO OOpaTHMBIX TIpeobpazoBaHUi
OMoKOB (JYacTed (PUKCHPOBAHHOUN IITUHBI) HCXOAHOTO TekeTa. Mak-
THYECKH OJIOUHBIH WH(P — 3TO cUcTeMa MOJICTAHOBKH Ha andasuTe
6110KOB (OHa MOXKET OBITH MOHO- WIIH MHOT0aJI(haBUTHOM B 3aBUCH-
MOCTH OT peorcuma O6mouHoro mmdpa). B HacTosmmee Bpems 6104-
Hble Kndpbl Hanbosiee pacrpocTpaHeHbl Ha npakTuke. Poccuiickuii
M aMEPUKAHCKUIM CcTaHaapThl WK(GPOBAHUS OTHOCITCS MMEHHO K
3TOMY KJaccy MuGpoB.

Tammuposanue.

Ilpencraeiser coboli npeodpaszoBaHUEe HCXOAHOIO TEKCTA, MPU
KOTOPOM CHMBOITBI HCXOJHOTO TEKCTA CKIAMBIBAIOTCS (TI0 MOIYIIO,
PaBHOMY MOIIHOCTH al(aBUTAa) ¢ CHUMBOJAMHU TICEBAOCTYUYAHHOM
MOCJIe/I0BATE/IbHOCTH, BbipadaThiBAEMON MO HEKOTOPOMY MPAaBUIIY.
CoOCTBEHHO TOBOPS, raMMUPOBAHUE HEJIb3 LIEJIMKOM BbIIC/IUTH B
OTACNBHBIN KIace KpUNTOTpaduueckux TpeoOpa3oBaHUM, TaKk Kak
aTa NCEeBA0C/yYaiiHas Nociie0BaTe/IbHOCTh MOXKET BbipadaThiBaTh
Csl, HANpPUMEP, ¢ NMOMOLIbLIO GiiouHoro wudpa. B ciayyae, eciau no-
CIIEZIOBATETLHOCTD SIBIACTCS UCTHHHO CITydaiiHOU (Hampumep, CHs-
TOU ¢ (PU3HUECKOTO TATUMKA) M KOKIBIH e¢ (parMeHT UCTIONB3YeTCs
TOJIBKO OJIUH Pa3, TO UMEET MECTO KPUMTOCUCTEMA C OJHOPA30BbIM
KITFOUOM.

2.2. O6mue cBegeHnus o OJIOYHBIX HUppax.
IMoxn N-paspaowvim 6aoxom OyneM MOHWUMATH TOCIICIOBATEIH-
o 3
HOCTb U3 HyJIeH U eAUHUL AJTUHBL NV :
X=(X0, X1, e X)) O Zo s

X B Z N MOXHO WHTEPNPETUPOBATL KAK BEKTOP U KaK JABOWYHOE
MPEJCTABJIEHUE LIEJIOr0 YHCa

N v—ia
— —1—
Ix) =3 %2V
i=0

* Teopws GrouHBIX WH(POB B TIETIOM H3JI0KeHa 1o padoTe [8].
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Hanpuwmep, eciu N=4, To
(0,0,0,00-0  (0,0,0,)~1  (0,0,1,00-2  (0,0,1,1)-3
0,1,0,00-4  (0,1,0,H)-5  (0,1,1,0)0-6  (0,1,1,1)>7
(1,0,0,0)0-8  (1,0,0,1)-9  (1,0,1,0)-10 (1,0,1,1)-~11
(1,1,0,0)-12  (1,1,0,1)-> 13  (1,1,1,0)- 14 (1,1,1,1)- 15.

Brounvim wugpom OGymem HazeiBath 31emeHT T SYM(Z,)n):
TC XY =TI(X), TOe X = (X0, XI5 s Xn-1)> Y = (V05 Vis oovs Yu1). XOTH
OnmovHBIe MWH(PHl SBIAIOTCS YaCTHBIMH CITyYasMH TOACTaHOBOK
(Toabko Ha andaBurax oueHb OOMBLION MOLIHOCTH), WX CIIEAYET
paccmarpuBath 0c060, MOCKOJIbKY, BO-NEPBbIX, OOJILIIMHCTBO CUM-
METPHUYHBIX ITU(PPOB, UCTIONB3YSMBIX B CHCTEMaX Tepeaadn HHPOp-
MalluK, SIBJISIOTCS OJIOUYHBIMHU M, BO-BTOpbIX, OJo4Hble HIUGPLI
yao0Hee Bcero OMNMChIBAThL B aJFOPUTMMUYECKOM BHJE, 4 HE Kak
OOBIYHBIC TTOICTAHOBKH.

[peamonoxum, 4To

T(x) =y, 0<i<m,

st HekoToporo T [ SYM(Z, y), ucxomHoro Tekcra X = {X; X;
UZ,n} v mmdposanHoro tekcra Y = {y;}. UTo MOXHO cKa3aTh 0O
T(x), ecau xU{x;}? [lockosbky TUsiBiIl€TCS NIEpeCTaHOBKOW Ha Z,  ,
To {y;} paznuunsl v TEX)U{y,;} npu xU{x;}. Yro ke euie MoxkHO cka-
3aTh O T1?

2" - m)! u3 (2™)! nepecranorok B SYM(Z,y) yaoBneTBopsier
YpaBHEHHUIO

TI(XI'):yI'DOSi<m’

JanbHelias cneundukalys T{X) Npyd OTCYTCTBHH JIONOJHUTENbHOM
WHPOPMALIMK HE MPEICTABISETCA BO3MOXKHOU. DTO Ompenensercs B
OCHOBHOM T€M OOCTOSITEJILCTBOM, UTO TL IBJISIETCS DJIEMEHTOM, MpU-
HaiexamuM SYM(Z; ). Ecnu u3BecTHO, uTo TT IPUHAJIEKHUT He-
oompmomy nmoamMaOkecTBY 11 13 SYM(Z, n), TO MOKHO caenatsb 00-
nee onpenesieHHbIN BoiBoA. Hampumep, ecnu

IT= {1 : 0</ <2"}, (i) = (i*/) (mod 2), 0 < i <2,

TO 3HaueHHe TIX) MPH 3aJaHHOM 3HAYCHUM X OJAHO3HAYHO OMpere-
aset TU B sTom cnydae X gBnigercs MoJMHOXKECTBOM MOACTaHOBOK
Tlezaps Ha Z, .
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Kpunrorpaduueckoe 3Haue€HUE DTOro CBOWCTBA JIOMKHO ObITb
OUEBU/IHO: €CJIM UCXOJHbIH TeKCT mudpyeTcs noJCTaHOBKOMH TT, Bbi-
OpaHHOW W3 TIONHOW CHMMETPWYecKOW TPYMIbL TO  3J0-
YMBIIUTEHHUK, H3YYalOINANA COOTBETCTBUE MEKIY MOJIMHOKECTBAMH
MCXO/THOTO U HIU(POBAHHOIO TEKCTOB

X; o Vi, 0<i<m,

He B COCTOSIHMM Ha OCHOBE 3TOH WH(OpMalMU ONpeaeuTh UCX0/1-
HBIHA TEKCT, cooTBeTCTRYIOWIMHA Y[ I{y;}.

Ecnu nng mwmdpoBaHus HCXOAHOTO TEKCTa MCHOJNB3YeTCs MOJ-
cucrema Tt usz [ILOSYM(Z, ), TO nosyvarouyocs B pe3yJibTare CUc-
TeMy noactaHoBok I1 Oymem Ha3bIBaTh CUCTEMOW OIOYHBIX wWUppPOs
WU CUCHEMOT OJI0UHBIX ROOCMAHO080K. bIouHbIi Tmdp MpencTas-
JisieT coDOM yacTHbIM cilydyall MOHOAJI(PaBUTHOM MOACTAHOBKU C aJi-
tdaButom ZoN = Z, . Ecniv uHdOpMaLMsg UCXOHOTO TeKCTa HE MO-
JKeT ObITh TpeAcTaBieHa N-pa3psaHbIMH OJIOKaMH, Kak B clydae
CTAaHOAPTHOTO al(aBUTHO-UM(PPOBOTO TEKCTa, TO MEPBOE, UTO HYX-
HO cjlenarthb, 3TO MEePeKOJUPOBAaTh MUCXOAHBIH TEKCT UMEHHO B JTOT
dopmar. llepekoarpoBaHue MOXKHO OCYIUECTBUTb HECKOJbKUMMU
cnocobaMy M ¢ MPAKTUUCCKOW TOYKU 3PEHUS] HEBAXKHO, KAKOW M3
croco0oB ObLT BEIOpaH.

B ycranoekax oOpabotku uHdopmaluu 6noussie wudpsl OyayT
HCTONB30BaTBCSI MHOTMMH TOJB30BaTeNsIMHA. Kittouesoii cucmemoi
bnounvix wiugpos seusercs noamuoxkectso I1[K] cummerpudeckoit
rpynnsl SYM(Z; y)

T[K] = {T{k}: kOK},

uHaekcupyemoe no mapametpy k& U K; & aensercsa kmodom, a K -
npocrpaHcTeoM kimodel. [lpu oTom He TpeGyercs, uToObl pazinu-
HbIE KJIIOYM COOTBETCTBOBAJIM PA3/IUUHbBIM [10CTAHOBKAM Z, .

KimroueBas cuctema Gmounsrx mmdpos [[K] ucnoms3yercs cie-
aytowm obpazom. Ilonb3oBarenb i U Mosb30BaTeNb j HEKOTOPbIM
o0pa3oM 3aK/oualoT CorjalleHHe OTHOCHUTENbHO Kiaoda k u3 K,
BBIOWpas, TakuM oOpazom, 3memeHT w3 LI[K]| u mepemaBast TekcrT,
3alM(POBAHHBINA C UCTIONIB30BAHUEM BBIOPAHHOM MOJCTAHOBKH. 3a-
MUcCh

y = Tk, x}
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OyneM ucnosib3oBath A1 0603HaueHus: N-pazpsaHoro 6noka wudg-
POBAaHHOTO TEKCTa, KOTOPBIA MOIYYEH B pe3yJbTaTe LIM(POBaHUS
N-paspsiaHoro 6yi0ka UCXOAHOIO TEKCTa X C MCMOJIb30BAHUEM MO/
CTaHOBKM Tk}, cooTBeTCTBYIOMIeH kmouy k. llomoxum, uto 370-
YMBbIIJIEHHHKY
M3BECTHO MPOCTPaHCTBO KJtoueit K;
M3BECTEH QJITOPUTM OIpeJe/ieHus MOJACTAaHOBKK THk} 1o
3HAYCHUIO KJII0Ya k;
HEU3BECTHO, KAKOM UMEHHO KJIFOY & BBIOpas MOJB30BATENb.
KakvMHM BO3MOXHOCTSIMM pacroJiaraet 3J0yMbIlIeHHUK? OH
MOKET:
MOTYYHUTh KIHOY BCIEACTBUE HEOPEKHOCTH TOJIB30BATENS I
WY TIOJIb30BATENA
nepexsaTuTh (MyTeM nepexpara TesleOHHBLIX U KOMIbIOTEP-
HBIX CcOOOIIeHNH) mu(POBaHHBIM TeKCT y, MepenaBae-
MbIil NOJIb30BaTeNeM i MOJb30BATENIO j, U MPOU3BONTD
npoObl Ha Bce BO3MOXKHBbIE KJtouM W3 K j0 nosyueHus
YUTAEMOTO COOOIICHHUS UCXOIHOTO TEKCTa;
MOTYYUTh COOTBETCTBYIOLIME MCXOAHBIM M IIU(pPOBAHHBIN
TEKCTHI (X —Yy) U BOCHOJIB30BATHCS METOOOM NpOOBI Ha
KJI04;
NOJIyYUTh COOTBETCTBYIOILME WCXOJHbIH W IM(POBAHHBIN
TEKCTBI U UCCIICAOBATh COOTHOLICHUE UCXOTHOTO TEKCTa
X M HA(POBAHHOTO TEKCTA Y AJIsl ONpEAETICHUS KiItoua k;
opraHu3oBath karajnor N-pa3psiiHbiX OJIOKOB C 3aNKChIO Yac-
TOT UX TIOSIBJICHUSI B UICXOOHOM WM IH(POBAHHOM TECK-
cte. Karamor maet BO3MOKHOCTb TMPOM3BOOUTH TOMCK
Hanbosiee BEPOSTHBLIX CJIOB, UCMOJIL3YSI, HANIPUMeEp, clie-
JIYHOLLLY IO MH(OPMALIUIO;
JMCTUHT Ha S3bIKe acceMOiepa XapakTepu3yeTcsl CUIIBHO BbI-
Pa’KEHHBIM CTPYKTYPHPOBAHHbLIM (hOpMaTOM,
uudposoe mnpeacrasieHde rpadguieckoil U 3BYKOBOU HH-
(opmaLii UMeeT OrpaHuUYCeHHBIH HAOOP 3HAKOB.
IIpenmonokum, uro N = 64 u Kaxmsnid snemeHT SYM(Z, y) Mo-
xKeT ObITh UCMOJIb30BAH KaK MOACTaHOBKA, Tak 4To K=SYM(Z, y).
Torpa:
cymectByerT 2* 64-paspsaaHBIX GIIOKOB; 3TOYMBIILICHHHUK HE
MOKET NOAACPKUBATH KATAJIOT ¢ 264 =1,8D]019 CTPOKaMH;
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npoba Ha KoY npu uncie Kmoueii, pastom (2°)!, npakru-
YeCKH HEBO3MOKHA; COOTBETCTBHE UCXOMHOTO U MH(pPO-
BaHHOIO0 TEKCTOB JIJIsl HEKOTOPbIX N-pazpsHbiX OJI0KOB
T{kX;} =y, 0 <i<m, He maer 3MOYMBIIUICHHUKY WH-
(hopMaIiyl OTHOCUTENBHO 3HAYEHUs Tk, X} musd XL1{X;}.

Cucremsbl wmndposanus ¢ OnouHbIMU WHppamu, andaBuToM Z; g4
1 npoctpaHcTBoM Kitoued K=SYM(Z,¢4) 4BISIIOTCS HEASIUMbBIMU B
TOM CMBICIIe, UTO TO/AJIepKaHNe KaTajora 9acToT TOSBIICHUS OYKB
Tt 64-pazpsAAHBIX GIIOKOB WM Mpoda Ha KITFOY MPH YHCie KIToueit
2% BLixoauT 3a npeeabl BO3MOXKHOCTEH 3noyMbiliieHHUKa. Creay-
€T CPaBHUTH 3Ty MpodJeMy ¢ Toi 3afadeli, ¢ KOTOPO# CTalKWBAaeTCS
3MOYMBINIJICHHUK B TIpoIlecce KPUMTOaHaTH3a TeKeTa, 3aimdpoBaH-
Horo nojcraHoBkoii Llezaps ¢ andasurom {A,..., I, }; nis onpene-
Jenus kiatova nojcraHoBku Llesaps Tpebyerces nuwb logy32 = 5 6ur,
B TO BpeMs Kak i TipocTpaHcTBa Kitoueit K=SYM(Z, ¢4) TpeOyet-
cs1 2% Guros.

K coxanenuio, pa3paboTuuk M 3J10YMbIIUIEHHUK HAXOJASTCS B
OIMHAKOBOM TIOJIOXKEHHUH: PazpabOoTIHK He MOXKET CO31aTh CHCTEMY,
B KOTOpo# ObltH Obl peanmsoBadsl Bce 2°'!  MOmCTAHOBOK
SYM(Z,64), @ 3110yMBILLIEHHUK HE MOXKET WCIHBITATb TAKOE YMCJIO
kntoueil. OcraeTcs COrjlacuTLCs C TEM, UTO HE KaK/bIH dJIEMEHT W3
SYM(Z, 64) OymeT ucnonp30BaH B KAUECTBE MOACTAHOBKH.

Takum oGpazom, TpeboBanus K XopolueMmy OJOUYHOMY LHHUPPY
dhopmyiupytotes crneayroium oopazom. Heobxoanumbi:

mocTaTouHo Oombinoe N (64 win Goee) AyId TOro, 9ToObl 3a-
TPYOHUTH COCTaBIICHUE U TOAep:KaHue Katanora. B Ho-
BoM cranaaprte mindposanus CLLHA N ne menbiue 128;

IOCTATOYHO OOJBINOE TTPOCTPAHCTBO KITFOUEH IS TOTO, U4TO-
OBI UCKITFOYATH BO3MOYKHOCTB TIO0OpA KITFOUa;

CIOXHBIE cooTHOmeHuS Tk, X} : x — y=Ti{k,x} Mexmy wuc-
XOAHBIM U HIU(POBAHHBIM TEKCTAMU C TEM, YTOObI aHa-
JIUTUYECKUE W (MJIU) CTATUCTUUECKUE METO/Ibl OMNpeiesie-
HUS MCXOTHOTO TeKCTa W (MJIM) KITF0Ya Ha OCHOBE COOT-
BETCTBHUS MCXOMHOTO U MTUPPOBAHHOTO TEKCTOB OBLITN OBI
N0 BO3MOJKHOCTH Hepeaiu3yeMbl.

2.3. I'enepupoBanne 0JIOYHBIX IHPPOB

OaHuM w3 Haubosiee pacnpoOCTPaHEHHbIX CMOCOOOB 3aaaHus
OI0YHBIX MH(POB SABIACTCS MCIONB30BAHNE TAK HA3bIBACMBIX CCTEH
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Oeiicrena. Cerb Deiictena npeacrapisier coboii obiMii MeTo Npe-
o0pa3oBaHUs TPOW3BOIBHONW (yHKIMK (OOBIYHO HazbiBaeMou F-
(dyHKLMEN) B NepecTaHOBKY Ha MHOMeCTBe OJOKOB. JTa KOHCTPYK-
uus 6bu1a u3obpereHa Xoperom debictesoMm U Oblia UCMONIb30BaHA
B OombImoM komnmuecTse mmdpor, Bkimodas DES u T'OCT 28147-89.
F-pynkums, mnpencraBmsiomas co0oi OCHOBHOW CTPOWUTETBHBIN
osok cetu Deiicrena, Beera BoIOWpaeTes HEJIMHEHHOH M NpakTHue-
CKH BO BCEX CTy4asx HeOOpaTHMOH.

®opmanbHO F-(hyHKIHMIO MOKHO TIPEICTABUTH B BUIE OTOOpakKe-
HUS

F:Zonn X2« —» Zonp,

rae N — jyivHa npeobpasyemoro 0j10ka TekcTa (jloikHa ObITh YeT-
HoM), k — 1unHa mcnonp3yeMoro 610ka KITFoUeBoM MH(DOPMAITHTL

ITyctp Temepp X — GJIOK TeKCTa, TIPEACTABUM €TO B BUJE IBYX
noA010k0B oMHakoBoi AiuHbl X = {A, B}. Torna oaHa urepanus
(unu paynn) cetu Deiictena onpeaenseTcs Kak

X = BI(F(B,, k;) O A))

rae X; = {A,, B;}, || onepauus konkarenauuu, a [ — noduroBoe uc-
xmovatoiiee MJIN. Ctpykrypa utepauuu cetu Delictena npeacrae-
nieHa Ha puc 2.1. CeTs DeiicTena cOCTOMT U3 HEKOTOPOTO (hUKCHPO-
BAHHOI'O YMCJIa UTEpaLMi, ONpeesisieMoro CooOpaKeHUsIMU CTOM-
KocTH paszpabaTbiBacMoro mnudpa, Npyu 3TOM Ha MocjeaHel uTepa-
LMY TIePECTAHOBKA MECTAMHM MOJIOBUH OJIOKA TEKCTa HE TIPOU3BOAMT-
s, T.K. 9TO He BIMUAET Ha CTOMKOCTE 1udpa.

Jannas crpykrypa umdpoB obiianaer psaoM JIOCTOMHCTB, a

UMEHHO:
mpouenypsl UQPOBaHUI U paclinpoBaHUS COBMAAIOT, C
TEM HCKJIIOUEHUEM, 4TO KJtoueBas vHdopmalus npu
pactundpoBaHuM UCNONb3YeTCs B 0OPaTHOM MOPSIJIKE;
VISl TIOCTPOCHMSL YCTPOHCTB IIHU(POBAHUS MOKHO HMCIONb-
30BaTh Te e OJIOKM B uensx mudpopaHus U pacuiud-
poBaHUsL.

Hegpoctarkom siBsercs TO, 4TO Ha KaXXIOW MTEPaLUM U3MECHSICT-
¢Sl TOJIBKO TIONIOBMHA OJioka 00padaThlBaéMOTO TEKCTa, UTO MPUBO-
JIUT K HEOOXOJIMMOCTH YBEJIMUMBATHL YHCIIO UTEPaLMi AJ1s1 JOCTHKe-
Husl TpebyeMoii CTOHKOCTH.
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B otHoweHun Bbibopa F-QyHKUMH KAKHX-TO YETKHUX CTAHAapPTOB
HE CYIICCTBYET, OJHAKO, KaK MPaBUJIO, 3Ta (PYHKLHS MPencTaBIsieT
cobol noceaoBaTesbHOCTh 3aBUCSLIMX OT KJloua HENMHEHHbIX 3a-
MEH, NePeMEeLLNBAIOLIMX NNEPECTAHOBOK U C/IBUTOB.

JpyruM moaxonoM K MOCTPOCHHIO OOYHBIX IIU(POB SBIACTCS
HCTOIB30BaHNE 0OPATUMBIX 3aBUCALIMX OT KIFO4a MpeoOpa3oBaHUM.
B aToM cilyuae Ha KakJ0W UTEpalMu U3MEHsIeTCsl Bech OJIOK M, CO-
OTBETCTBEHHO, 00Iee KOMUYECTBO HUTEpalii MOKET OBITH COKpa-
meno. Kaxnas utepaums npeacrasiser co0oif MocaeI0BaTeIbHOCTh
npeoOpa3oBaHuii (Tak Ha3biBaeMbIX "CJIOEB"), KAXK/0€ W3 KOTOPbIX
BBIMOJHSET cBOlO (pyHKUMIO. OObIYHO HCMOJIB3YIOTCS CJIOH Hesu-
HeWHOM 00paTUMOM 3aMEHBI, CIION JIMHEHHOTO TIepeMEIINBaHUusI W
OJIMH WK /iBa €04 NojiMelInBanud Kimova. K Hepoctatkam JaHHOro
NoAX0/la MOXHO OTHECTH TO, YTO JJis Mpoueayp WU(POBaHUS W
pacudpoBaHus B 00LIeM ClTyyae HEJb3sl UCTOJIB30BATh OAHU U TE
ske OJIOKH, YTO YBEIMUMBACT almlapaTHBIC W/HIW MPOrpaMMHBIC 3a-
TPaThbl HAa peaJIn3aLHIO.

A B
any
NP F

B A F(B)

Puc. 2.2. Ctpykrypa urepaumu cetn Deiicrena.

2.4. AnroputMsl 6;109H0T0 MUQpoBaHuA
2.4.1. Aaroputm DES u ero mognduranun

AMepUKaHCKUH CTaHJapT KpUNTOrpaduueckoro 3aKpbiThs JaH-
Hbix DES (Data Encryption Standard), npunsiteiii B 1978 r., sensier-
sl THITMYHBIM TIPSICTABUTENIEM ceMeiicTBa OJIOYHBIX IU(POB. ITOT
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mndp ponyckaet >PGHEKTUBHYIO annaparHylo U MporpaMMHyto pea-
JM3ALHI0, TIPHYEM BO3MOXKHO JOCTHKCHHE CKOPOCTEeH MU(pOBaHUS
0 Heckonbkux Merabait B cexyHay. lllupp DES npencrapaser
c000i1 pe3yiibraT 33 0TOOpaKeHHUiA:

DES =IP"'x 1t xBxpgx0x1r, X IP, 2.1

rie IP (Initial Permutation — ucxoiHasi nepecTaHOBKA) NPEACTABIISET
coGoil MPOBOMOYHYIO KOMMYTALIHIO ¢ HHBepcHei [P
58, 50, 42, 34, 26, 18, 10, 2, 60, 52, 44, 36, 28, 20, 12, 4,
62, 54, 46, 38, 30, 22, 14, 6, 64, 56, 48, 40, 32, 24, 16, 8,
57,49, 41,33,25,17,9, 1,59, 51,43,35,27,19, 11, 3,
61,53,45,37,29,21, 13,5, 63, 55,47, 39, 31, 23, 15,7,
KoMnosuuus 6xTip , Tae B — mepecTaHOBKa MecTaMH MpPaBoH W Jie-

BOU TIOJIOBWH OJIOKA JAHHBIX, TIPEACTABIsgeT cob0ii 0OMHY UTeparuio
Oeiictena. OTMETUM, YTO B MOCJIEAHEM LMK/ LUM(PPOBAHUS 110 afl-
roputmy DES mepectanoBka MecTaMy MONOBUH OJI0Ka HE TIPOU3BO-
IATCAL.

IToncranoBku Tip , 1</ < 16, OMUCHIBAIOTCA CIEIYIOIIAM 00pa3oM:
1
IIar 1. Ha i-M tMkJiie BXOAHOM 670K X' ANMHOM 64 cuMBOIa
i_
X = (xi,o, Xil s xi,63)

Jenutcs Ha naa Omoka 1o 32 cumBoNa X = (X0, Xi| ..., Xi31) H
X'= ()C’,-!o, )C',-,l cees x’i,31)-

IlpaBbiii G610k X' pazbuBaercs Ha BOoceMb OJIOKOB MO 4eTbIpe
CUMBOJIA:

x'io X' x'ia X'
x4 X'is X'i6 X'i7
x'i8 X'io x'ii0 X'in
X' X'i13 X4 X'iis
X'ii6 X'i17 x'ii8 X'i10
x'i20 X' X' X'i23
X4 X'ias x'i26 X'i29
x'io8 X'i29 x'i30 X'ia1

DTH BoceMb OJIOKOB MyTeM KOMWPOBAHUS KPalHWX DJIEMEHTOB Ipe-
00pazyroTcs B BOCEMb OJIOKOB M3 LIECTH CUMBOJIOB!

| Xi31 Xi0 Xi1 Xi2 Xi3 Xia |
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Xi3 Xi4 Xis Xio6 Xi7 Xig

Xi7 Xig Xi9 Xi10 Xill Xi12
Xill Xi12 Xi13 Xil4 Xi15 Xi16
Xi15 Xi16 Xi17 Xi18 Xi19 Xi20
Xi19 Xi20 Xi2l Xi2n Xi23 Xin4
Xi23 Xi24 Xi25 Xi26 Xio7 Xing
Xio7 Xi2g Xi29 Xi30 Xi3l Xio




BxonHas moclenoBaTelbHOCTh OUTOB
12...., * 64
{ HauanbHas nmepecTaHoBka P J
| | R
1,2,... 32 12.... 32

o

| L1:R0 | | R1:L0 @f(RoaKl) |

é"%—F -

| LR, | [Ry=L, @R, K |
Kl
< f
| Lis=Ry, | | R,=L,, G;f(Rles) |
Y Kis
63“ f Y
|R16:L15 &f(R,5.K () | | Lie=Rys |

!

[ Koneunas nepecranoska IP-! ]

BhIXOAHAA MOCIEeN0BATENEHOCT GUTOB (IIH(PTEKCT)

1.2,..., 64

Puc 2.3. Cxema anropurma mmdporanus DES
HTar 2. Ha /-nuknuyeckoi utepaunu 48 pa3psaoB Ki04a
(ki kits - » Kkia7)-
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nopa3psiHO CyMMHUPYIOTCS (IO MOAYMIO 2) ¢ MONY4YEeHHbIMU BbIILE
48 paspsgaMu JaHHBIX.

Ilar 3. j-if 6nok u3 mectn cuMBoioB (0< j <8) momaeTcst Ha BXOJ
Omoka momcTaHoBKH (S-00kc) S[j] uMeeT mmecTHpa3psAHBIN BXOI U
YeThIpexpaspsi/iHblii BLIXOJ U NpejcTaBiser codol ueTbipe npeobpa-
30BaHust U3 Zy4 B Z,,; ABa KpalHMUX paspsijia BXOAHOro Oyioka city-
JKaT I BHIOOPKHW OTHOTO W3 ATUX TpeoOpazomanmit. Kaxnas us
BocbMU nojactaHoBok S[0], S[1]...., S[7] ocyluecTBaAsSETCS C UCMOJIb-
30BAHUEM YETHIPEX CTPOK M 16 CTOJIOLOB MATPHLbl ¢ 3JIEMEHTAMU
{0,1,...,15}. Kaxknplii U3 MmacCMBOB pa3MepHOCThIO 4X16 onpenenser
MTOJICTAHOBKY Ha MHOXecTBe Z,,4 cremyromuM obpa3zom. Ecim Bxo-
IIOM SBJIAETCS OJOK M3 IECTH CUMBOJIOB (2o, Z1, 22, Z3, Z4» Z5), TO IIBE
KpaliHue Mo3ulrK (Zy, Z5) UHTEPNPETUPYIOTCH KaK JIBOUUHOE MPE/l-
CTaBJIeHUE LEJIbIX Yucen u3 Habopa {0,1,2,3}.

OTH 1enble onpeaersstoT HoMep cTpoku (oT O mo 3). OcraBmuecs
YeTbipe CUMBOJIA (21, Z, Z3, Z4) UHTEPHPETUPYIOTCH KaK JBOUUYHOE
npejcTaBjieHue UelibiX uuces u3z Habopa {0,1,...,15} u cnyxar js
ompexaeneHus ctonbua B mMaccuse (oT 0 mo 15). Takum oGpazom,
BxojHOM 610k (0,0,1,0,1,1) coorBeTcTBYeT cTpoke 1 1 cTONOIY S.

Hlar 4. 32 pa3psaaa, cocTaBisiolMe BbIXoJl S-00kca, nojaioTces
Ha BX0J1 0Ji0Ka NPOBOJI0UHON KoMMyTauuu (P-Gokca):

16, 7,20, 21,29,12,28,17, 1, 15, 23, 26, 5, 18, 31, 10,
2,8,24,14,32,27,3,9, 19, 13, 30, 6,22, 11, 4, 25

Hlar 5. KoMnoHeHTbl 1paBoro BXOAHOro 32-paspsijaHoro 6Jioka
X', mpeobpazosanHoro B T(X'), mopa3psgHO CYMMHUPYIOTCS TIO MO-
Y70 2 ¢ KOMIIOHEHTaMH JIEBOTO BXOIHOTO 32-pa3psaHoro dmoka X.

Ha kaxnoii urepauuu ucnonb3yetcs: 48-pazpsaHblii MOAKIIOY
(kio> kit ..., kis7). llockompky BxomubiM KitouoM DES sensiercs 56-
pazpsnabIit 6mok k = = (k;, ki ..., kis5s), TO KQKIBINA €T0 pa3psiz vUc-
MOJIb3YEeTCd MHOIOKPATHO.

Kakne wumeHHO pa3psabl  KJIOYa  WCMOJIb3YIOTCSl  Ha -
WKITAYeCKONW UTepalyd, OIpeIesieTcs Mo CIeIyIIeMy alrOpuT-
My:

npexe Bcero 64 paspsja kinoua npeodpasytorcs B 56 nyrem
BBIOpACBIBaHUS KaKIOTO BOCEMOTO OWTa (KOTOPBIH MOMKET MUCTONh-
30BaThCA I KOHTPOIIA TIeIOCTHOCTH KITIOYa);

NMPOU3BOANTCS HauyanbHag nepecraHoBka KP-1 56-pazpsnaHoro
kioua none3osarens k = (kig, ki ..., kiss):

57,49,41,33,25,17,9, 1, 58, 50, 42, 34, 26, 18,
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10, 2,59, 51, 43, 35,27, 19, 11, 3, 60, 52, 44, 36,

63, 55,47,39, 31,23, 15,7, 62, 54, 46, 38, 30, 22,

14, 6,61, 53,45,37,29, 21, 13, 5, 28, 20, 12, 4.

Ionyuaembiii B pe3yjibrare 56-pa3psiHbiii 010Kk paccMaTpuBaeT-
¢4 kak 1Ba 28-pazpsaHbix 610Kka: Jesiil — Cy 1 mpaBsiid — Dy;

TIPOU3BOAMTCS JIeBbIM IUKIIMYeckuii cupur 61mokor Cy 1 Dy s[1]
pa3 aast nonydenus 6siokos C u Dy;

3 crervieans 01okos (C;, Dy) BeiOuparores 48 pazpsmoB ¢ mo-
Moo mepecTaHoBkH KP-2. DTH pazpsabl Uconb3yloTes Ha Tiep-
BOU UTepaLnu;

14,17,11,24,1,5, 3,28, 15, 6, 21, 10,

23,19, 12,4, 26,8, 16, 7,27, 20, 13, 2,

41, 52,31, 37,47,55, 30,40, 51, 45, 33, 48,

44, 49, 39, 56, 34, 53, 46, 42, 50, 36, 29, 32
WCTIONTB3YyeMble Ha i-H IUKITUYecKON MUTepalliyl pa3psaabl KIFoda Ofl-
pedenstoTcs MetomoM mHAyKumu. Jns momydenns 6mokos C; u D,
NPOU3BOJIUM JIEBbIH LHKIUueckuii capur Giiokos C,; u Dy na s[i]
MO3ULIUNI:

1 20 3 4 5 6 7 8§ 9 14 171 17 13 14 17 14

s; 110 2002002020202 0 2 202 2 2 21

¥ BHOBb npuMeHseM KP-2 ajs nosnydeHus: ouepeHONH NOPLUU KITIO-
ya,

HuBepcueit DES (obecrieunBarotmeti pacmmdpoBanue 3amudpo-
BaHHBIX nocpeacTsoM DES naHHbIX) sBfseTcs

DES = IP"'x 11y, x0xpgx0x T X IP, (2.2)

Pacuundposanue samudposanHoro nocpeacrsom DES Ttekcra
OCYIIECTBJISIETCS C UCIOJIL30BAHUEM TeX ke 0JIokoB Onaroaaps o0-
paTuMoCTH peoOpa3oBaHUsL.

Takor obmmit amroputm DES. TlompoOyem mpoaHamuznpoBath
ero 3heKTHBHOCTb.

[Mockonpky nnvHa OJOKOB MCXOAHOTO TEKCTa paBHa 64, mon-
JCpKKa KaTajloroB 4YacTOT MCIOIB30BaHUS OJOKOB SIBISCTCS Ui
3JIOYMbILUIEHHUKA 3a/laueil, BbIXO/sleil 3a npejielibl COBPEMEHHbIX
TEXHUYECKUX BO3MOAKHOCTEH.

OpHako, JaHHBIN ATOPUTM, SBJISSCH TIEPBBIM OIBITOM CTaHAApTA
niMdpoBaHus UMeeT psiji HEJOCTATKOB. 3a BpeMs, npoule/iiiee nocie
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coznanus DES, koMnbloTepHasi TeXHUKa pa3Buiachk HACTO/bKO Obl-
CTpPO, YTO OKa3aJOCh BO3MOXKHBIM OCYIIECTBIATh MCUEPIBIBAIOIITHIA
nepedop Kitoueit U TeM cambiM packpbiBaTh Lindp. CTOUMOCTb 3TOH
aTaKu MoCTOsIHHO cHukaerca. B 1998 r. Gbiia nocrpoeHa mauivHa
ctonMocThio okosio 100000 mommapos, criocoOHas TI0 JaHHOHN Tape
<HCXOIHBIM TEKCT, MUGMPOBAHHBIM TEKCT> BOCCTAHOBUTH KIIFOY 3a
cpeaHee Bpems B 3 cyrok. Takum oGpaszom, DES, npu ero ucnosis-
30BaHWH CTAHJAPTHBIM 00pa30M, YiKe cTaj Jaleko He ONMTHMAaTbHBIM
BBIOOPOM IS YAOBIIETBOPEHUS TPeOOBAHUAM CKPBITHOCTH JAHHBIX.

bb110 BbIIBUHYTO O0JIbIIOE KOJIUYECTBO NPEAJIOKEHUN 110 yCO-
BepiueHcTroBaHuio DES, koTopble 0THACTU KOMINEHCHUPYIOT YKa3aH-
HbIe HeJOCTAaTKH. MBI pacCMOTPHUM JIBa U3 HUX.

Haubosiee 1IMPOKO H3BECTHLIM NPEJIOKEHUEM [0 YCUJICHUIO
DES sBnsercs Ttak Ha3biBaeMblil «TpoitHoli DES», onHa w3 Bepcuii
KOTOpOTO omnpezensercs GopMyIon

EDE3; 4 4, (X) = DES_ (DES;}2 (DESy, (¥))).

To ectp, kmou ans EDE3 umeer mnuay 56 X 3 = 168 6ur, u
wndpopanue 64-6urosoro 0J10Ka OCYLIECTBISETCS LM(POBAHUEM C
OJIHUM MOJIKJIIOYOM, pacliu(poBaHHUEM C JIPYTUM W 3aTeM LW Po-
BaHHUeM ¢ TpeTbuM. ([IpudrHa, TI0 KOTOPOM BTOPBIM IIATOM SIBJISICTCS

DESIZI, a He DES, , sBasercs COBMECTUMOCTD C DES: ecnu BbI-
2 2

opare K=k k, To EDE3g = DES,. llpuuuna ucnonb3oBanus DES
TPU pasza BMECTO MABYX 3aKIFOYAeTCs B CYINECTBOBAHWM aTaKd
«BcTpeda B cepequHe» Ha ABoiHOM DES.)

IlpoGnema ¢ Tpoiinbim DES cocTouT B TOM, 4TO OH ropasio mej-
neHHee, yeM cam DES — ero ckopocTs cocTaBisieT pOBHO OAHY TPeTh
ucxogHoi. [Ipu ucnonrzoparamm EDE3 B pexxnme crernenus 6mo-
KOB 9TO 3aMe/JICHUE CKAKETCI KaK Ha annapaTHOM, Tak W Ha Mpo-
rpaMMHOM (JIaXKe €CJIM MOMbITAThCS KOMIMEHCHPOBATHL €ro JOMOIHU-
TeJTFHOW amlmapaTHON YacThiO) YPOBHAX. Bo MHOTHX cioydasx Takoe
MajeHne MPOU3BOAUTEIFHOCTH HETIPHUEMITEMO.

B 1984 r. Pou Pusect npennoxun paciuvpenue DES, Ha3biBae-
moe DESX (DES eXtended), cBoGomHOE OT HETOCTATKOB TPOHHOTO
DES.

DESX onpenensietcst kak
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DESk,k],kz = kz O DESk(k| O X)

To ectn, kmou DESX K = £.k,k, coctout u3z 54+64+64=184 Gut u
BKITFOUAET TPU Pa3WYHBIX Moakimoda: kmod “DES” &, mpensapu-
TEJIbHBIN «3alIyMIISIOIINN» KITFOY k) Y 3aBEPLIAIOIINHN «3aLlyMIISIO-
LHN» KoY Ky,

Jns wmdpoaHus Gyioka coobleHHs Mbl CK/1aJbIBAEM €ro mno-
paspsaHO TIo Moaymo 2 ¢ ki, mmdpyem ero anroputmom DES ¢
KJIFOUOM k Y BHOBb MOPa3psi/iHO CKJIa/bIBaeM €ro 1o Moaysito 2 ¢ k.
Takum obpazom, 3arparel DESX Ha wudpoBanue 6ioka Bcero Ha
JBE OTMEpaLrH CIOKEHHUS MO0 MOIYJIO 2 0ojblle, YeM 3aTpaThl HC-
XOIOHOTO aJTOpUTMA.

B orHomenuu DESX 3amedatenbHO TO, 4TO 3TU JIBE OMepalvu
«uckmouarotee MJIN» aenaror mivdp ropasao MeHee ysa3BUMbIM 110
OTHONICHUIO K Tiepebopy Kimodei. Ykaxkem, uto DESX zaTpynnser
noayveHue jgaxe oaHoi napel <x;, DESXk(x;)> B Tom ciyuae, koraa
3JI0YMBIIIUIEHHUK OPraHu3yeT ataky Ha nugp no BbIGpaHHOMY Hc-
XOJHOMY TEKCTY, oay4ast MHOkecTBO map <P, DESk(P))>.

DESX npennasnavancs mis yeeauuenus 3amiuiieHHocTd DES
nporus nepedopa KIUeH W coxpanenust €ro CTOMKOCTH NPOTHB
Ipyrux BO3MOXHBIX arak. Ho DESX B AeHCTBUTEABHOCTH TaKke
YBEJIIMYUBACT CTOUKOCTE MPOTHB UG PepeHIHAaTBHOTO U TUHEHHOTO
KpUITOaHa/k3a, yBeluduBas Tpedyemoe KonuyecTBo npod ¢ Bbi-
GPaHHBIM MCXOIHBIM TEKCTOM [0 BeIMUMHbI, npesbimaomei 2%
HanbHelimee yBeMMYeHUE CTOUKOCTH MPOTHB 3TUX aTaK MOKET OBITH
Jqocturnyto 3ameHoi B DESX onepauuu «uckimouatownee MJIM» Ha
CJIOJKEHHE, KaK 3TO Oblo ¢/ieflaHo B

DES - PEPk,kl,kz =k, + DESk(kl + x)

r7e cloKeHue ompepenseTcs ciemyrommm oopazom: L.R+L'.R'=
(L OLY.(RORY, ILFR[FL|=R'= 32, a ¢ obo3HaqaeT ciokeHHe Nno
MOAYIO 2%,

CKazaHHOE HEe 03HAuyaeT, YTO HEBO3MOXKHO MOCTPOUTH MALIWHY,
packpsiBatoiyio DESX 3a npuemnemoe Bpems. Ho oHo nmoapazyme-
BaeT, UTO TaKas MallliHA JOJDKHA WCTIONb30BaTh KaKyIO-THO0 paau-
KaJTbHO HOBYIO HJIEI0. JTO He MOKeT ObITh MAlllMHA, pealn3yomas
nepebop KJIoUeH B 001ENPUHITOM CMbICJE.
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Takum obpazom, npakrudecku Bo Beex otHoluenusx DESX oka-
3piBaeTcs dyudwie DES. OtoT anroput™m mpocT, coBMecTuM ¢ DES,
s pekTUBHO peasiu3yeM arnaparHo, MOXKET UCMOJIb30BATh CYLIECT-
Bytolee annaparHoe odecriederHue DES u B ero orHolueHuu Ob110
IOKa3aHO, YTO OH YBEJIMYMBACT CTOMKOCTH K aTrakam, OCHOBaHHBIM
Ha repe0ope KITFUeH.

2.4.2. Cranaapt AES. Aaropurm Rijndael

B koHue 1996 r. HaunonansHbiM HHCTUTYTOM cTanaaptos CLIA
(NIST) Gb1 0ObBsIB/IGH KOHKYPC Ha CO3/laHUE HOBOro OOLIEHALIMO-
HAJIBHOTO CTaHAapTa IWW(POBaHUS, KOTOPHIM AOKEH MPUHTH Ha
sameHy DES. PazpabatbiBaeMoMy cTaHmapTy OBITO TPHUCBOCHO pa-
Oouee Haumenoranue AES (Advanced Encryption Standard). OtGop
MPOXOAWT B [IBa 3Tama, Mmocjie MepBOro Cpeayu MPEeTeHACHTOB OCTa-
J0ock 15 KaHaAUAATOR, MOCIIE BTOPOTO — 5.

2 okTs6ps 2000 roaa ObUI0 MPUHATO OKOHYATENILHOE pelleHue. B
KauecTBe NpejajlaraeMoro cravjapra Obul  BbiOpaH —alropuTM
Rijndael (mpomsnocutes "Peitr-gan"). tot anropurM 661 pazpado-
tan Buncentom Paiimanom (Vincent Rijman) u Moan Jamen (Joan
Daemen) 1 npeacrasigeT coboil alropuT™, He UCMOJIB3YIONIMH CeTH
OeiicTena.

T[lpu omMcaHHH anropuT™Ma Mcmonwbsyercs mone amya GF(2%),
NOCTPOSHHOE Kak pacluupeHue nojs GF(2) no KopHsSM HENPUBOIU-
Moro mMHorouwtena n(x) = x* + x* + x> + x + 1. Jlanubiii MHOrouNEH
BBIOpaH U3 cooOpakeHMi 3 PeKTHUBHOCTH TIPEICTABICHUS SJIeMEH-
TOB MOJIS. DJIeMEHTapHbIe ONEpalMu, UCMOJIb3YIOLIMECs B alropUT-
Me, BBIMOJHSIIOTCS B YKa3aHHOM MoJie.

Anroputm Rijndael mpencrapnser coboit Gmounsnii mudp c me-
pEeMeHHO# UITMHOM OJloka W TIepeMeHHON IMHOW Kirova. J[iHBI
6J0ka M KJIoYa MOTYT ObITh BbIOpaHbl HE3aBUCUMO paBHbIMH 128,
192 wmm 256 Our. llludp seasgeTcs mociieqOBaTETHFHOCTRIO UTEpa-
LM, BBIMOJHIEMBIX HA HEKOTOPOW MPOMEKYTOUHOM CTPYKTYpPOH,
Ha3bIBaeMOUH cocmosanuem. (OTa TEPMUHONOIUS 3aMMCTBOBaHA M3
TEOPUM KOHEUYHbIX aBTOMaToB.) COCTOsSIHUE MOXKET ObITh Mpe/iCTaB-
JICHO B BHZE NPSMOYTOJNBHOTO MaccuBa OaiitoB. B maccuse 4 crpo-
KM, @ 4MCaI0 CToJ0L0B, 0003HauaemMoe kak Nb, paBHO jjiuHe Gioka,
aeneHHoit Ha 32. Kimou mndpoBaHus aHanornyHeiM odpa3oM npeji-
CTaBISICTCA B BUAE MPAMOYTOJBHOTO 0aiToBOrO mMaccupa ¢ 4 cTpo-
kamu. KonmuectBo cronbuos, obo3Hauaemoe NK, paBHO AMHE
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KJIto4a, AesieHHOH Ha 32. BXo/HbIE U BLIXO/IHbIE 3HAUCHUS aIrOPUT-
Ma TIPe/ICTABJISIOTCS B BUIE OJHOMEPHBIX OalTOBBIX MAacCHBOB CO-
oTBeTCTBYIOLIEH AyuHbl, COCTOSHUE U KJIIOYEBO MACCUB 3amojHs-
KOTCSl U3 5TUX MACCUBOB BHauajle Mo cTojibuam, a 3aTem 1o CTpokam,
KommdaectBo utepanmii odoznauaercs Nr 3asucut ot Nb u Nk B co-
OTBETCTBUH CO CJISAYFOIIeH TaOIuIIe:

Nr Nb=4 Nb=6 Nb =28
Nk =4 10 12 14
Nk=6 12 12 14
Nk =38 14 14 14

HrepaunonHoe npeobpazoBaHHe COCTOMT M3 YEThIpeX pasiivu-
HbIX npeobpaszopanuii. Ha C-noo0HOM NCEBAOKOAE ITO BbITISANUT
Tak:

Round (State, RoundKey) {
ByteSub(State);
ShiftRow(State);
MixColumn(State);

AddRoundKey(State, RoundKey);
v
)

HOCJ’IGI[HHSI UTepalrsd HECCKOJIBKO OTIIMYACTCA OT BCEX OCTAJIbHBIX!

FinalRound (State, RoundKey) {
ByteSub(State);
ShiftRow(State);
AddRoundKey(State, RoundKey);

1

s

OrnedibHbie NPeodpa3zoBaHUs OMUCHIBAIOTCS HUKE,

ByteSub
D10 6JIOK HeMHEeHHON obOpaTumoil HaiiToBol 3ameHbl (S-00KC),
COCTOSILLMN U3 ABYX Olepaluii:

Kaxxmpiii 6aiiT 3ameHseTcs Ha MyJIbTHTUTMKATHBHBIN 0OpaTHBIN K
Hemy B morte GF(2®). Baiit co 3nauennem '00'h oToGpaska-
ercs B ceOs1.

Hapm xaxxneiv OatitoM BeIonHSeTcs adduHHOE TIpeodpazoBaHue
B moste GF(2), 3agaBaeMoe CIeAyIOIMUM YpaBHECHHEM:
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Do O 0 0 0 1 1 1 1000 OO0
00 00 0O OO0
Figd 100011 157 dp
%{/25 1100 0 1 l%%cza E)S
D’3D_5 1110001 3D+§D
O°G 11 1 1 0" o0
%(45 O 0 0 0nHp %)D
O 1 1 1 1 1 0 000 0O
0 0
Fen 0 1 1111 05 dp
78 ® 001 111 1§58 0F

Oto addurHOE TIpeodpazoBaHre MOXKET OBITH ONMMUCAHO B TIOJMHO-
muabHoM Brae kak b(x) = (x' +x° + x> +x) + a(x)(x" +x°+ X +x*
+1) mod(x® +1). TomuHOM, Ha KOTOpPBIH MPOU3BOIHTCS YMHOKEHHE,
BBIOpaH B3aMMHO MPOCTBIM ¢ MOIYJIEM, TaK UYTO YMHOKECHHE SIBIISCT-
Cs1 OOpaTUMBIM,

O0parHbiMm k ByteSub Gyner npeobpazopaHue, cocrosiuee u3
obOpatHOTO aPp¢dUHHOTO TIPeoOpazOBAHUS W B3ATHS MYJIBTHIDINKA-
THBHOrO oGpaTHoro B GF(2%).

ShiftRow

OT0 mpeobpazoBaHue SBIACTCS LUUKIMYCCKHAM CIBHUTOM BIICBO
CTPOK MacCHBa COCTOSHHUS Ha paznuuHyro BenuuuHy. Ctpoka 0 He
capuraetcs, ctpoka 1 casuraercs Ha Cl no3uuui, ctpoka 2 — Ha C2
u ctpoka 3 — Ha C3 mozunmii. BemuunHEI cABUra puBeIeHE B Ta0-
une:

Nb Cl C2 C3
4 1 2 3
6 1 2 3
8 1 3 4

OO6patHBIM TIpeoOpa3oBaHUEeM OyJeT MUKIUUSCKHH CIBUT CTPOK
MacCHBa BMPABO HA TO K€ KOJUUECTRBO MO3ULIMIA,

MixColumn

B aToM mipeoGpazoBaHud cTONOIBI MACCHBA COCTOSTHHS paccMar-
PUMBAIOTCS KaK MoMHOMbI Haj nosem GF(2%). TIpeobpasoeanue 3a-
KITIOYaeTCsl B yMHOMKEHHH cTonbua no mMoaymo x' +1 na dukenpo-
BaHHBIN MOJTHHOM

C()C) — v03hvx3 + vOlhvx2 + vOlhvx + ’021’1’.
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DTOT MONMHOM SIBJISIETCS B3aMMHO MPOCTBIM ¢ X' +1 1 nosToMy yM-
HOoXeHHMe obpatumo. B MaTpuuHoii ¢opme maHHOe npeoOpasoBaHue
MOXXHO MPeACTaBUTh KaK

o0 2 03 01 010 G

0
o 1 02 03 0155 D
3,0 ©1 o1 02 03000

O 83 01 01 020 [

ObpatHOe TipeoOpa3oBaHKe MPEACTABIACT cOOOM YMHOKEHHE HA
o 4
MOJIMHOM, MYJIBTUILIMKATUBHO 00paTHbIN K ¢(x) no Moy x° +1:

d(x) ="0Bh'x’ + '0Dh'x” + '09h'x + '0Eh".

AddRoundKey

JlobapneHue Kkitoua UTEpallMK OCYLIECTRISETCS] MPOCTbIM NOOH-
TOBBIM CJIOKEHHEM MO MOAYJIIO 2 Kaxaoro Oaiita maccMBa COCTOS-
HUS C COOTBETCTBYIOIMAM OalTOM MaccHBa Kiltoua. JTo mpeodpa3o-
BaHUWe ABIsIeTcs 00paTHBEIM caMoMy cede.

AJroput™M o0paboTKH KJIIOYA.

Kitoun wreparum momyJaroTes U3 KIt0Ya MAQPOBAHUA C TTOMO-
MBI0 Aneopumma obpabomKku Kiroyd, COCTOSIIETO U3 IBYX KOMIIO-
HEHTOB — pacllMpeHus Kitoya W BbiOopa kitoya urepaiuu. OcHOB-
Hble MPUHLUMIBI €10 NOCTPOSHUS ClieyIolIue:

Ob61mee yrcno OWT KITIOYel WTepaluyd paBHO AJIMHE OOKa, yM-

HOJKEHHOW Ha KOJIMYecTBO UTepannii rmioc oauH. (Hampumep,
Juis 6soka 128 6utr u 10 urepaumii norpedyercst 1408 Gur
KITFOUelt uTeparyn).
Kitou mmpoBanms pacimupsercs A0 pacuuperHo2o Kioyd.
Kiloun wurepauuu OepyTcs U3 pacuIMPEeHHOro Kiloya Cleayro-
1IMM 00pa3oM: MepBbId KIIOY UTEpallik COCTOMT M3 MEPBbIX
Nb cniog, Bropoii — u3 cregytonmx Nb ciioB u T.1.

AJITOPHTM pacuIHpeHns KJII04Ya

PacuuvpenHblii kiitou npejacrassier cobol uHelHbIld Maccus 4-
OaliToBbIX clioB M obo3Havaercs kak W[Nb * (Nr + 1)]. Oyukuus
pacmupenns kirova 3aBucuT ot Nk. CylmecTByeT /IBe BepcUd — A
Nk < 6 u mimst Nk > 6.

KeyExpansion(byte Key[4*Nk], word W[Nb*(Nr+1)]) {
for(i = 0; i <Nk; i++)
WI[i] = (Key[4*i].Key[4*i+1].Key[4*i+2],Key[4*i+3]);
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for(i=Nk; i <Nb * (Nr + 1); i++) {
temp = W[i- 1];
if (1% Nk==10)
temp = SubByte(RotByte(temp)) * Rcon[i / Nk];
WI[i] = WJi - Nk| ~ temp;
}
}
3nece SubByte(W) — ¢yHKkmms, Bo3Bpamaromas cioBo, B KOTO-
POM KaxKIbIif OalT ABIAETCS Pe3yNbTaTOM TpUMEHEeHMs OJIoKa 3aMe-
Hbl Liudpa k GaiTy, HaxoAsIeMyCs Ha COOTBETCTBYIOLIEH NMO3HLIMU
BO BxOJiHOM cjioBe. DyHkuus RotByte(W) — nuknuveckuid ¢asur
0aifToOB B CIIOBE, TaK YTO BXOIHOE CIOBO (a, b, ¢, d) peodOpazyercs B
cnoso (b, ¢, d, a).
Jliist Nk > 6 anroputm BbITISIAUT TaK:
KeyExpansion(byte Key[4*Nk] word W[Nb*(Nr+1)]) {
for(i = 0; i <NKk; i++)
WJi] = (key[4*i].key[4*i+1] key[4*i+2] key[4*i+3]);
for(i=Nk; i <Nb * (Nr + 1); i++) {
temp = W[i- 1];
if (i % Nk==10)
temp = SubByte(RotByte(temp)) * Rcon[i / Nk];
else if (1 % Nk ==4)
temp = SubByte(temp);
WI/i] = W[i - Nk] * temp;
}
H

KoHcrauTtel urepaunu Rcon He 3asucat ot Nk v onpenensiores
KaK
Reonl[i] = (RC[{], '00', '00", '00"),
rae RC[/] sBAsIOTCS NPENCTABIEHUAMU 3IEMEHTOB T10JIs GF(2® co
snauenmsimu x|, T.e. RC[1] = 1 (r.e. '01'), m RC[i] = x (re.
'02HRC[i—1].
Bri0op ki1109a nTEepanun
Kirou urepanmm ¢ HoMepoM i 3aiaercs cioBamu u3 Oydepa pac-
LUPEHHOrO Kitoua, HaurHas ¢ WNb * i] u no W[Nb * (i + 1)].
Hrak, npouecc indpoBaHusi COCTOUT W3 TPEX ITaIOB:
HAYaJEHOTO TOOABJICHUS TIOIKITIOYA;
Nr — 1 urepauui;
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KOHEUYHOW UTepaLuu.
Ha miceBnokone 3T0 BBINISAIUT CICAYIONIMM 00pa3oM:
Rijndael(State,CipherKey) {
KeyExpansion(CipherKey,ExpandedKey) ;
AddRoundKey(State,ExpandedKey);
For( i=1 ; i<Nr ; i++ ) Round(State,ExpandedKey + Nb*i) ;
FinalRound(State,ExpandedKey + Nb*Nr);

2.4.3. Aaroputm RC6

B kauectBe omHOTO M3 KaHaMAator ¢gupmoit RSA Data Security,
Inc. 6p1 ipencraBnen anroputv RC6 mipomienmmii BTOpoi Typ OT-
Oopa. B Hem npeaycmarpuBaeTcsl UCMObL30BaHUE YEThIpeX paboumnx
PETUCTPOB, a TAKKe BBEICHA ONepalys LEeTOYHCICHHOTO YMHOXKe-
HUS, TIO3BOJISIOLIAS CYLICCTBCHHO YBEJIMUYUTH BO3MYILICHHUS, BHOCH-
Mbl€ KK/bIM LIUKJIOM LIADPOBAHMS, YTO NMPUBOJMT K YBEJIHUYCHHIO
CTOHWKOCTH W/ WU BO3MOXKHOCTH COKPATHTb YUCIIO LIUKJIOB.

RC6 sgBnsercss MOMHOCTBIO MapaMeTPU3OBAHHBIM AITOPHUTMOM
mmdpoanmua. KonkperHas epcus RC6 obGoznavaercs xak RC6—
wirlb, rie w obo3HauaeT JJIMHY c/loBa B OUTax, # — HEHYJIEBOE KO-
JIMYECTBO UTEPALIMOHHBIX LIUKIOB MWH(POBaHUS, a b — [UIMHY KJIto4Ya
B Oaiitax. Bo Bcex Bapmantax RC6-w/r/b paboTaer ¢ 4eThIpbMS W-
OUTOBBIMH CJIOBAMH, UCIONB3Ys lllecTh 0a30BbIX onepalui, 000o3Ha-
4aeMbIX CJIYIOLIUM 00pazom:

a + b — UeNOUYKCIICHHOE CIIOXKEHHUE TI0 MO0 2";

a — b — 1enoYMCIeHHOE BbIYUTAHHE MO MOLYITHO 2";

a O b — nodburoBoe "uckmouvaroiee MJIN" w-OUTOBBIX CIOB;

a X b — UENOYHCTIEHHOE YMHOXKEHHE 10 MOIYITEO 2"

a << b — UUMKJIIMYECKUH CcIBUT W-OUTOBOIO CJ0Ba BJIEBO HA BEU-

4KHY, 3aJlaHHY10 log,w Miaiuiumu Guramu b;
a >> b — IMKIUYECKU# cOBUT W-OMTOBOTO CIIOBA BIIPABO Ha Be-
JTUYWHY, 3aJaHAyIo log,w MnaammmMu Outamu b;
udposanue npu nomoiu RC6-w/r/b onucbiBaercs cieyio-
UM 00pazom:

Bxon: Hexoanblii TEKCT, 3anmucaHHbiii B 4 Ww-OUTOBBIX BXOAHbI

peructpax 4, B, C, D;
Umcno mukinoB mudpoBaHus 7;
Kmoueas tabnuvua S[0; ... 27 + 3] w-GUTOBBIX CJIOB.
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Brixon: llIndporannsrit Teket B peructpax A, B, C, D.
IIpouenypa: B =B+ S[0]
D=D+S[1]

fori=1tordo {
t=Bx@2B+1)<<logw
u=(Dx2D+ 1)) <<log, w
A=((4071 <<u)+ 821
C=(COuy<<n+SRi+1]
(4; B; C; D)= (B; C; D; 4)

¥

A=A4+82r+2]

C=C+S8[2r+3]

Pacuiudpopanue B 3THX 0003HAYEHUSX BBIMJISJUT O4EHb MOXO-
Ke:

Bxon: IIndhpoBaHHbIii TEKCT, 3aNMcaHHbIi B 4 W-OUTOBbLIX BXO]

HBIX peructpax 4, B, C, D;
Uucmo nukIoB mudpoBaHus r;
Kntouesas tabnuua S[0; ... 2r + 3] w-GUTOBBIX CJIOB.
Boixon; HcxoaHblii TekeT B peructpax 4, B, C, D.
IIpouenypa: C=C - S[2r + 3]
A=A-8[2r+2]
for i =7 downto 1 do {
(4; B, C; D)= (D; 4; B; C)
u=(Dx2D+ 1)) <<log, w
t=Bx@2B+1)<<logw
C=({(C=-S8[2i+1])>n0u
A=(A-S[2ih> w0t
Y
b
D=D-§[1]
B=B-15[0]

AnroputMm BRIUHCIeHus kmouei mis RC6-w/r/b BeITISAIAT crie-
JIYIOLLIUM 00pa3oM:

Ilonb3oBaTens 3amaet ko4 JuivMHOM b OGaiitoB. Jlocrarounoe
YUCIIO HEeHYJIeBBIX 0aliTOB JOIMCHIBAIOTCS B KOHEI, YTOOBI TOTYYH-
JIOCH MENIOe YHCIIO CIOB. 3aTeM 3TH OalThI 3aMMUCHIBAIOTCS HAUHHAS C
MJIJILIErO B MACCUB U3 ¢ CJIOB, T.€. NEPBbIA 0aliT K/OUa 3aruchiBa-
ercs B L[0], u T.1., a L[c — 1] mipu HEOOXOAUMOCTH JOTIOTHSIETCS CO
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CTOPOHBI CTapUIMX Pa3psiIoB HyJeBbIMU Oalitamu. B pesynbrare pa-
00TBI arOpUTMa TeHepaluy Kirouei OyaeT BIYUCIeHo 27 + 4 cloB,
KoTopsle OyayT 3anucanbl B Maccuee S[0; ...; 27 + 3].

Koncraursl P3; = B7TE15163h and Os;; = 9E3779B%h — 310 KOH-
CTaHTHI, MOJydaeMble M3 ABOMYHOTO MPEACTABICHHUA € —2, TAe ¢ —
OCHOBaHHE HaTypalbHbIX JlorapudmoB, U @— 1, rie @— 30510TOE Ce-
YeHHE, COOTBETCTBEHHO. [lomoOHBIE K€ KOHCTAHTBI MOTYT OBITh
aHaJlorMuHbIM 00pa3zom nogydeHbl U Juis RC6 ¢ apyrum pazmepom
ciioBa. BbiOOp KOHCTAHT sIBJIsIETCS B HEKOTOPOM pOJie MPOU3BOJIb-
HBIM, ¥ TIOSTOMY MO>KHO MCIIONB30BaTh U APYrHe KOHCTAHTHI, MOITY-
Yas MpU 3TOM "JacTHBIC" BEPCUM aJITOPUTMA.

Bxon: Onpenenennsplii nonb3oBaTeseM b-0aWTOBbIN KitOY, Mpe;
BAPUTEIBHO 3arpy>KeHHbIN B MaccuB L[0;...c — 1];
Uucno uukinoB mudpoBaHus 7.
Brixon: Kmroueras Tabmuma S[0;...27 +4] 3 w-OHTOBBIX CTIOB.
Ipouenypa: S[0]=P,
fori=1to2r+3do
Sl =S8E—-1]1+ 0y
A=B=i=j=0
v =73 xmax{c, 2r + 4}
fors=1tovdo {
A=S[i|=(Sli]t4+B)<<3
B=L[j1=([j]]+A+B)<<(4+B)
i=(@+1)mod (2r+4)
j=(¢+1)modc
H

Crpykrypa mindpa RC6 seasiercs 0606ienuem cetu deiicrena.
brok Tekcra pazbuBaercs He Ha 2, a Ha 4 moabIOKa, M HAa KaXIOH
UTEepalMy U3MEHSI0TeA 2 moadiaoka u3 detsipex. [Ipu aToM B KOHLIE
UTEpalMK IIUPPOBAHUS TPOU3BOAMUTCS LIMKIMYECKHI CABUI MNOJ-
Os0kOB BJIeBO (MpPHU pacliMpoBaHUH, COOTBETCTBEHHO, BITPaBO).
OpHako, Takoe 00OOIICHUE MPHUBENIO K TOMY, YTO OBLIO YTEpPSHO
CBOMCTBO MHBAPUAHTHOCTU OJIOKOB 1uM(poBaHus v paciuudposa-
HHS, XOTS 3TO M He SBJISETCS ONPEAeJSIOUMM B OLIEHKE JAaHHOro
ANTOPUTMA.
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2.4.4. Poccuniicknii cranaapt mudposanns 'OCT 28147-89

B Poccuiickoit Menepauyy yCTaHOBJIEH €IUHbIN CTaHAAPT KpUII-
Torpadudeckoro Tpeodpa3oBaHUS TEKCTa IS WH(HOPMAIMOHHBIX
cucteM. OH HOCHUT 00s3aTeIbHBIN XapaKkTep AN TOCYAapCTBEHHBIX
OpraHoB, OpraHu3alui, NpeanpusTui, 6AHKOBCKUX U UHBIX YUPEK-
JICHUI, 4bsl JISSITEJILHOCTb CBsI3aHA ¢ o0ecrneueHueM HHGOpPMaLMOH-
HOM Oe30macHOCTH rocyaapcTra. s Apyrux opraHu3aius ¥ 4acT-
Heix v, [OCT umeer pekoMeHAATENbHBII XapakTep.

JlaHHbid craHaapT GopMUPOBANICS ¢ YHETOM MUPOBOIO OMbITA W,
B YaCTHOCTH, OB TIPUHATHI BO BHUMaHWE HEIOCTATKUA W Hepealn-
30BaHHBIC BO3MOXKHOCTH anroputMa DES, mosToMy UCHONB30BaHUE
cranaapra 'OCT npeanourutesibHee. AJNrOpUTM 1M poBaHUs Mo-
CTPOCH ¢ ucmoJib3oBanueM cetu Deiictena.

To N2 Ni T
K3y —I

Xo(Ko)
X1(K1)
X2(K2) A 4
X3(K3) |Sg|S7|S6|SS S4|SS|SZ|SI| S
X4(Ka4)
Xs(Ks) v R
Xo6(Ks)
X7(K7) 37 1

vV Vv

| f22) | CM:

37 1

<>

Puc 2.4. Anropurm wudpposanus TOCT 28147-89.
Pexum mpocToii 3aMeHsl.

BeeneM accolMaTHBHYIO Onepauuio KOHKATEHAlMH, WUCMOJIb3YS
171 Hee MYJIBTHUIUTUKATHBHYIO 3amich. Kpome Toro Oymem mcmosnb-
30BaTh CICOYIOIINC OTICPAIAH CIOKCHUS:

A [0 B — mo6uToBOE clioskeHne 1o MOIYIO 2;

A [+] B — ciokeHue no Moayio 2%
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A {+} B — cioxenue no Moayo 2°°—1:.

AnroputM Kpunrtorpapuveckoro mnpeoOpazoBaHHS IIpeIycMat-
PHUBAET HECKOJILKO PekUMOB paboThl. Bo BCex pexumax UCMojib3y-
ercst kitou W yiuHoi 256 OuT, npejcTaBisieMblid B BUI€ BOCbMU 32-
pa3psaaHbIX uucen X(7).

W= X7X6X5X4X3X2X 1 Xo

Jns paclumdpoBaHusi UCNONb3YETCS TOT e KJIoY, HO Mpouece
pacmmdpoBaHAs SBIIAETCS WHBEPCHBIM TI0 OTHOIICHHUIO K MCXOTHO-
My.

bazoBbIM pekUMOM paboTbl aropuTMa SIBJSIETCS PedcuUM npo-
CMOT 3AMEHbL.

ITycTh OTKpBITHIE OOKH pa3zOUTHI Ha OJIOKH 1O 64 OUT B KAXKIIOM,
KoTOpble 0603Hauum Kak 7o,

OuepenHas nociieaoBaresbHOCTh OUT T pasjesserTcs Ha JBe Mno-
crenoratensHocTr B(0) 1 A(0) mo 32 Owra (JIeBbIi U MpaBbIid 6I10-
kn). Jlayee BBITTOMHAETCS UTEPATUBHBIHN TIpoTiece MU(pPOBAHUS, OTH-
CbIBaeMbli clie/lytoluMu hopMyiamu:

ogi=1+24

EA(I) = RK(AG - D[] X(i—l)(mod 8)) U BG-1 .
OB(i) = A —1) ’
g i = 2531

EAU) = RK(AG=D[+]1 X 32-) 0BG = 1) |
B = A3 -1) ’
nanai=32

[4(32) = A(31)
EB(32) = RK(AGD[+]X,) 0 BGB1)

3nmeck i o0o3HaYaeT HOMeEp UTepali. 3aMeTHM, 49TO TMOJO0OHO
DES. Ha mocnenHeM HWKIe TiepecTaHOBKA TIOJIOBWH OJ0Ka He TPO-
H3BOJUTCS.

Oyakms  mudpoBaHUAS BKIIOYAeT JIBe omepalu Haj 32-
pazpaaHbiM aprymentom — K(Dlu R(O

ITepBas omepanms sBAsSETCS MOACTAHOBKOW. BIIOK TOACTaHOBKH
K cocrour u3 8 y3nos 3amennt K(1)...K(8) ¢ namsithto no 64 Gura
kaxbii. Ilocrynarowmii Ha 610K MoACTaHOBKU 32-pa3psi/iHbiid Bek-
Top paz0uBaeTcs Ha 8 mocmeqoBaTEeNbHO UAYIINX 4-pa3psTHBIX BEK-
TOpa, KaKIbId M3 KOTOPBIA TipeoOpasyercs B 4-pa3psIHbIi BEKTOp
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COOTBETCTBYIOLMM Y3/I0OM 3aMEHbI, NPEJACTABJISIOIIMM U3 ceds Tab-
nuay u3 16 nensix yvcen B auamaszone 0...15. BxogHoit BekTop on-
peaensieT ajpec CTPOKH B TabJIMLE, YUC/IO U3 KOTOPOM SIBJISIETCS Bbl-
XOJHbIM BEKTOPOM. 3aTeM MoJiyueHHble 4-pa3psHble BEKTOPbI
BHOBB TIOCTIEIOBATENIbHO OOBEAUHSIOTCS B 32-pa3psaHbBINA BBIXOI-
Ho#i. 'OCT 28147-89 B sBHOM BHAe He YKa3blBaeT TaOIWIBI TIOM-
CTaHOBOK.

Bropas omeparms — MUKIMYECKAd CABUT 32-pa3psaHOTO BEKTO-
pa, TTOTyYeHHOTO B pe3yJibTare MocTaHOBKH K Ha 11 mmaroe BieBo.

64-paspsaHbii 610K 3aMGPOBAHHBIX AaHHBIX T, MpeacTaB/ser-
cq B BUIE

T, = A(32)B(32).

OcrasbHble GJIOKM OTKPBITHIX JIAHHBIX B PEXKHME MPOCTON 3aMe-
Hbl 3a1M(POBBIBAIOTCS AHAIOTHYHO.

CrenyeT y4uThIBaTh, YTO JAHHBIH PEKUM LIM(DPOBAHUA PEKO-
MEHIYETCSl UCMOJIB30BaTh TOJMBKO AJS IIH(POBAHUS KIHOYEBOH HH-
dopmaumu. Jlas wrdpoBanusi AaHHBIX ClelyeT UCMONb30BaTh JBa
JAPYTHUX pexuma.

Bropoii pexuM mudpoBaHUsS Ha3BIBACTCS PENCUMOM 2AMMUPO-
6aHUAL.

OTKpbITBIE AaHHBIC, pa3OuTbie Ha 64-pa3psoHble ONTOKU T(()i)

(i=1,2,...,m), tae m onpeaensercsi 00beMOM LIKPPYEMbIX TaHHbIX),
32U POBBIBAIOTCS B PEXKUME TAMMHUPOBAHHUS TIYTEM MOPa3psSIHOTO
CJIOJKEHUs N0 Moaylio 2 ¢ ramMoii liudpa My, koTopas Boipabarbl-
BaeTcs O10Kamu 1o 64 6uta, T.€.

1
Mo = s Ty,

VpasHerne mmQpoBaHns NaHHBIX B peKUMe TAMMHPOBAaHUS MO-
3KET ObITh MPEJICTABICHO B CCAYIOLIEM BU/IE:

Ty =IO = E (Y, [+]1C,, Z, {+CH O T

B stoM ypaBHeHUU TL(]? o0o3HavaeT 64-pazpsmHBIA ONOK 3a-

IHppoBaHHOro TekcTa, Ex — (QYHKUMIO WHGPOBAHUS B peXKHUME
NpoCTOH 3aMeHbl (aprymeHTamu 5ToH (QyHKUMU sBAsSOTCS ABa 32-
pazpsansbix uncia). C; = 01010104h u C;, = 01010101h — koHCcTaH-
Thl, 3aAaHHbIe B ['OCT 28147-89. Benuuunel Y; u Z; onpenenstorcs
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UTEPALIMOHHO MO Mepe (OPMHUPOBAHUSI TaMMbl CIIEAYIOIMM 00pa-
30M:

(Yo, Zp) = Ex (S), rae S — 64-paspsaHas 1BOMUYHAs MOCie0Ba-
TeJbLHOCTH;
()/ia ZI) = (I/i—l [+] CZ: Z,',] {+} Cl): i= 15 25 U

64-pa3psgHas TOCIeIOBAaTEIBHOCTD S, Ha3blBaeMas CHHXPOIIO-
CBIJIKOH, He SIBJISIETCS CEKPETHBIM DJIEMEHTOM 1UK(pa, HO ee Halu-
Yre He0OXOOMMO Kak Ha Tiepearomeii CTOpoHe, Tak U Ha MPUeMHOMN.
Peoicum eammuposanus ¢ oOpamuoll cé43vl0 OYSHb TOXOXK Ha
pesxuMm rammupoBanus. Kak u B nocneaHem, pazdutbie Ha 64-

paspsagHble OIOKH T(()’) OTKPBITBIC JaHHBIC 3alIU(POBBIBAIOTCS ITY-

TeM TIOPa3psIHOTO CIOKEHHS Mo MOIYMO 2 ¢ ramMMoin mmdpa [y,
KoTopas BbipadbarbiBaeTcs Ojiokamu no 64 6ura:

—
M = (M) T -

VYpaBHeHus 1ndpoBaHus [aHHLIX B PEKUME IaMMUPOBAaHUS C
00paTHO# CBSA3bI0 BHITTISAST CISIYIOIIAM 00pa3oM:

1 — O =M (1)
TV =E.($)OT" =r® oz,
(1) (i=1) (i) (1) (i)
Sy, T o
3aMeTl/lM, UTO B OTJIMYHUE OT PCKUME peKMMa raMMupoBaHusd C

00paTHOW CBA3BIO, B PEKUME TaMMHUPOBAaHMS ramma wmudpa He 3a-
BUCHUT OT HCXOJHOIO TEKCTa.

2.4.5. Anroputmel SAFER+, SAFER++

Anropurm SAFER+ Obul npeyiokeH KaaubopHUNCKOH KOpIo-
paumeii Cylink coBmecTHO ¢ ApMsiHCKOl akajeMHel HayK Kak OJJUH
W3 KaHOUIATOB HA MPHUHATHE B KAUeCTBE HOBOTO CTaHAApTa H(po-
Banusi AES u npouien nepebiit Typ otOopa. OH sBisieTcs elile OHUM
npuMepoM 1inudpa, He UCTIONB3YIOLIEro cTPYKTYpy cetn Delictena.
UIndp pabotaet ¢ Omokamu mmuHON 128 OUT M ¢ KITHOYaMul JTHHOM
128, 192 wumm 256 Owur, B coorBercTBUM ¢ TpeboBanusamu NIST k
HoBOMy cranaapty. llpoueaypsl wndpoBaHus u paciundpoBaHus
MPEACTABISIOT COOOH MOCIEAOBATENBHOCTh UTEPALMi, YUCIO KOTO-
PBIX 3aBHCHUT OT JJUHBI KJt04Ya U paBHO §, 12 1 16 cOOTBETCTBEHHO.
Ilpyn mmdposaHuu nocne (a npu paciiMppoBaHWKW — nepeja) Beex
UTepalLuil MPOU3BOAUTCS €lle OHO MOAMEellMBaHUe MOAKIIIoYA.
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Kaknas urepaliysi COCTOMT W3 YETHIPEX CJIOEB — MOJIMELIBAHUS
MepPBOTO TOJKITFOYA, HETMHEHHOH 00paTUMOi 3aMeHBI, ITOIMEeIITBA-
HHs BTOPOTO MOJKJIIOYA W JIMHEHHOro nepemelidBaHus. [lpu stom
UCIOJIL3YIOTCS TONILKO OaWTOBbIC ONepalyH, YTo JaesaeT 3ToT Wudp
0cOOCHHO TIPUBIICKATEIHHBIM JUIS peai3alid Ha MHUKPOIIPOIecco-
pax Mayoi pa3psgHOCTH.

Cnou nojMelIMBaHUs MEPBOIO M BTOPOro MOJIKJIIOYA HMMEIOT
CXOAHYIO cTPYKTYpy. Ha i-if uTepaliiu UCTONB3YIOTCS IBa TIOKITIO-
ya Ky.y u Ky pmmnsoit mo 128 6wur. lpu noGapneHun mepBoro moz-
kmoda Oanitel 1, 4, 5, 8,9, 12, 13 u 16 tekcToBoro 6Jioka CKJIabI-
BalOTCS C COOTBETCTBYIOLIMMHK OaiTamMu MojKJo4a nopaspsjHo no
Momaymo 2, a Gaiiter 2, 3, 6, 7, 10, 11, 14 u 15 cknagsiBatotes ¢ Gaii-
TaMu NOJKJIIOUA Mo Moayio 256. BTopoli NoaK/ou B KOHLE UTepa-
MK 100aBSeTCsl aHAIOTHYHO, TOJILKO Te 0alThbl, KOTOPbIE CKIa/lbl-
BaJIUCh TOPa3pAIHO, TeTleph CKIaIbIBAIOTCS 1O MOIYIO 256, U Ha-
000pOoT.

Cnoli HenuHelHOH 3aMeHbl YCTPOEH clielylolluM obpa3om. 3Ha-
ueHue x Oaiita j npeobpasyercs B 45° (mod 257) ans GalitoB ¢ HoO-
Mepamu j = 1, 4, 5, 8, 9, 12, 13 u 16. IIpu stom ecnu x = 128, 10
45" (mod 257) = 256 npexcrasasercs HyJaem. 3Hauenus GaiToB ¢
HoMmepamu j =2, 3, 6, 7, 10, 11, 14 u 15 npeobpa3zyiorcs B logys(x),
mipu 3ToM ecnu x = 0, To log,s(0) mpeacrapnsgercs uucmom 128. He-
TPYOHO 3aMETUTh, UTO 3TH OIEpaly SABISIOTCS OOpaTUMBIMU (B
JeUCTBUTENLHOCTH, OHU 00paTHbl Apyr Jpyry). IIpou3BojauTh Bbl-
YUCIICHUS 3KCTIOHEHT W JIOTApU(PMOB TIpH MUPPOBAHUHN U paciind-
poBaHMM He 00s3aTeTFHO — MOJKHO 3apaHee BBIYMCIUTH TaOJUIIBI
3aMeHbl (BCero Jjis UX XpaHeHusi norpebyercst 512 GaiitoB) u uc-
MOJIb30BaTh UX NP padoTe.

JluneiiHOe TepeMelmMBaHWE TPEACTABIICT COOOW YMHOKEHHE
TEKCTOBOro OJ0Ka cripaBa Ha CHEeLMabHYIO HEBLIPOXKIACHHYIO MaT-
puiy M. Ilpu 3TOM Bce onepauiu BbIMOIHSIIOTCS M00alTHO MO MO-
oymo 256.

[Mopmemmeanme moakmoua K, MpoW3BOgUTCS Tak ke, Kak U
No/IMELIMBAHWE MEPBOro MOJIK/II0UA B KAXKAOH UTEpalliH.

IIpu pacmmdpoBanny BHavdaie moaMenuBaeTcs MOAKIIOY Ky, i,
TIPH 3TOM OTIepaltysl CIIOKEHUS 0 MOOYIIO 256 3aMeHsieTcs Ha BbI-
yuTaHue. 3aTeM BBIMOIHSIOTCS UTEPalK pacliu(poOBaHusL.

i-s uTepaums pacuimdpoBaHus BbinoiHseT npeodpazoBaHue, 00-
paTtHOe K r-i+1-if uTepanmy mmpoBaHus (¥ — YUCIO WTeparwii) 1
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TaKKe cofeput 4 ¢nos. BHauasie TeKCTOBbIN GJIOK YMHOKAETCS Ha
MaTpuiy M~ 1, 0o0paTHY¥O K MaTpulle mu(pOBaHUS.

3atem noamellnBaercs noakou Ky, TaK Ke, Kak U BTOPOH
NOJKJII0Y B UTEpaLMK LX(POBAHHUS, TOJILKO CIIOKEHUE C KIIFOUOM 110
MOAYJIO 256 3aMeHSeTCs] BBIYUTAHUCM.

ITocne storo mpowsBoaWTCs OOpaTHAs HeJIWHEWHas 3aMeHa, T.e.
Te OaiiThl, KOTOPbIe NpU LIK(GPOBAHUU BO3BOAUIKCHL B CTENEHb, JIO-
rapuMUpYIOTCS, B HA00OPOT.

W, HakoHer, moaMermuBaeTcs OAKIIOU Ky, (C yueToM Tex ke
3aMeYaHUii, YTO OTHOCHJIUCH K MOAMELIUBAHUIO noakmoua Ky, 5i10).

Jlnst 3aBeplieHus] OMUCaHUS AIrOPUTMA OCTaIOCh YKa3aTh, KaK U3
KITFOYA TOJIH30BaTeNs MOMYYAr0TCS TTOAKITIOUH IS UTEpariiid.

m 2 1 1168 2 1 4 2 4 2 1 1 4 40
ST 11 8 42 1 21 421 1 2 23
O 1 4 4 2 1 4 2 4 2168 2 2 1 10
Bl 1 2 22 1 2 1 4 2 8 41 1 1 1%
4 4 2 1 4 2 4 2168 1 1 1 1 2 20
Eb 22 1 2 1 42 8 4 1 1 1 1 1 1%
Bl 1 4 2 4 216 8 2 1 2 2 4 4 1 1%
gDl 121428421 1122115
Bz 116 8 1 1 2 2 1 1 4 4 4 2 4 2%
@ 1 8 4 1 1 1 1 1 12 2 4 2 2 10
204 2 44 11 221 1168 2 1
M 1 4 2 22 1 1 1111 8 4 2 10
%1 22 2 1 1 4 4 1 1 42 2 116 8%
by 2 1 1 1 1 2 2 1 1 2 1 2 1 8 40
%6 8 1 1 2 2 1 1 4 4 2 1 4 2 4 2%
H 4 111 111222121 4 24

Ilpu obpabotke KiIOUa MOJIL3OBATE/S MPUMEHSIOTCH TaK Ha3bl-
Baemble croea cmeujenus By, Bs, ..., By; anunoi no 16 6air, koro-
phIe BBIYHCIIOTCS IO (hopMyIam:

17i+j
p o ks mod25T) 104057 20,517
i, P )
7 B5V T mod 257, 1 =18,33
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rae B;; — j-# Gaiit i-ro ciosa cmewenus (j = 1...16). Ilpu 3ToM 3Ha-
yeHue B; =256 npencrasiseTca HyseM. ClIoBa CMELIEHUS SBILAIOTCA
KOHCTAHTAMW U MOTYT ObITh BbIUMCIIEHBI 3apaHee. st JuinHbIL KITo-
ya B 128 OUT UCMIOJIB3YIOTCS TOJIBKO CiioBa By, ... Byz, Al K/to4a B
192 6uTa UCTIONB3YIOTCS CIOBA CMeIeHus By, ...,Bys a A kirova B
256 OUT UCTIONB3YIOTCS BCE CIIOBA.

I"'eHepalys NoAKIIOYel OCYIIECTBISETCS MO CEAYIOLEMY alro-
pUTMY:

B xauecTBe mepBOro MOAKIIOYA UCTIONB3YIOTCS MIEPBBIC [ECTHA-
JAuaTh 6aWTOB MOJIL30BATENILCKOro Kitova. Jlanee nojab3oBarenbCkuii
KJIKOY 3aMUChIBACTCS B KJIFOUEBOM PErucTp pa3MepoM Ha ojauH Gairt
Gompie mwHBI Kimoda. [locie aToro Bce GaliThl KIFOYa CYMMHUpY-
I0TCS MOPa3psIHO MO MOAYJIO 2 W pe3ysbTaT 3anuchbiBaeTcs B J0-
NoJIHUTeNbHbIA OalT peructpa. [locne uvero A nonaydyeHus Tpe-
OyeMBIX MOAKITIOYEH TIOBTOPSETCS UTePAaTHBHAS MPOIEAypa, 3aKITI0-
HaKoLWAasAcs B CIACAYOLICM:

02 -21-21-14-82-41-11-21 -10

344 -24-22-816-24 -1 1 -12-117
01 -2 1 -1 2 =41 =11 -11-22 -2 4 =80
%2 4 -2 2 =24 -1 1 =11 -12 -4 4 —816%
01 =12 =41 -11-21-21 -14 -8 2 -20
%4 1 =2 4 -1 1 =12 -2 4 -22 -816 -4 4%
Bz -4 1 -11-21-12-24-81 -11 —2%
Vo oO2 4 Sl 1 -2 -1 -4 4 =816 -2 2 =2 40
Bl -1 1 =21 =12 -44 -82 =21 =21 —1%
1 1 -1 2 =1 1 -2 4 -816 -4 4 =2 4 =2 2 []
1 =21 -1 4 -8 2 -2 1 -1 1 -2 1 -1 2 -47
012 -1 1 -816 -4 4 -2 2 =2 4 -1 1 -2 400
54 -8 2 -2 1 -21-11=21-12 -41 —1%
U816 -4 4 -2 4 -22-12-11-24-110
Bl -1 4 =82 =21 -21-12 =41 -1 1 —2%

H2 2 -816 -4 4 -24 -11-24-11-12FH

COHep}KI/IMOG KaKa01ro OaiiTa B PETUCTPC HUKINYCCKU CABUTACT-
cs BJIEBO Ha 3 IMO3HUITNH;
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IlpouzBoaurcs BbiGopka 16 Gaiit u3z perucrpa. Ilpu sTom ans
nonydenus: noaximoua K; BeIOMparoTca MAylIve NOAPSA
0aiiThl perucTpa, HaUuHas € i-ro v jajiee 1o LUKy,

BoiGpanHble 6aiiThl CK1a/IbIBAIOTCS ¢ COOTBETCTBYIOIMMH Oai-
TaMH CJOBa cMelleHUs B, mo mopymo 256. Pesynbrar
CIIOJKEHUS U SBJIeTCA MoakmouoM K.

Anroputm SAFER++ gBnsercs panbHeWUIMM pa3BUTHEM airo-
putma SAFER+ 1 OblT mipe/icTaBiieH Ha eBPOICHCKUN KOHKYpC ai-
roputmoB NESSIE. Dot anroputm paboTtaer ¢ OiokaMu JUTHHOM
128 6uT, HO MpeaycMOTpeH pexuM "oOpaTHoli coBMeCTUMOCTH" Af1sl
6nokoB 64 6uta. JlnuHa kaoua moxket 6biTh 128 uim 256 our.

OcHOBHas CTPYKTypa alropuTMa octajachk 0e3 m3MeHeHuil. Ko-
JIM4ecTBO uTepauuii paBHo 7 mnu 10 B 3aBUCUMOCTH OT JIJIMHBI KJIIO-
ya. CTpykTypa UTepaluii B LIEJIOM TOXKE ocTajiach npexxHed. Urepa-
s 3aM(POBaHUS COCTOUT M3 CJIOS MOAMELIMBAHUS MOIKIIOYA,
CJIOSl HETMHEHHON 3aMEHBI, ellle OJHOTO CIIOA MOAMEIIMBAHUS TO-
KJto4a W JinHelHOro obparumMoro npeobpazobanus. OCHOBHOE OT-
JIMUMe alropuTMa 3akiovaercsl B CTPYKType JiMHelHoro npeobpa-
30BaHMA, KOTOpOe caenano 0onee 3)peKTUBHBIM C BHIUUCIUTETEHON
TOUYKU 3peHusi. PaccMoTpum ero Gosiee noaposHo.

BHauasie npon3BoanTCs NpeaBapuTeNibHas rnepecTaHoBka GaiToB
B COOTBETCTBHUHM C MEPECTAHOBKOM [9, 6, 3, 16, 1, 14, 11, §, 5, 2, 15,
12,13, 10, 7, 4]. 3aTem OaliThl TPyNIUAPYIOTCA IO 4 M K KOKAOH UeT-
BepKe npumMeHsieTcs 4-ToueuHoe ncepponpeobpazoBaHue Anamapa.
[Mocne sTOrO MpPOM3BOAWTCS elle OOHA Takas e MepecTaHOBKa, U
elle pa3 NpUMEHSAETCS NceBAOTpeoOpazoBaHre Anamapa.

4-ToveyHoe rncepjlonpeodpazoBaHue Anamapa 3aJaeTcsl HEBbl-
POXKISHHOH MaTpulieli, umetolleii odpaTHy1o:

2

=0

10 a0 0 -10
g O a

_ = N =
—_ N = =

0 1% 4 BO 0 1 —1%’
% 10 ol -1 -1 44

3aMevarenbHas OCOOCHHOCTD 3TOTO MPeoOpPA3OBAHUS 3aKITHOYaA-
€TCsl B TOM, YTO YMHOMKEHHE Ha MATPHULbl MOXKET ObITh Peajiu30BaHO
MyTeM BCEro JiMilb LIECTU onepauuil ciioxeHus (Bbluntanus). Eciu
BXOIHBIE OalTBI O003HAYUTE KaK d, b, ¢, d, a BRIXOOHBIE Kak A, B, C,
D, To BRIYHCICHUS OyyT MPOBOAUTHCS TTO (hopMyam:
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D=a+ b+ c+d(3 caokenus),
A=D + a(l cnoxenue),
B=D + b (1 cnoxeHue),

C =D + ¢ (1 cnoxkenue),

" o0paTHO:

a=A —d (1 peunTaHuE),
b = B—d (1 BblunTanue),
¢ = C —d (1 peunTaHuE),
d =D —a— b - c (3 BEIUATAHASA).

ANropyuTM pacuIMpeHus Koda npeTeprien He3HauHWTelbHbIe 13-
meHeHus. CrnoBa cMellueHust By, ..., By, BIUUCISIOTCS MO Cleayto-
M dopmynam (cioBo By, kak u B anroputme SAFER+, He wc-
MOJIb3yeTCs, MOXHO CUUTATh ero paBHbIM 0):

Y
B, = %45“# ' mod257) 1mod 257, i = 2pa15, j = 1816
Y 57 mod 257,i = 16,821, j = 1816

[Tpouenypa reHepauuu MNOAKIOYEH uTEpalMid MPOBOAUTCS OT-
JEeBHO AT TIOAKTIoUel ¢ YeTHBIMH M HEUeTHBIMU HOMepaMu. J[is
reHepaLuy NMOJIKIUYEH ¢ HEUETHLIMU HOMepaMu OepyTcst nepsbie 16
OaiiT noJsib30oBaTeNIbCKOro kitoua. Jlig reHepauuu nojkarouel ¢
YeTHBIMHA HOMEPaMH OepyTcs BHOBE TepBble 16 G6allT monb3oBaTenh-
CKOTO KITI0Ya, eCITA MCTIONB3yeTes Kimrod 128 6ur, mubo ocTaBmrecs
16 Gaiit, ecnu ucnoabsyercd kinou 256 6ur. [lajnee Bbluucisercs
0aiiToBasgs KOHTPOJNBbHAA CyMMa BBIOpaHHBIX 16 Oaift, koTopas Io-
OaBlsieTcs K HUM CHpapa. 3aTeM W3 TOMYYCHHOTO PACHIMPEHHOTO
KJIKOUA MPOUCXOMT BbiOOpKa 16 GaiiT noakioua uTepalyu ¢ 3a1aH-
HbIM HOMepoM. Bbibopka npoucxoaut cienytolmum odpasom. Jns
roiydeHus nogkiatoda K, O6epyrces 16 Gaiit, HauwHas ¢ 1, mis moa-
knoua K; — 16 Gaiit, HauuHasg ¢ 3, U T.A. N0 UMKIY. BeiOpaHHbie
OaiiTbl CknajbIBalOTCS ¢ OaliTaMu COOTBETCTBYIOUIErO CJIOBA CME-
mieans. [locie yero kaxaplit OalT pacimupeHHOTO KITFOYA THKITAYe-
CKH CHIBUTAETCS HA 6 OWT BJICBO A7 HEUCTHBIX MOAKIIOUCH W Ha 3
Oura ji1st yeTHbIX nojaktoueit. [Ipouenypa nosropsercs 10 nosyde-
HUS BceX TPeOYEMBIX MOIKITIOUCH HTEPAITUH.
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2.5. PesxuMbl npHMeHEHHA OJIOYHBIX MH(PPOB

Jns  mudppoBaHus MCXOAHOTO TEKCTa MNPOU3BOJBLHOM JUTHMHBI
OmouHble WHUGPBI MOTYT OBITH UCHOIB30BAHBI B HECKOJIBKUX PEXKU-
Max. MBI paccMOTPUM YEThIpe PEXHUMa TNPUMEHEHUS OJIOYHBIX
uindpos, HanbosIee YacTO BCTPEUAIOIIUECS B CUCTEMAX KPUNTOrpa-
duueckoi 3aUThl HHPOPMALMH, & UMEHHO PEKUMBbI 9AEKMPOHHOU
xoouposounoii kuueu (ECB — Electronic Code Book), cyennenua
onoxoe wugposannozo mexcma (CBC — Cipher Block Chaining),
obpamnoi ceszu no wugposannomy mexcmy (CFB — Cipher Feed-
back) u o6pammnoii cesazu no eeixody (OFB — Output Feedback).

B pexume 21exmpornoil KOOUPOBOUHOU KHUSU KaKIBIH OJOK Hc-
XOJIHOTO TeKcTa wudpyercss OJOYHBIM LIKPPOM HE3ABUCHMO OT
npyrux (cM. Puc. 2.5).

Croitkocts pexkuma ECB paBHa crotikocTi camoro mugpa. Omn-
HaKO, CTPYKTypa UCXOJIHOTO TEKCTA MPH 3TOM He CKpbiBaeTcs. Kak-
JbId OJIMHAKOBBIH OJIOK UCXOHOIO TEKCTa NMPUBOJUT K MOSBICHHUIO
OIMHAKOBOTO OJIoKa MWIMQPOBAHHOTO TekcTa. MeXOmHBIM TeKCTOM
MO>KHO JIETKO MaHUIYJIAPOBaTh MyTeM yIAJICHUs], TIOBTOPCHUS WK
nepectaHoBKH 6J0koB. CKOpocTb HIM(GPOBaHUS paBHA CKOPOCTH
omoyHOTO MHdpa.

Pexxum ECB pomyckaer mpocToe pacnapalUicnUBaHUE IS yBe-
JauueHus ckopocTu g posanus. K HecuacTbio, HUKakas obpadorka
HEBO3MOXKHA /10 MOCTYMJeHHs OJioKa (32 MCKJIIOUYEHUEM reHepalyu
KIouei). 3ametuM, uto pexxuM ECB COOTBETCTBYET pekUMy Mpo-
croii 3amennl ['OCT.

B pexume cyennenus Gaoxos wugpposannozo mexcma (CBC)
KaKObIi OJIOK UCXOAHOTO TEKCTa CKIAIBIBACTCS MOPa3paaHO MO0 MO-
OYJII0 2 ¢ TpeapinyliuM OJIOKOM MIH(POBAHHOTO TEKCTa, a 3aTeM
mudpyercs (cm. Puc 2.6). Jlns Havana npouecca 1ddpoBaHus uc-
MOJB3YETCS CUHXPONOCHLIKA (M Ha4YallbHBIH BEKTOP), KOTOpas Te-
penacTcs B KaHajl CBA3M B OTKPBITOM BHIE.

Croiikoctb pexxuma CBC paBHa croiikocTH OiovHOro wudpa,
Jiexkalero B ero ocHoee. Kpome Toro, CTpyKTypa HCXO/AHOTO TEKCTa
CKPBIBACTCS 34 CUET CIAMKEHUS Mpeablaylero 6Joka mmugpoBaHHOTO
TEKCTa ¢ ouepe/iHbIM OJIOKOM OTKpbITOro Tekcra. CroiikocTsb lind-
POBAHHOTO TEKCTa YBEJIUUYMBAETCS, MOCKOJbKY CTAaHOBUTCSl HEBO3-
MO>KHOH TIpsiMasi MaHWITYJISILKS UCXOAHBIM TEKCTOM, KpOME Kak Iy-
TeM yaajieHus OJ0KOB M3 Havaia WK KOHLA N(POBAaHHOTO TEKCTA.
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m;_1 m;

C,‘,l ci
¢; = El(my); m; = Di(c;)

Puc. 2.5. PexxuM 31eKTpOHHON KOIUPOBOYHOM KHUTU.

Ckopocth  WM¢poBaHUsl paBHA CKOPOCTU PaboThl OJIOYHOrO
g pa, HO MPOCTOro crnocoba pacmapaieTuBaHus mpoliecca Imud-
POBaHMsl HE CYLIECTBYET, XOTS paculu(poBaHHUe MOMKET MPOBOJAUTH-
Csl napajuieibHO.

Cil C;
¢; = Ey(m; O c;1); my=Dylc) O ¢,
Puc. 2.6. Pexxum crerienust 6J10KOB K (pOBaHHOTO TEKCTA.

OpHolf W3 TMOTeHIWANBHBIX mpobiem pexknma CBC sBiseTcs
BO3MOXHOCTh BHECCHMS KOHTPOJIMPYEMBIX WM3MCHCHMH B TOCHE-
ayoumi pacuirdgposaHHblii 650k McxoaHoro Tekcra. Hanmpumep,
€CITU 3JIOYMBILIJICHHUK M3MEHUT OIWH OUT B OJIOKe, TO Bech OJIOK
Oyzer paciiudpoBaH HEBEPHO, HO B CICAYIOLIEM OJOKE MOSBUTCA
oluMOKa B COOTBETCTRYIOLLEH M03ULIMK. EcTh cuTyalium, koraa Takoe
Hexeare/bHo, Jinst 6opbObl ¢ 3TOM yrpo30i UCXO/IHBIN TEKCT 101
3KEH coIepkKaTh OMPeeICHHYIO U30BITOUHOCT.

HzeectHbl Moaudukainm pexkuma CBC. PaceMoTpumM HekoTopbie
u3 Hux. Pexum cyennenusn 6noxos wughposannozo mexcma ¢ pac-
npocmpanenuem (PCBC — Propagating CBC) otnuvaercs Tem, 9TO
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10 MOJIYJIHO 2 CKJIa/IbIBACTCS Kak npeabiayliumii 610k ndpoBaHHO-
0, TaK U UCXOHOTO TeKCTA!

¢;=Em; Ue, 1O m;y),
m;=:¢Ci_1 O m;_q O Dk(C,').

Pexxum cyennenua 610x06 wugposannoco mexcma ¢ KOHMpPOIb-
noii cymmoii (CBCC —CBC with Checksum) otyinuaercs tem, uto K
nociiesiHeMy OJIOKY MCXOJHOrO TeKcTa nepejl WG poBaHUEM MpH-
OaBiseTcss cyMMa IO MOAYJIIO [IBa BCEX MPEABITYIIMX OJOKOB HC-
XOTHOTO TeKCTa. ITO 1aeT BO3MOKHOCTH TIPOKOHTPOIUPOBATH LSO
CTHOCTb MepeaaBaeMoro Tekcrta ¢ HeGOJbIUMMHU JIOTIONHHUTEILHBIMU
HaKJIaTHBIMH PACXOJaMH.

B pexume obpammoii ceazu no uiugposannomy mexcmy (CFB)
npeablayui 610k niudpoBaHHOro Tekcra mudpyeTes eule pas, u
JUISL NIOJIYUYEHUsl OUYePEHOro 0J1oKa 1M(POBAHHOIO TEKCTA PE3yJib-
TaT CKJIAABIBACTCS MOPA3PSIHO MO MOAYIO 2 ¢ OJIOKOM HCXOIHOTO
Tekcra. /s Hauana npouecca WMGPOBAHUS TakiKe HCMOJbL3YETCs
HavyanbHbIl BekTOp (cMm. Puc 2.7).

m; 1 ni;

'

C; 1 C;
¢;=m; 0 Ex(c1); my = Ey(c,o1) O my
Puc. 2.7. PexxumM oOpaTHOM CBA3M MO MIM(PPOBAHHOMY TEKCTY.

Croiikocts pexkuma CFB paeHa croiikoctu Omounoro mudpa,
JIEKAIIEro B €r0 OCHOBE U CTPYKTYpa UCXOAHOTO TEKCTA CKPBIBACTCS
3a CUeT WUCIOJIb30BAHUS ONEPALUU CII0XKEHUS 110 Moy o 2. MaHu-
NyJIMPOBaHUE MCXOAHBIM TEKCTOM NyTeM yjaajieHus OJIOKOB W3 Ha-
yaJia WM KOHIA MH(PPOBAHHOTO TEKCTa CTAHOBUTCS HEBO3MOXKHBIM.
B pexxume CFB ecau jBa 610ka lundpoBaHHOro Tekcra WaeHTHYHBI,
TO Pe3yJibTaTbl WX LIW(GPOBAHUS HA CJIE/YIOLIEM LIare Takxke Oy yT
WACHTUYHBI, YTO CO30AeT BO3MOKHOCTH YTEUKM HMH(popMauuu o0
HCXOIHOM TEKCTe.
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Ckopocth  wK¢poBaHUsl paBHA CKOPOCTU PaboThl OJOYHOrO
mudpa ¥ IpocToro cnocoda pacnapajuieuBaHus npolecca mudpo-
BaHMs TaKkKe He CyllecTBYeT. DTOT PeKHUM B TOUHOCTH COOTBETCT-
BYET PEeXKUMY raMMHUpPOBaHUs ¢ oOpaTHOM cBsizbio anropurma [[OCT
28147.

Pexxum obpammoii ceasu no ewvixooy (OFB) momoben pexumy
CFB 3a uckitoueHreM Toro, YTo BEJIUUYUHBI, CKI1a/blBaeMble M0 MO-
Oymo 2 ¢ 6J0KaMH UCXOTHOTO TEKCTa, TeHEPUPYIOTCS HE3aBUCHMO
OT UCXOOHOTO WU IWH(pOBaHHOTO TekcTa. s Hawyanma mpouecca
IKMPOBaHUS TaKXKe UCMONb3YyeTCs HaualbHbl BekTop. Pexkxum OFB
obnanaer npeumyliecTsom nepes pexxkumom CEFB B TOM cmbice,
YTO JIIOOBIC OUTOBBIE OIIMOKH, BO3HHUKIINE B TIpOLIECCE TIepeaalu, He
BJIMSIIOT Ha paciuvdpopanue nocieayromux 6siokos. OjHaKo, BO3-
MOKHA MPOCTass MaHUMYJISLUS UCXOJHbIM TEKCTOM MyTeM HU3MeHe-
Hus mmdpoBaHHOro TekcTa. CymecTByeT MOAM(UKALIMS 3TOTO pe-
’KUMa TIO Ha3BAHUEM PEXXKUM 0OpAmMHOU CEA3U NO 6bIX00Y C HEAU-
neunoi ¢ynxyuei (OFBNLF — OFB with a NonLinear Function). B
3TOM Cllydae Ha KaK/OM LIare MEHsIeTCsl TakKe W KoY UdppoBa-
HUS:

¢; = Ey,(m;).k; = E(ki—);
Pi =Dy, (¢;) ki = Ey (kiy).

m; 1 m;

c;=m; 0 s;m=c; 0 s;; 5= Bsi1)

Puc. 2.8. Pexxum obparHOii CBS3M MO BHIXOMY .

XoTa B 3TOM cllydae MNpPOCTOro crocoba pacnapauieIMBaHUs
npotiecca HpPoOBaHUS TAKIKE HE CYILIECTBYET, BPEeMs MOXHO CIKO-
HOMMTb, BbIPAOOTAaB KJIIOUEBYIO MOCJIE10BaTEILHOCTD 3apaHee.
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B HekoTOpbIX paccMOTpPeHHBIX BbllIe pexkUMax UiKMppoBaHue
Omoka 3aBUCHT OT mM(poBaHUA Npeabiaylnero Omoka. Hampumep,
Npe/ICTaBUM annaparHoe yCTpoHcTBO LindpoBaHus, padoTaiollee B
pexxume CBC. Jlaxke eciau Tam OyayT TPU MHUKPOCXEMbI, OCYLIIECTB-
nsromye WU poBaHue, TOJBKO OJHA CMOXKET paboTaTe B AaHHBIN
MOMEHT BpeMmeHH. Crenyromeii MUKpocxeMe TTOHAZOOUTCS pe3yiib-
Tar paboTbl npeabiayluei. Pellenue 3akitouaercst B nepemediceHuu
HECKOJIBKUX MOTOKOB MHdpoBaHus. BmecTto omHOro moroka B pe-
s)kuMe CBC MokHO Ucnoap30BaTh detbipe. IIepBblid, OaThIi U gaiee
KaK/bld YeTBepThbili Gsioku OyayT mudpoBaTsCs Ha OJHOH MUKpPO-
CXEeMe C OJIHOH CUHXPONOChUIKOU. BTOPOH, iecTol 1 fnanee Kaxblii
YeTBepThIi G50k OyayT oOpadaThIBaThCcsi BTOPOH MHKPOCXEMOM CO
BTOPOI CUHXpONOCLUIKOW U T. A. Takum obpasom, Hanpumep, umes
TPU MHKPOCXEMbI, OCYLIECTBISIOUIME IHHPPOBAHHE CO CKOPOCTHIO
33 Mbwurt/c, moxHO g poBaTh Tpadhuk B KaHase co ckopocTsio 100
Mbwur/c.

2.6. IloroxoBbie mu¢pbI

2.6.1. O6mue cBeeHusi 0 NOTOKOBBIX mudpax.

[TorokoBbie WH(PBI MPEACTABISIOT COOOH Pa3sHOBUAHOCTEH TaM-
MHUPOBaHUs U Mpeodpa3yloT OTKPLITbIH TeKCT B WIM(POBaHHBIH NO-
ciiefoBatesibHo no 1 Outy. Ienepamop knoyegoil nocieoosameliv-
HOCHIU, VHOTJA Ha3BIBACMBIH eenepamopom He2yiuge2o Koyd, Bbaa-

€T MOCJIeA0BATENbHOCTD OUT k1, Ky, ..., ki, ... DTa KiroueBasd Mocie-
JIOBAaTE/ILHOCTh CKJIAJBIBACTCS 10 MOJYJIIO 2 ¢ MOCAeA0BaTEIbHO-
CTBIO OUT UCXOTHOTO TEKCTA Py, P2, -es Pis --. IJIS TIOMYUCHUS THHD-

POBAHHOI'O TEKCTA bar:
Ci=pi O k,'.

Ha npuemHoii ctopoHe ndpoBaHHbIi TEKCT CKIIaJbIBAETCS MO MO-
JyJo 2 ¢ UIGHTUYHON KJTIOUEBOH MOC/EI0BATEILHOCTBIO JIJIST MOMTY-
YeHHs] HCXOHOTO TEKCTa!

C,‘Dk,':p,'[jk,'[lk,':p,'.

CTOMKOCTBH CHCTEMBI LICTMKOM 3aBUCUT OT BHYTPCHHEH CTPYKTY-
pbl reHeparopa KJIIOYeBOH mnocieaoBarenbHocTU. Ecnu reneparop
BbIJAET MOCJ/IEN0BATEILHOCTh C HEOOJbIIMM TMEPUOJIOM, TO CTOM-
KOCTb cHcTeMbl OyneT HeBenuka. HampoTus, ecinu reHepatop Oyaer
BHIJABaTh OCCKOHEUHYIO MOCIEIOBATEIBHOCTE UCTUHHO CITyHYalHBIX
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(He ncepjociiyyaliHbix!) OUT, TO Mbl MOJIy4UM OJIHOPA30BbIi OJIOK-
HOT ¢ UOEATBHOW CTOMKOCTBIO.

PeanbHas cTOMKOCTb MOTOKOBLIX IUU(POB JIEKHUT IJe-TO Nocpe-
JIMHE MEXKJY CTOWKOCTBIO MPOCTOH MOHOAI(aBUTHOM MOJACTAHOBKH
W OgHOpPa30Boro OJ0KHOTA. ['eHepaTop KIFOUEBOH MOCIEOOBATENb-
HOCTHU BBIZAET MOTOK OWTOB, KOTOPBIH BBIMTIAAWT CIIyYaiiHBIM, HO B
JeUCTBUTEILHOCTH SABJISIETCS IETEPMUHUPOBAHHBIM W MOXET ObITh B
TOYHOCTH BOCHPOM3BEICH HA MPHUEMHON cTopoHe. Yem Gonblie re-
HEpHUpYeMBIil TOTOK IMOXOK Ha CIy4YalHBIN, TeM OOobllie yCHITHMA
notpedyercs OT KpUIITOAHATIUTHKA AJ151 B3jioMa ludpa.

OnHako, eclv KaxAblid pa3 Mpu BKJIIOYEHUM reHeparop Oyjaer
BBIIABATh OJHY W Ty K€ MOCJIEI0BATEIBHOCTE, TO B3JIOM KPHUITOCH-
cTeMbl OyaeT TpuBUaibHOU 3ajaueil. IlepexsaruB aBa 1M poaH-
HBIX TEKCTa, 3J0YMBILIEHHUK MOXET CJIOXKHTb UX M0 MOAYJIO 2 u
MOJTYYNTE IBA UCXOAHBIX TEKCTA, CIOKEHHBIX TaKke MO MOIYIIO 2.
Takyro cucTeMy pacKpbITh O4€Hb MpocTo. Ecau ke B pykax MpOTHB-
HHMKa OKaXKETCs napa UCXOJHbII TeKCT - liu(poBaHHbINA TeKCT, 3a1a-
4ya BOOOIIE CTAHOBUTCS TPUBHAIILHOM.

[lo »To#i mpuuMHE BCce MOTOKOBBIC IWU(PH MPEAYCMATPUBAIOT
UCIOJIb30BaHKe Kiltoua. Bbixoj1 reHeparopa kitoueBod rocsenosa-
TEJIbHOCTH 3aBUCUT OT ITOro Kiitoya. B 3ToM cityuae npocroit kpur-
TOaHanu3 OyJdeT HEBO3MOKCH.

[orokoBbie mwudpsl Hanbonee NPUrOaHBI A1 MHU(POBAHUI HE-
MPEepbIBHLIX MOTOKOB AAHHBIX, HAaNpuUMep, B CETAX Mepeaaud AaH-
HBIX.

CTpyKkTypy reHepaTopa KIFOUEBOH MOCIEA0BATEIBHOCTH MOYKHO
NPe/ICTaBUTh B BU/I€ KOHEYHOIO aBTOMAaTa C MamsTbiO, COCTOSILLErO
u3 Tpex OJIoKOB: 6JioKa MamsTH, XpaHslero UHOpMauuw o co-
CTOSHUM TeHepaTopa, BbIXOOHOW (YHKLMM, TeHepupyloeld Out
KJIIOUEBOW MOCAEA0BATEIbHOCTH B 3aBUCUMOCTH OT COCTOSIHMS, W
(dYHKLMK Nepexo/0B, 3a/1alollel HOBOE COCTOSIHUE, B KOTOpPOe Ie-
peiineT reHepaTop Ha cIeAyOLEM 1Iare.

2.6.2. CamocuHXpoHn3upywmuecs mudpsi

B 1946 rogy B CIIIA 6bina 3amareHTOBaHa 0azoBas uies Tak Ha-
3bIBAEMbIX CAMOCUHXPOHUBUPVIOWUXCS NOMOKOSHIX wuppos (1in
wiugpposanus ¢ asmoxaoyom — CipherText Auto Key (CTAK)). Ona
3aKJIFOYAeTCS B TOM, YTO BHYTpPEHHEEe COCTOSHHE reHepaTopa sBIs-
eTcs QyHKIHMel (UKCHPOBAHHOTO YHCHA TIPEIIeCTBYIOINX OWTOB
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uiMpposaHHoro tekera. [lockonbky BHYTpeHHEE COCTOSIHHAE 3aBUCUT
TONBKO OT 77 OUT WIHU(POBAHHOTO TEKCTA, FEHEPATOP HA MPUEMHOM
CTOPOHE BOM/IET B CUHXPOHU3M ¢ Nepearolleil CTopoHoi noclie no-
JydeHust 1 OuT.

Peamuzanms sToro momxoma BBITJSIAWT CHEAYIOLIMM 0Opa3oM.
Kaxxnoe coobiueHne npeasapseTcs CydaifHbIM 3ar0JIOBKOM UTHHON
7 6ut. DTOT 3aro/lIoBOK LUpPYETCs U nepeaaercs B iuHuto. Ha npu-
eMHOM CTOpOHE 3aroyioBOK pacimdpoBbeiBaeTcs. PesymbraT pac-
mudpoBanusd OyAeT HeBepHBIM, HO Tocie oOpaboTku # OWT 3aro-
JIoBKa 00a reHeparopa OylyT CHHXPOHH3UPOBAHbI.

Henocrarkom cucTeMbl SIBJII€TCsl pachnpocTpaHeHHe OLIMOOK.
[Ipu uckaxkeHMH OOHOrO OMTAa TEHEPAaTOpP Ha MPHEMHOW CTOPOHE
BbIAACT 77 HEBEPHbIX OMUT KJIIOYEBOH MOCIIE/I0BATEILHOCTH, MOKa
olMOOoUHbIH OUT He Oy/eT BBITOJKHYT M3 NaMsTH, YTO MPUBEAET K
OHOOYHOMY paclIu(POBAHUIO # OUT UCXOOHOTO TEKCTA.

Kpome Toro, caMoOCMHXpOHU3UpYIOLUEcS WU(PBI YSI3BUMBI A7
artak Tuna "BocnpoussezeHne" . 310yMbIIIEHHUK 3aMUCbIBAET HEKO-
TOPOE KOJMYECTBO OWT 1M(POBAHHOIO TEKCTA., 3aTeM, M03/Hee, OH
rmofMeHseT OUTHI TpaduKa 3aMiCaHHBIMA — "BOCTIPOM3BOAUT" HX.
Ilocnie HekoTOpOro KojauuecTa "Mycopa', noka npueMHas CTOPOHA
He CUHXPOHU3MpYETCs, cTapbiii WKHdpoBaHHbIH TekcT Oyjaer pac-
IHU(PPOBBIBATECS HOPMAJIBHO. Y TIPHEMHONH CTOPOHBI HET HUKAKUX
CPEICTB OMpEACTICHUS TOTO, YTO IPHHUMAEMBbIe TaHHbBIC HE SBISIOT-
CSl aKTyallbHbIMHU.

CaMOCHHXPOHU3UPYOIIHECS MOTOKOBbIe MHGPBI MOTYT OBITH
peaM30BaHbl B BUAE OJOYHBIX IIU(POB, UCTIONB3YEMBIX B PEKUME
00paTHOH cBs3U Mo 1WKHdpoBaHHOMY TekeTy (cM. 2.5). [lpu atom 3a
OJIMH pa3 MOKeT KU(ppPoBaTLCS NPOU3BOJILHOE YKCI0 OUT, MeHblIee
0o paBHoe AnuHe Onoka. [lpomsumocTpupyem 3TO Ha mpuMepe
uiMdpoBaHus Mo oJHOMY OalTy 32 LUKJL.

baounblii mudp paboraer Haj ovepellblo pasMEpPOM, PaBHbIM
mrHe Onoka. [lepBoHavaneHO odepend 3amoMHIETCs CHHXPONOCHUT-
KOH. 3aTeM ouepeap WK(pyeTcs U JeBble § OWUT CKIaABIBAIOTCS C
nepsbiMu 8 Guramu ucxoHoro Tekcra. [losyuernsie 8 our wudpo-
BAHHOTO TEKCTa MEPearoTCs B JIMHHUIO, OYEPEAb CABUTacTCs BICBO
Ha 8§ OuWT, JeBble OUTHI OTOpACHIBAIOTCA, a MPABBIC 3AMOTHSIIOTCS 8
OuTtamMu 1IKMQPOBAHHOrO TEKCTa, nepefaHHbiMU B JuHHI0. Jlanee
npoueypa nosropsiercs. Yuciao 8 B3sATO TONbKO AN npumepa. 3a
OIIMH LMKJI padoThl OIOYHOTO aNrOpuTMa MOXKET IugpoBaThes U 1
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ouT, X0T4 TO OyAeT He CAUIIKOM d(DDEKTHBHO C TOUKH 3PEHUs CKO-
poctu paboThl cxembl. B pexume CFB cuHXpoOIOChUIKAa TOHKHA
ObITh YHUKaJbHA JUIS K&K/0r0 cOOOLLEHHUs B TeUeHHE CpoKa JeicT-
Bus Kitoua. Eciiv oo Gyser He Tak, 3/10yMbIIIJIEHHUK CMOKET BOC-
CTAaHOBHUTBH UCXOJHBIH TEKCT.

B cmyuae Bo3HMKHOBeHMs OWIMOKM B IIU(POBAHHOM TEKCTE Ha
NPUEMHON CTOpOHE B OOLLEM cllyyae BO3HHUKHYT OLUMOKW NpW pac-
wndpopaHun Tekylero U nocieayrowux [#/nl16aokos, rae m —
pasmep Oisioka, 7 — unucio Out, wudpyembix 3a 1 UMK, T.€. 0Ka
OIMOOYHBIH OUT IMU(PPOBAHHOTO TEKCTa He OyIeT BHITeCHEH U3 Tia-
MSTH.

2.6.3. Cunxponnbie mudpsl

B sTOM ciyyae BbIXO/IHbIE 3HAUYEHUs reHepaTopa He 3aBUCAT OT
MCXO/THOTO WJK LIM(POBAHHOrO TekcTOB. Takue noTokoBbie IHGPLI
HOCSIT Ha3BaHUE CUHXPOHHBIX.

OcHOBHasl CJIOKHOCTB B JaHHOM TOIXOIE 3aKIFOUaeTcs B HEOO-
XOAUMOCTH CHHXPOHU3ALIMK IFeHEPaTOPOB KJItoYa Ha nepejatolieil 1
MpUeMHON cTopoHaX. Ecim B mporiecce mepenayd MPOW30MIIO BbI-
MafieHre WA BCTaBKa XOTs ObI OTHOTO OUTa, TO BCS MOCICAOBATEIIb-
HOCTb OWTOB HIM(POBAHHOrO TEKCTa Mociie ondoyHoro dura He
cMokeT ObiTh paciuivdposaHa. Ecau Takoe npousonjer, CTopoHbI
JOIDKHBI TIPOBECTH TOBTOPHYIO CHHXpOoHHM3aumio. [lpu sToM cHH-
XPpOHHU3aLMS A0JDKHA ObITh MPOBE/IeHa TakK, YTOObI HUKAKOH OTPE30K
KJIIOUEBOH NOCJIE0BATELHOCTH HE MOBTOPHIICS, TaK YTO OYEBHIHOE
pelIeHre BO3BPATUTHCA K HEKOTOPOMY MpPEAbIIYIIEMY COCTOSHHIO
reHepaTopa He TTOIXOIHT.

[Ton0KUTENILHBIM CBOWCTBOM CHHXPOHHbBIX MOTOKOBBIX IU(POB
ABJISIETCS OTCYTCTBHE 3(deKTa pacrpocTpaHeHHs omubok. OmuH
WCKaKCHHBIN OWT TIpH Tepeave MPUBEOCT K MCKAKCHHIO TOIBKO
0/1IHOTrO OWTa TEKCTA NpPH paciiugpoBaHHUH.

CHHXpOHHbIE HDPBI TAKKE 3aUMLIAIOT OT BCTABOK W BbIOpachl-
BaHMH OTPE3KOB IHUPPOBAHHOTO TEKCTA U3 TIOTOKA. Takue onepanuu
MPUBEIYT K HAPYIICHAIO CHHXPOHM3AINH, YTO OyAeT cpasy ke 00-
HapY>KEHO Ha MPUEMHOI CTOPOHE.

OnHako, Takue MHpPH YI3BUMBL K H3MEHEHHIO OTICNIBHBIX OWT.
Ecnu 3M0yMBIIUICHHUK 3HACT MCXOTHBIH TEKCT, TO OH CMOXKET W3-
MEHSTh OUTbI B MOTOKE LIW(POBAHHOIO TEKCTA TAKUM 00pa3oM, 4To
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OH OyjieT pacliu(pOBbLIBATLCS TaK, KAK HEOOXOAUMO 3J10YMBbILILIEH-
HUKY.

CHHXPOHHbBIH MOTOKOBbIN LIKM(P MOXKET ObITh Peav30BaH B BUJE
0J104HOro WUdpa, padoTaoLIEro B pexKUMe 00PATHOM CBSI3U M0 Bbl-
xomy (cM. 2.5). I[lomoOHO ormmcaHHOMY B 1. 2.6.2 mpuUMepy, peKuM
OFB MoxeT OBITh peaTi30BaH ¢ IOOBIM pa3MepoM 00paTHOM CBSI3H,
MeHbLIMM pazmepa Gsioka. OaHaKO, aHHbIA CNOCO0 HE PEeKOMEH1y-
eTcs, TaK KaK TIPU STOM CHIDKAeTCs MEPUO]] TeHepaTopa A0 puMep-
Ho 2", Ipu nwHe Gioka 64 310 GyIeT OKOJIO 2%? 4ero sBHO He-
JIOCTaTOYHO.

B stom ciiyuae BbIXOJHas (QYHKUMS OYE€Hb 4acTO BbIOUpaeTcs
MPOCTOM, HATpUMep, CYMMOH MO MOIYJIO 2 HECKOIBKHUX OWT CO-
CTOSIHUSA UM BOOOILLE OHUM OuToM coctositus. Kpunrorpaduue-
cKas CTOMWKOCTL oOecrieunBaercsi pyHKUMed nepexona K Cleayro-
MeMy COCTOSHUIO, KOTOpas 3aBUCUT OT Kimova. HoTa JaHHBIH pe-
JKUM Ha3bIBAIOT PEKUMOM C GHYMPEeHHel 00pamHoil Ce:13vi0, TOo-
CKOJIbKY obparHasi CBsI3b SIBJII€TCSI BHYTPEHHEH MO OTHOUICHHWIO K
AIFOPUTMY IeHEPaLMU KIIIOUEBOH M0C/1e/10BATEIbHOCTH.

BapuaHTOM 3TOTO pesknMa SBIAETCS CXeMa, KOTJa KU 3a/1aeT
HavyajlbHOE COCTOSIHUE IeHepaTopa, Noclie Yyero noclieaHuii paboraer
0e3 JasibHelilero BMellaTe bLCTRa.

Ente ogaiM cioco6oM mOCTpoeHHs MOTOKOBOTO MIH(pa SBIseTCS
WCTIONB30BAHUE CUCTYMKA B KAUeCTBE BXOMHOTO 3HAUCHHS IS
osouHoro 1mdpa. [locne kaxnoro uukna mrdposanus 6Jaoka 3Ha-
YeHHE CUCTUHKA YBEIMIMBACTCA, Yallle Beero Ha eaunuIy. CBolicTBa
JAHHOTO PeXKHUMa B OTHOICHWH PACTpOCTPaHCHUS OIMMMOOK W CHH-
XpOHU3alUUK OYAyT TAKMMHU 3Ke, Kak W Juis peskuma OFB. B kauectse
cHeT4YHKa MOXKET ObITb MCNOJIb30BaH JIIOOOW reHepaTop MceBaocay-
YaHBIX YKWCEIT, BHE 3aBUCHMOCTH OT €ro KpUNTOTpaduiecKoit cTom-
KOCTH.

Ilpy Kcnosnb30BaHUKM TMOTOKOBOIO LIKMGpPa B pekUMe cUeTHMKa
BBIOHpaeTesd mpocTas HYHKIUS MepeXxoaa | cIoXKHas, 3aBUCAINas OT
KItova GYHKIUsS BeIxoaa. GyHKITHS mepexoa MOXKET ObITh MPOCTHIM
CHETUYHUKOM, YBEJIMUYUBAIOLIMMCS HA SIMHUILY Ha KaXK/IOM TaKTe.
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2.6.4. IlpuvMepsI NOTOKOBBIX MU (POB

Aaroputm RC4

RC4 mpeacrapnseT co6oii MOTOKOBRIHM MU p ¢ IepeMeHHOH IITH-
HOM Kifova, pazpabortanusiii B 1987 . Ponom PuBectom mms komma-
Huu RSA Data Security, Inc. B teuenue 7 jer oot wiudp nuueH3u-
poBaJsicsi KOMNaHWei TOJbKO Ha yCJIOBUSX HepasrnaiueHus. OaHako,
B 1994 r. oH 61T aHOHUMHO OTyONIMKOBaH B UHTEpHEeTe U ¢ TeX mop
CTaJl AOCTYIEH /Il HE3aBUCUMOr0 aHan3a.

OnucbiBaercsl IWKMQP OYEHb NMPOCTO. AJropuT™M padoTaer B pe-
skume OFB. KimtoueBas mociegoBaTeIbHOCTh HE 3aBUCUT OT UCXOJ-
HOTO TekcTa. CTPYKTypa anropuTMa BKIFOYaeT OJIOK 3aMEHBI pa3-
MepHOCcTRIO 8§ X 8: .S, ..., S)ss. biok 3aMeHbI mipeAcTaBmseT coOoit
3aBUCHMYIO OT KJIIO4a MepeMeHHOU JJIMHBI nepecTaHoBKy uucen 0,
.., 255. meeTcd Ba cueTuuka i v j, nepBoHadaibHO paBHeie 0. J{ng
TeHepHUPOBaHUA TICeBIOCTydaiiHOTO OaiiTa BBITIONHAIOTCS CIEAYIO-
He IeHCTBUA:

i=({+1)mod256

j=(+S) mod 256

MIEPECTABUTSH S; U S,

t=(S;+5)) mod 256

k=S5,
3atem OalT k ckiampIBaeTcd MO MOAYNIO 2 ¢ GaliTOM MCXOZHOTO
TEKCTa JYIs NoJy4eHUsl g poBaHHOro.

HMunumanuzanus Onoka 3aMeHbl Takxke npocra. BHauane oH 3a-
nonHgeTcest muHeiHo: Sy =0, S1 =1, ..., Shss = 255. 3areM 3aroaHseT-
cs erie oOAuH 256-0alTHEIN MacCHUB KITFOUOM, TIPH 3TOM KJIFOY MOXKET
MOBTOPSTHLCS HEOOXOJIMMOE YUCIIO pa3 ISl 3aMOJHEHUSI BCEro Mac-
cuBa: ko, ..., kyss. Cuetauk j yeranapnusaetcs B (0. [locne gero mpo-
M3BOIATCS CIIeAYIONTNe NeHCTRUS:

for i=0to 255
j=(+k+S;)mod256
HEPECTABUTE S; U ;.

llIndporanne mo 3TroMy anropuTMmy mpuMepHo B 10 pas OwicTpee,
yeMm 1iMpoBanue DES npu nporpammHoii peanuzaumm.

BosmoxxaO 06001eHue anroputMa Ha OOINBINTHE ATWUHY CI0BA H
pa3mep Oi0ka 3aMeHbI. Tak, MOKHO TIOCTPOUTH mupp ¢ OOKOM 3a-
MEHBI pa3MepHOCThIO 16 X 16 (motpedyetcs 128 Kodaiit mamsaTn) u
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JUIMHOH cjioBa 16 OuT., DTan vHuuuMaiu3aumd OyAeT 3HAYMTEILHO
MeJIeHHee, HeOOX0aUM LUK 10 65535, ec/ii MBI XOTHM B TOUYHOCTH
CJe0BaTh KOHCTPYKLMM, HO MOJIYUUBIIWHACA B pe3yJibTaTe ajro-
putm Oynet Gosee ObICTPbIM.

Anroputm SEAL

SEAL (Software Encryption AlLgorithm) mpencraBnser coboit
NpUCTIOCOONEHHBIH I MPOrpaMMHON  peajiu3alud  MOTOKOBbIk
mmdp, pazpabortannsiii ®unom Poraesem u Jlorom Komnmepemurom
n3 koMnanuu IBM. AnNroput™M onTUMHU3UPOBaH AJisl 32-pa3psiaAHBIX
npoueccopor. st addexrupHoii padorsl emy Tpebytoress 8§ 32-
Pa3psAAHBIX PErUCTPOB U K31 00bEMOM HECKOJILKO KUII00aMT.

OpHYM W3 3aMevaresIbHbIX CBOMCTB 3TOTO MHdpa SBIICTCS TO,
YTO OH HE SIBJISIETCSl NOTOKOBLIM LIM(POM B TPAJAULIMOHHOM CMbICIIE,
a npejacrapiseT coboil cemeiicTBO nceBoCayuYaiiHbIX (QYHKLMH.
160-6utoBerif K104 k£ W 32-OuMTOBOE 3HaueHWe # (MHAEKC) mudp
rpeobpazyeT B L-OUTOBYIO CTPOKY k(#). L MOXKET MpHHUMATH TTFO00e
3HaueHue, MeHbliee 64 kunobaiit. Takol wndp Mol Oyaem 0603Ha-
uare SEAL(L, n, L). [lpeanonaraercs, 4to eciv k BbiGupaercs ¢iy-
YaiHO, TO k(77) OyAeT BRIUMCIUTENIBHO HEOTIMUMMA OT CITy4alHOM L-
OUTOBOH (PYHKUMH OT A.

Ha npakTuke 310 JlaeT ele 0HO0 MPEeUMYLIECTBO. bobUIMHCTBO
mudppoB reHepupyeT OUTOBBIC NOCICHOBATEIBHOCTH B OJHOM Ha-
MpaBjieHAU. 3Hasd KIKOY A ¥ MO3ULMIO i, OTIPEIeIUTh 3HAUCHUE i-TO
OuTa KJIIOUEBOH MOCAe10BaTENIbHOCTH MOXKHO TOJILKO BbIUMCIIUB BCE
OuTH 10 i-ro oOuH 3a ApyruM. B ciyuae cemelicTBa nceBgocydai-
HBIX (PYHKUMHA MBI MOMydaeM MPOCTOM AOCTYN K JIOOOMY 3JIEMEHTY
KJIIOUEBOl MOC/Ie/I0BATELHOCTH. DTO OKa3blBaE€TCsl BechbMa MoJies-
HBIM.

[Ipennonoxum, 4To HEOOXOAMMO 3aIIM(POBATH COACPKUMOE
JKECTKOro Aucka Komrbiotepa no 512-0aititHeiM cexropam. Torna
CEKTOpP C HOMEPOM 1 OyjieT WH(hPOBATLCS ¢ MOMOUIbIO KIIHOUEBOM
nocienoBarebHOCTH k(n). Ipu 3TOM Jerko MoxeT ObITh 0OecnieucH
JOCTYIT K IPOU3BOJIBHOMY CEKTOPY AMCKA.

Jauupléi wmdp Takke obsieryaer npodiieMy CHHXPOHH3ALMH,
CBOWMCTBEHHYIO TPaAULIMOHHBIM MOTOKOBEIM IHppaM. Coob1ueHue ¢
HOMepoM 7 OyneT mudpoBaThCs ¢ KIIOUEBOW MOCIEIOBATENBHO-
CThiO k(n), u 1 Oynet nepeaaparbes BMecte ¢ coodueHuem. [lonyua-
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TEJIK HE HYXKHO OyJeT XpaHUTh COCTOSIHUE reHepaTropa KJIK4YeBo
TTOCIIEOBATETHFHOCTH M OECTIOKOUTHCS O TIOTEPSHHBIX COOOIICHMIX
U UX BJIMSHUM HA MPOLIECC PaclIu(pOBaHUSL,

Anroputm SEAL npenycmarpuBaer Mcnosib30BaHUE TPex 3aBu-
CAIIUX OT Ktova Tadnui: R, S, 1 7. OTH TaOJHLBI 3alOJIHAIOTCA Ha
MpeIBapuUTeIFHOM 3Talle TIPY IMTOMOIIM aJITOPUTMa, OCHOBAaHHOTO Ha
SHA (cm. 4.3.1), 1 3aBUCST TOJILKO OT KJIIOYa.

3anonHeHWe TaOIUIl MOXKHO OIHCaTh C TIOMOINBIO (YHKITHH
G (i), KoTopas TipeacTarisgeT co0oi (PyHKIUIO CKATHUA U3 aITOPUT-
ma SHA. a — 160-6utHoe 3Hauenue, i — 32-OUTHLIN UHAEKC. 3HAUE-
HUE ¢ UCTIOJIB3YETCS JIUISl UHULIMATIU3ALUU BHYTPEHHUX PErucTpOB A,
B, C, D, u E 8 anroputme SHA, a 512-6utHs1it 610K 1715 00paboTku
npeacraenser coboit crpoky il[0**°. BeixomHoe 3nauenue byHKUMN
G Takke umeer AjIMHYy 512 6ur.

[MocTponm Temieps GyHKIMIO /' ¢ BEIXOHBIM 3HAUCHUEM JITHHOM

32 6uta, nepeunaekcuposas GyHkuuio G: I,(i)= H! 45, rae ans j
= W50 Hy |HW | HYZ I HYT | HY™ =G,()). Teneps
OTIpe/ICITAM:

i) =T(i), 0<i<512,

S[7/1=T,(0x1000 + ), 0 <j <256,

R[k] =TI,(0x2000 + k), 0 < k < 256.

CoOCTBEeHHO aNTOPUTM TeHEepaIy KIFOUCBOH TOCIICIOBATEITIBHO-
CTH MOKET OBITh ONMCaH Ha TICEBAOKOE CIICAYIOLIAM 00pa3oM:
function SEAL(a; n; L)
y=0;
for /=0to o do
Initialize(n; [; A; B, C;, D; ny; ma; n3; ny);
fori=1to 64 do
P=A4&0x7fc; B=B+ T[P/4]; A=A>>>9; B=B [ 4;

1
2 O=B&Wifc,C=CUOTNQMA; B=B>>>9,C=C+B;
3 P=P+C)& 0x7fc; D=D+ T[P/4A; C=C>>>9,D=D
0 c;
4 Q=(Q+ D) & 0x7fc; 4 =4 0 T[Q/4]; D=D>>>9; A=A4+D;
5 P=({P+4) & 0x7fc, B=BU I[P/4]; A=A >>>9;
6 O=(Q+ B)& 0x7fc; C=C+1T[Q/4]; B=B>>>9;
7 P=P+C)& 0x7fc; D=D 0O TIP/4]; C=C>>>9;
8 O=(Q+D)&0xTfc; A=A+ T[Q/4]; D=D>>>9;
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9 y=y||B+S[4i-4]|| C+S[4i-3]|| D+ S[4i-2]| A4+ S[4i
- 1]
10 if |y| 2 L then return (yoy, ... y,_1);
11 if odd(i) then (4; B; C; D)=(A+n;; B+m; CUOny; DO my)
else (4; B; C; D)= (A +n3; B+ ny; CU ns; DU ny);
end;
end;
end.

ANTOPUTM HUCTIONB3YeT TMOANPOrpPaMMY WHHUITMAIHM3AINN, KOTO-
pasi, ucronb3ys Tabmuiel R u 1, ycTaHaBITUBAeT HadalbHbIe 3HaUe-
HUsl BHYTPEHHHUX MEPEMEHHbIX U PErUCTPOB,

procedure Initialize(n; [; A; B; C; D; ny; ny; n3; ny)

A=n0 R[4]];

B=m>>>8) 0 R[4+ 1];

C=(mn>>>16) 1 R[4] +2];

D=(n>>>24)0 R[4] + 3],

forj=1to2do
P=4& 0x7fc; B=B+ T[P/4], A=A >>>9;
P=B & 0x7fc,; C=C+ T|P/4]; B=B>>>9,
P=C&0x7fc; D=D+ T[P/4], C=C>>>9,
P=D & 0x7fc; A=A+ T[P/4]; D=D >>> 9,

end;

(15 mo; m3; ng) = (D;, B 4; O

P=4& 0x7fc; B=B+ T[P/4], A=A >>>9;

P=B & 0xT7fc; C=C+ 1I[P/4]; B=B>>>9;

P=C&0x7fc, D=D+ T[P/4], C=C>>>9,

P=D & 0x7fc; A=A+ T[P/4]; D= D >>> 9,

end.

Tabnuma T npeacraBnseT coboif GIOK 3aMeHBI pa3MEepPHOCTHIO 9
x 32. Ha kaxxnom miare 9 6ut oaHoro perucrpa (A, B, C wiu D) uc-
MONTB3YIOTCS KaK yKazaresb B Ta0nwie 7. 3HaueHue, U3BIeUeHHOE U3
T, cknaapiBaercs (apuMETUUECKU WU MOPS3PS/HO 10 MOYJIHO 2)
co cienytouum peructpoM (BHOBb A, B, C unu D). 3atem nepebiii
PEeTHUCTp IMKIMYECKH CABUTaeTcs Ha 9 mozunmii. Ha HexkoTophIX ma-
rax BTOPOU PEeTHUCTp MOMOIHUTEIHHO MOTUPHUITPYETCS MyTeM CIIO-
JKeHUS N0 MOJYJIIO 2 €O CABMHYTBHIM MepBbIM peructpom. [locne 8
IaroB KaKAbIH PeTUCTP MACKHUPYeTCs CIOKeHHEM TI0 MOAYIIO 2 ¢
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HEKOTOPbIM 3HauYeHUEeM U3 S W BbIJACTCS B KIIOUEBYIO MOC/e/10Ba-
TeNbHOCTh. UTepanys 3aBepluacTcs CloKeHHeM peructpoB A u C ¢
3aBUCHUMBIMU OT ¥ 3HAUSHUSIMU 11, My, M3, Hy. KaKOE KOHKPETHO 3Ha-
YyeHue BbIOUpaeTcs, 3aBUCUT OT YETHOCTH HOMepa uTepaluu. Takum
00pa3oM, OCHOBHBIC MICH, JIEKALIHEC B OCHOBE 3TOTO allTOPUTMA,
MOKHO C(hOPMYJIMPOBATh CICAYIOLINM 00Pa3oM:

1. Hcnonb3oBaHue GONBLIOrO CEKPETHOrO 3aBUCSILErO OT
katova O610ka 3amMeHsl 1

2. llepemexxenue onepaunii, He KOMMYTHPYIOLIHMX IPYT C
Jipyrom (caoxkenue u uckmouaioiee UJIN);

3.  Hcnosnb3oBaHue BHYTPEHHEro COCTOSIHUSL, IBHO HE NPO-
SBJISIFOLIETOCS B MTOTOKE JAHHBIX (3HAUYCHUS 7, UCTIONb-
3yeMble B KOHLIE UTEPALIMK Ul MOJUPUKALINK PErrUCT-
poB A u C);

4.  H3meHeHue mwaroBoi (yHKIUH B 3aBUCUMOCTH OT HOME-
pa 1ara 1 u3MEHEHHe UTePAllMOHHON (DYHKLINHU B 3aBH-
CHUMOCTH OT HOMEPA UTEPALIMH.

5. HcnonbzoBaHHWe U3BECTHBIX W OTPaOOTAHHBIX AJIrOPHT-

MOB IJI51 3aTIOTHEHUS TaOJIHLI.

HIndp SEAL TpeOyeT nsiTh dneMEHTapHbIX MalllMHHBLIX onepa-
MU B Mepecyere Ha OJUH OalT TeKkcTa npv WudpoBaHUU U pac-
mudpopanun. Takum oOpazom, OH SBISCTCA OAHUM U3 CaMbIX Obl-
CTPBIX TIPOTPAMMHO PEaTU3yeMbIX aJITOPUTMOB.

Aaroputm WAKE

Anroputm WAKE (ot aarn. Word Auto Key Encryption — mmmd-
POBaHME CIIOB C aBTOKIIOYOM) ObUT npeanoxkeH I»sumom Yumepowm.
Ha BbIX0j1e MbI MOJly4aeM MoC/e0BaTe/bHOCTh 32-0UTOBbBIX CJIOB,
KOTOpbIe MOTYT CJ1YKHMThb B kauecTBe rammsl winppa. WAKE pabo-
taeT B pexxume CFB — npeapimymee cioBo mmgppoBaHHOTO TEKCTa
UCIIOJIb3YETCSl JUl FeHEepaLMu CJISYIOLEero cjloBa KJIOUeBOH No-
CJI€0BaTEbHOCTH.

B anroputme mcmonp3yercsl cHeUMANbHBIA ONOK 3aMEHBI S U3
256 32-6utHBIX choB. [Ipu 3ToM cTapimue OalTBI ATUX CIIOB ABJISIOT-
cs nepectaHoBkoi uucen ot 0 no 255, a octanbHble TPU MJaALIMX
Oalita BEIOMpaloTCs ciaydaiiHeiMU. PaboTa anropurMa omuceiBaeTcs
CIEAYIOLINM 00pa3oM:
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BHauasie uHuuanu3vpyetcs OJIOK 3aMeHbl Ha OCHOBE KJllova.
3aTeM MHULMAIU3UPYIOTCS yeThipe peructpa A, B, C u D Hauanb-
HBIMH 3HAYEHUSIMH, TAKXKE 3aBUCSIIMMU OT KJtouya (BO3MOKHO JIpy-
roro). ay, by, co, dp. OuepenHoe CJIOBO KJKOYEBOH M0C/EN0-
BaTEJILHOCTH MOJTyvaeTcs 1o (opmyde:

k,' = d,'.
ITocne aToro n3mMeHsieTcd 3HaueHue PErucTpoB:
a1 — M(Cl,‘, d,'),
bi+| = M(bia ai+|)5
Cir1 — M(CI" bi+1)9
a’Hl = M(di’ Ci+1)9

rae
M(x, y) = (x +y) >> 8 I Sx + ) & 255,

31ech 8 MyaaImMX OUT CYMMBI X + ¥ UCIIONB3YIOTCA U1 BXOAa B Tad-
JIILY 3aMeHbI.

Xorsa Yunep npeuioxus cnocod resepaiun 6/ioka 3aMeHbl, MO-
’KeT OBITh MCHOB30BaH M APYTOH allrTOPUTM BbIOOpa MepecTaHOBKU
¥ ciayvaiHoro 3anojiHenusi. JlaHHbIM 1P sBAsieTCs A0CTATOYHO
ObICTPBIM, XOTsl U HECTOMKUM K aTakam 1o BbIOpaHHOMY UCXO/IHOMY
TEKCTY.
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3. ACUMMETPUYHBIE KPUIITOCUCTEMbI

3.1. O0mue moJroxKenus

Ewe oaHuM oOIMPHBIM KJIaccOM KpUNTOrpaduyecknx CHCTEM
SIBJSIOTCS TAK HAa3biBAGMble ACHMMETPUUHbIE WM ABYXKIIOYEBbIE
CUCTEMBbL. DT CUCTEMBI XapaKTepU3yIOTCa TeM, UTo Ajs wudposa-
HUS U A71s paciigpoOBaHuUs UCTIONB3YIOTCS pa3HbIC KITFOUH, CBS3aH-
Hble Mexay coboil HekoTopol 3aBucumocTbio. [lpu 3TOM AaHHas
3aBUCUMOCTH TaKOBA, YTO YCTAHOBHUTH OOWH KIIIOY, 3HAs OPYroi, ¢
BBIYUCIUTEIPHON TOUKM 3peHUs O4YeHb TPYAHO. OOUH M3 KIFOUEH
(Hanpumep, Kitou WKUGPOBAHUS) MOKET ObITh CJleNIaH O0LIEN0CTY -
HbIM, W B BTOM cilyyae npolseMa rnosyueHus olluero CeKpeTHOro
KITIKOYa Ui CBA3M oTmagaeT. Ecim caenaTe oOLemOCTYNHBIM KIHOY
pactundpoBanus, To Ha 6a3e NoJNy4YeHHOH CUCTEMbI MOKHO MOCTPO-
UThb cUcTeMy ayTeHTH(hUKauuu nepeaasaemblx cooduieHui. [lo-
CKOJIBKY B OOJIBLIMHCTBE CIyyacB OOWH KJIIOY W3 TMapbl AeiaeTcs
00IIEeAOCTYIHBIM, TAKAE CUCTEMBI TIONYUWIN TakKe Ha3BaHUE KPHII-
TOCHCTEM C OTKPbITBIM KJHOUOM.

Hexonnoe Ornpasurens  3amudp. [Momydarens
cooO1IeHe (A) coo0ImeHne (B)
X) Y=Ex.(X)

X Du(Eu )

OTKpBITBIAK 3aKpbIThIA
ko4 (Ky) xmod (K3)

Puc 3.1. CxeMa acUMMETpUIHOU KPUIITOCUCTEMBI.

KpunrocucTeMa ¢ OTKPBITBIM KITFOYOM OTIpeessieTes] TpeMs ajl-
TOPUTMAaMH: TeHEpaluy KIoUel, mUQpoBaHAI U paciiu(pOBaHHS.
AJITOPUTM reHepaluM KJIouedl OTKPBIT, BCIKUIH MOXKET NMojaTh emy
Ha BXOJ CITyYaiHylO CTPOKY 7 HaIUIeKAIleH TTHHBI W MTOTYYUTH Ta-
py xmroueit (ki, ky). OnuH u3 kmodeli (HanpuMmep, k) myOIuKyeTcs,
OH Ha3bIBAETCS OTKPbLITbIM, & BTOPOH, HA3bIBAEMbIH CEKPETHBIM,
Xpanutes B Taiine. Anroputmbl wudposanus E; 1 paclundposa-
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HUs Dy TakoBbl, YTO JyI JIIOOOr0  OTKPBITOrO ~ TeKCTa m
Dy, (Ey, (m)) =m .

PaccMoTprM Teneph MMIOTETHYECKYIO aTaky 3710yMBIIUTCHHUKA
Ha 3Ty cucTeMy. [IpOTUBHHUKY M3BECTCH OTKPBITHINA KITFOY kj, HO He-
M3BECTEH COOTBETCTBYIOLMHM CeKpeTHbIH Koy k. IlpoTHBHuUK ne-
pexBaTui Kpunrorpammy d W TNbITaeTcsl HAWTH cooblieHue m, rie
d = Ey (m). TTockombKy anropdt™ LWH(pPOBaHWUS OTKPBIT, TPOTHB-

HHUK MOXKET MPOCTO MOCIENOBATENBbHO MepedpaTh BCe BO3MOXKHBIC
COO6U_leHl/lﬂ JUIUHBI 771, BBIYUCJIUTH AJIA KaXKJO0I'0 TaKOoro COO6[JJ,eHl/15[
m; Kpunrorpammy  d; = E (m;) u cpasnuth d; ¢ d. To coobuienue,

JUis KOToporo d; = d n OyaeT UCKOMbIM OTKPBITbIM TekcToM. Eciu
MOBE3€ET, TO OTKPBITHIN TEKCT OyAeT HaiineH moctarouHo ObicTpo. B
XyjlleM e ciydae nepebop OyjaeT BbINOJIHEH 3a Bpems nopsjka
2"T(n), rne T(n) — Bpems, Tpebyemoe Ajs wrdpoBaHust COOOIIEHHs
e 7. Ecnm coobmenns uMetot anmuHy nopsaka 1000 6utos, To
Tako¥ mepebdop HEeOCYLIEeCTBUM Ha NMPAaKTHKE HU Ha KAKUX CaMbIX
MOIIHBIX KOMIbIOTEPAX.

Mbl paccMOTpenu JiMllb OJIMH W3 BO3MOXKHBIX CHOCOOOB aTaku
Ha KPUOTOCHCTEMY M MPOCTCHUIIMH alrOpUTM IMOUCKA OTKPBITOrO
TEKCTA, Ha3bIBaeMblii 0ObIYHO AJIFOPUTMOM NoJHOro nepedopa. MUc-
NOJIL3YETCS TaKKe W IPYroe Ha3zBaHue: «MeTojl rpyooi cunby. Jlpy-
TOH TPOCTEHIINI aNropyuTM MOMCKa OTKPBITOrO TEKCTa — yralbiBa-
HHe. 3TOT OYEBHIHBIN anropuT™ TpebyeT HeOOMbLINX BEIYUCICHUH,
HO cpabaTbiBaeT C MNPeHEOPEIKUMO MaJION BEPOSITHOCTBIO (MpH
OonplMX ayMHAX TekeToB). Ha camom nmene MpOTHMBHUK MOXKET TbI-
TaTbCA aTAKOBATh KPUMNTOCHUCTEMY Pa3iIMYHBIMHM CIIOCOO0aMH U MC-
NoJIb30BaTh pasivuHble, 0ojiee M30LIPEHHbIE alrOpUTMbl MOWCKA
OTKPBITOrO TEKCTA.

Kpome TOro, 3710yMBILUIGHHUK MOKET MOMBITATHCA BOCCTAHO-
BUTH CEKPETHbIN KIIIOY, UCTIONb3YS 3HaHUS (B O0lIeM cllyyae Hecek-
peTHbIE) O MaTEMaTHYeCKOW 3aBUCUMOCTH MEX/Yy OTKPbITbIM H CeK-
PETHBIM KJTF0UaMH. ECTECTBEHHO CUMTATh KPUMTOCUCTEMY CTOMKOM,
ecly MO0OH TakoH anropuTM TpeOyeT MpakTHUCCKH HEOCYILEeCTBU-
Moro o0bema BbIYMCIICHUI WM cpabaTbiBaeT ¢ npeHedperkumMo Ma-
7o BeposTHOCTHIO. (IIpH 3TOM MPOTUBHUK MOKET UCTIONB30BATH HE
TONBKO JETEPMHHUPOBAHHBIC, HO M BEPOSTHOCTHBIC AITOPUTMEL)
3TO U €CTb TEOPETHUKO-CIOKHOCTHBIN MOJAXO0 K ONPEASISHHUIO CTOMH-
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KocTu. /s ero peanuzalyd B OTHOLIEHHWW TOTO WM WHOTO THMA
KpUTNITOTpaQUUecKuX CHCTeM HeOOXOUMO BEITIOITHHTE CIIeTyoIee:

1) natb popmasibHOE ONpee/ieHHe CUCTEMbI JIAHHOTO THIIA;

2) natb hopMaibHOE ONpeIe/eHUe CTOMKOCTH CUCTEMbI;

3) nokazaTb CTOMKOCTb KOHKPETHOHW KOHCTPYKLIMK CUCTEMbI J1aH-
HOTO THITA.

3nech cpasy ke BOSHHUKAET psiJi NpodJiem.

Bo-nepBbix, 1Jis NpUMEHEHHs TEOPETUKO-CII0KHOCTHOTO MOJXO0-
Ja Heo0XO/MMO, MOCTPOUThL MaTeMaTHUYECKY0 MOjejlb KpUNTOrpa-
(hrdecKkoi CUCTEMBI, 3aBUCAIIIYI0 OT HEKOTOPOTO TapaMeTpa, Ha3bl-
BaEMOro napaMeTpoM Oe30MacHOCTH, KOTOPbIH MOXKET NMPUHUMATh
CKOJIb YrojiHO GoJibliiMe 3HauYeHHs (0ObIYHO /1 MPOCTOTHI MPe/no-
Jaraercs, 4To TapaMeTp 0e30MacHOCTH MOKeT MpoberaTs Bech Ha-
TYypaJlbHBIN psia).

Bo-BTOpBIX, Onpe/eneHue CTORKOCTH KpunTorpaduyeckoi cuc-
TEeMbI 3aBUCHUT OT TOM 3aadd, KOTOpas CTOWUT Tiepe]] MPOTUBHUKOM,
U OT TOTO, Kakas WHbopMaIms o cxeme eMmy gocTymHa. [loatomy
CTOHKOCTb CUCTEM MPUXOJUTCS ONPEAeNsTh U UCCIIE0BATh OT/E)Ib-
HO /17151 KaK/10T'0 MPEATNON0KEHHS O MPOTHBHUKE.

B-Tperbnx, HEOOXONUMO YTOUHUTH, KaKOW OOBEM BEIYHCICHHIMA
MOKHO CUMTATh MPaKTHUYECKH HeocyllecTBUMbIM». U3 ckazaHHoOro
BbILIE CJIE/lyeT, YTO 5Ta BEJIMUMHA HE MOXKET ObITh MPOCTO KOHCTaH-
TOH, OHa JOJPKHA OBITH TIpe/icTaBIeHa (YHKIHEH OT pacTyImero ma-
pameTtpa GezomacHOCTH. B cOOTBETCTBUM C Te3ncoM DAMOHACA ajl-
roput™ cuutaercs d(MGEKTUBHBIM, €ClIM BPEeMsi €ro BbINOJHEHHUS
OTPaHWYEHO HEKOTOPHIM TIOJTMHOMOM OT JJTMHBI BXOAHOTO CJIOBA (B
HaIlleM cly4yae — OT TlapaMeTpa Oe3zomacHocTH). B mpoTuBHOM ciry-
4yae roBOPST, YTO BbIYUC/EHHS MO JAHHOMY AJrOPUTMY MpaKThye-
CKH HEOCYLIECTBUMbI. 3aMeTHM TakKe, YTO camMHu Kpunrorpadu-
YECKHEe CUCTeMBI JOJLKHBI OBITh 3(h()eKTUBHBIMHY, T. €. BCe BBIUHCIIC-
HU4, MPeANUCaHHbIE TOH WM MHOU CXEMOM, JOJIKHbI BbIMTOJHATLCS
3a NOJIMHOMUAILHOE BpPEMsl.

B-dgetBepThIX, HEOOXOAMMO OTpPEAEITHTh, KaKyH BEpPOATHOCTH
MOKHO CUMTAThH TIpeHeOpexkuMo Manoi. B kxpumrorpadgun npuHITO
CUMTATh TAKOBOM JIIOOYIO BEPOSITHOCTB, KOTOpas AJisi 1toOOoro nosu-
HOMA p U JUISl BCEX JOCTATOUHO OOJIbIIMX 77 HE npeBocxoauT 1/p(n),
rje n — mapamMetp 0€30TIaCHOCTH.

Wrtak, npyv HaJlMUMK BCEX YKa3aHHBIX Bbille ONpeJesIeHUH, npo-
OsieMa 000CHOBaHUSI CTOMKOCTH KpHUITOrpaduueckol CHCTEMbI CBe-
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Jach K JI0Ka3aTelibCTBY OTCYTCTBHSI MOJMHOMUANIBHOIO allrOpPUTMa,
KOTOPBIH peliaer 3amavy, cTOSIIYIO niepen npotuBHUKOM. Ho 31ech
BO3HMKAET ellle O/1HO U BeCbMa CepPbhe3HOe MpPEensITCTBHE: COBPEMEH-
HO€ COCTOSIHME TEOPUM CJIOKHOCTH BbIYMCISHUI HE MO3BONSIET J10-
Ka3bIBaTh CBEPXIOJIMHOMUAIBHBIC HMKHUE OLECHKH CIOKHOCTH IJIS
KOHKPETHBIX 3a7a4 paccMaTpuBaeMoro kiaacca. M3 storo criemyer,
YTO Ha JIAHHBIA MOMEHT CTOMKOCTb KpUNTOrpaduiyecKuX CUCTEM MO-
JKeT OBITh YCTaHOBJICHA JIMILE C TIPUBJICUCHUEM KaKUX-THOO HemoKa-
3aHHBIX NpeanonoxkeHuid. [103ToMy OCHOBHOe HampaBiieHHE HCCIIe-
JIOBaHWI COCTOMT B Noucke Haubojee ciaadbiX JAOCTATOUYHBIX YCIIO-
BUH (B Waease — HEOOXOJUMbIX W JIOCTATOUHbIX) A/ CYLIECTBOBA-
HUS CTOUKHUX CUCTEM KaKIOTO U3 THUIIOB.

B ocHoBHOM, paccMaTpuBalOTCs MPEANOI0KEHHUS ABYX THUIOB —
o0Lpre (MM TEOPETHKO-CIIOKHOCTHBIE) U TEOPETUKO-UUCIIOBbIE, T, €.
MPEANONOKEHUS. O CIOKHOCTH KOHKPETHBIX TEOPETUKO-UMCIIOBBIX
3agad. Bee »TH npeanonoxkeHus B tuTepaType 0ObIMHO HA3BIBAIOTCS
KpunTorpapHuecKuMu.

PaccMOTpUM OJIHO U3 TaKKUX NMPEANOJIOKEHUM.

O603HauMM uepe3 X MHOMKECTBO BCEX KOHEUHBIX JIBOMUYHBIX
CJI0B, a uepe3 X' — MHOKECTBO BCEX JABOMUHBIX CJIOB AjuHbI 1. [Toj-
MHOxecTBa L [1 2 B TeOpUH CIIOKHOCTH MPUHATO HAa3BIBATh S3bIKA-
mu. ['oopar, uto mainuHa ThiopuHra M paboraer 3a NMOJMHOMMU-
aNbHOE BpeMs (WIH NPOCTO, YTO OHA MOJUHOMHAJIBHA), €CIH CYLIe-
CTBYET MOJMHOM p TAKOH, YTO Ha JIIOOOM BXOIHOM CJIOBE IJIMHBI 7
matiiiHa M oCTaHaB/IMBAETCS M0CIIE BbINOIHEHUs He DoJiee, yeM p(n)
onepaunii. MamuHa Tetopunra M pacno3HaeT (Ipyroi TepMuH —
NPUHUMAET) A3bIK L, €ClIi Ha BCAKOM BXOJHOM ciioBe x [ L MamiuHa
M ocTaHaBnMBaeTCA B MPUHUMAIOLIEM COCTOSHUH, 4 HA BCSIKOM CJIO-
Be x [1 L — B otBepratoiem. Knace P — 310 Kiace Bcex 43bIKOB, pac-
MO3HABACGMBIX MAIlMHAMH THIOPHHTa, pabOTalOLIMMHU 3a TOJIHHO-
MuanpHOe Bpems. OyHkIMA f; 2 — X BRUHUCIMMA 32 TOJTUHOMHAIb-
HOE BpeMs, €clTi CYLIeCTBYET MOJIMHOMUATbHAS MalluHa ThlopHHra
Takasi, 4TO €clid Ha BXOJ ei MmoAaHo cioBo x [ 2, To B MOMEHT ocTa-
HOBa Ha JieHTe Oy/eT 3anucaHo 3HaueHue fx). A3bIk L NpUHAAJIEKHT
knaccy NP, ecnu cymmecTByroT npeaukar P(x,y): 2x2 — {0,1}, BBI-
YHUCJIUMBIH 3 MOJIMHOMHAJILHOE BpEMSl, U NMOJIMHOM p Takue, 4To L =
{x| Oy PCey)& | < p(Ix])}. To ectb a3bik L npunapnexur NP, eciu
JUTSL BCSAIKOTO €J10Ba U3 L JJIMHBI 1 MOXKHO yrajaTh HEKOTOpPYIO CTpO-

65

Ky MOJIMHOMHUAJILHOU OT 77 JUIUHbBI U 3aTe€M ¢ MOMOUIbIO npeaukara P
yOenuThes B npaBuiibHOCTH jlorajaku. Scuo, uro P [ NP. Ssnsercs
JA 3TO BKIIFOUYCHHE CTPOTUM — OJHA M3 CAMBIX M3BCCTHBIX He-
PCLICHHBIX 3aJa4 MATEMATHKU. BONBIIMHCTBO CHELUATUCTOB CUH-
TaloT, YTO OHO cTporoe (Tak Ha3piBaeMas rumnoTe3a P # NP). B kmac-
ce NP BbljiejieH 0/1KjIacC MaKCUMaJlbHO CJIOXKHbIX $3bIKOB, Ha3bl-
BaeMbix NP-nojinbiMu: 11060 NP-nojiHbli 3bIK pacrio3HaBaeM 3a
MOMUHOMHAJIEHOE BpeMsI TOTAA U TOJIBKO Toraa, koraa P = NP.

Hawm emme noTpeOyercs MOHATHE BEPOSTHOCTHOM MammuHBI ThHIO-
puHra. B o6b1unbIX MamiuHax TwhiopuHra (MX Ha3bIBAKOT JETEPMHUHU-
POBaHHBIMH) HOBOE COCTOSIHME, B KOTOPOS MAallWHA MEPEXOIUT Ha
OUEPEIHOM LIAare, MOMHOCTBIO ONMPEAeIacTCs TeKYIUM COCTOSIHUEM
U TeM CUMBOJIOM, KOTOPbIA 0003peBaeT rojioBka Ha Jienre, B Bepo-
STHOCTHBIX MalllMHAX HOBOE COCTOSSHME MOXKET 3aBHUCETh €llle WU OT
CIIy4allHOU BeJTMUYMHBL, KOTOpas npuHuMacT 3HadeHus 0 u 1 ¢ Bepo-
SATHOCTBIO 1/2 Kakaoe. MOXKHO CUMTATh, YTO BEPOSITHOCTHAS Malllu-
Ha TrelopuHra UMeeT JOMOJHUTEbHYIO CIYHANHYIO JIEHTY, Ha KOTO-
poti 3anmcaHa OecKOoHeUHas NBOWYHAS ciydaiiHas ctpoka. Ciyuaii-
Had JICHTa MOXCT YMTAThCH TOJBKO B OJAHOM HAMPABICHUU U Tic-
PEX0/1 B HOBOE COCTOSIHUE MOXKET 3aBUCETh OT CUMBOJI1a, 0003perae-
MOIO Ha 3TOH JIEHTE.

PaccmoTpum Ternepb clie/lytoluii eCTeCTBEHHbIA BOMNPOC: HE sB-
asiercst v runoreza P # NP HeoO0X0AMMBIM U I0CTATOUHBIM YCJI0-
BHEM TS CYINECTBOBAHUS CTOUKHUX KPUMTOTPapUIECKAX CXeM?

B camom mene, He0OXOAMMOCTh BO MHOTHX CITyYasX IMOYTH OUe-
BUJHA. BepHeMcs k paccMOTpeHHOMY Bbillie npumepy. Onpeaeaum
CIIEAYIOIIHAN A3BIK:

L= {(ki,d,j)] Ucoobwenne m: d = Ey (m) um;=1}.

AcHo, uto L [1 NP: MO3kHO NpoCTO yraaath OTKPbITbIA TEKCT M U
NPOBEPUTH 3a NMOJIMHOMMWAJILHOE BpeMS, YTO d = Ey, (m) w i-it but m

paeen 1. Eciiu aa, To BxoaHoe ciioo (ky,d,i) npuHumaeTcs, B npo-
THUBHOM CITy4dae — OTBEPraeTCs.

B npennonoxenuu P =NP cyuecrsyer AeTepMHUHUPOBAHHBIHI
NOJIMHOMUAJIbHBIN JIFOPUTM, pacno3Halouui s3bik L. 3Has k u d, ¢
TOMOIIBIO 3TOTO aNTOPUTMA MOXKHO TIOCTeOBATeNbHO, TI0 OUTY,
BBIYHCIIAT OTKPBITHIH TEKCT 71. TeM caMbIM JT0Ka3aHO, YTO KPHIITO-
CHUCTeMa HecToMKasl.
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Yro ke KacaeTcst BONpOca O JOCTATOYHOCTH NPeANnoNoKeHus P 7
NP, To 3aech HarmpamvpaeTcsl ClEAYIOUIMH MOAX0/: BbIOpaTh Ka-
Kyto-mu6o NP-monHyto 3amaqy ¥ MOCTPOUTHh Ha €e OCHOBE KPHUITO-
rpaduyeckyro cxemy, 3ajjada B3JoMa KOTOpoO# (T. e. 3amada, CTOS-
uias nepeja nporuBHukom) Obuia 661 NP-nonHoi. Takue nonbiTku
npeanpuHuManuch B Hauasie 80-x rojioB, B 0COOGHHOCTH B OTHOLIE-
HUW KPUOTOCHUCTEM C OTKPBITBIM KJIFOUOM, HO K YCIEXY HE TPHUBEIIH.
Pe3ynbTaTtoM BCEeX 3TUX MOMBITOK CTAJI0 OCO3HAHME CJEAYIOLIEro
dakra: gaxxe ecim P Z NP, To mo6as NP-momHas 3agada MoskeT
oKazaTbcsl TPYAHOM JIHllIb HA HEKOTOpPOW OGecKoHeuHOW nocienoBa-
TEeIBHOCTH BXOJHBIX CJIOB. MHBIMU clTOBaMU, B OTIpEACICHUE Klacca
NP 3anokeHa Mepa CIOKHOCTH «B XyALIeM ciaydaey. [ns cToilko-
CTU ke Kpunrorpaduueckoil cxembl He00X0aHMMO, 4TOOLI 3ajava
NPOTUBHUKA Obljla CJIOKHOM «MouTH BCOAy». Takum obpaszom, cra-
JIO SCHO, UTO JAJIS KpUNTOTpaduIeckoil CTORKOCTH HEOOXOIUMO CY-
IMeCTBeHHO OoJiee CHIbHOE Tpenmnonokenne, ueM P 7 NP. A nmen-
HO, TIPEIOJI0JKeHNe O CYITIECTBOBAHNH OOHOCTOPOHHUX (PYHKITHTA

3.2. Oxnocroponnue GpyHKIUN 1 GPYHKIUH-TOBYIIKHA

LeHTpanbHeIM MOHATHEM B TEOPHH aCUMMETPUYHBIX KPUMTOTPa-
(hruecKkux cucTeM SBSIETCSl OHITHE OJHOCTOPOHHEH (PyHKIMH.

Hedopmansro mog oonocmoponueii ghynkyueti nonnmaetcs 3¢-
(exTHBHO BBIYMCIMMAs (QYHKUMSA, 11 OOpalleHHs KOTOpoU (T.e.
JUIsl IOWCKa XOTs Obl OJHOrO 3HAYEHHWS] apryMeHTa Mo 3aJaHHOMY
3HA4YeHUIO (QYHKUMM) He cyluecTByeT 3(PQEeKTUBHLIX aIrOpUTMOB.
3ameTnMm, uTo 00paTHast (PYHKLMS MOXKET U He CYILeCTBOBAT.

Iloa ¢yHkumed mbl OyeM NOHUMATL CEMEHCTBO OTOOpaxKeHHid
{fi}. e f,: 2" = 2", m= m(n). s mpoCTOTHI TIPEANOTIOKUM, UTO 72
npoberaetr HaTypajbHbIH psijl, a oToOpaskeHus f, onpeaesieHbl BClo-
ny. OyHKIWA f Ha3pIBaeTCA YecHHOoll, eci [ momuHOM ¢(x), Takon
uto [ n g(m(n)) 2 n.

DopMasibHO MOHATHE OJHOCTOPOHHEH (YHKLHMW OnuchiBaeTcs
clelyoUuM 00pa3om:

Onpeoenenue 3.1. UectHas QyHKINSA f Ha3pIBaeTCS OOHOCTOPOH-
HEeH, ecqu

1. CyliecTByeT NOJMHOMHATIbHBIK alrOPUTM, KOTOPBII /1715
BCSAKOTO X BeIUHCIICT f{X);
2. Jlns mo6oit TOTMHOMHUATBHOM BEepOSTHOCTHON MaIlliHBI

Triopunra 4 BoinosiHeHo cneayiounee. [1ycts cTpoka x
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BEIOpaHa CIydaifHbeIM 00pa3oM u3 MHOecTBa 2. Toraa
JJ151 1I0O0ro MOJIMHOMA p U BCeX A0CTaTOUHO OOJIbLLINX 7

PAA(A))) = fx)} < Up(n).

Bropoe ycrmoBue kauecTBeHHO o3HadaeT ciemyrotmnee. Jlrobas mo-
JIMHOMHUAJIbHAS BEPOSTHOCTHAs MailuuHa ThiopuHra 4 MOXeT 1o
JAHHOMY y HalTH X U3 ypaBHeHud f{X) = y Julilb C NpeHedpeRkuMO
MaJol BepOSATHOCTEIO.

3ameTuM, uTo TpebOBaHUE UYECTHOCTH OMYCTUTL Henb3s. [lo-
CKOJIbKY JIJIMHA BXOAHOrO coBa f{x) MallluHbl A paBHa m, €l MOXKeT
HE XBaTUTh MOJTMHOMHAIBHOTO OT # BPEMEHH MPOCTO Ha BBITIMCHI-
BaHUE CTPOKH X.

CyllecTBoBaHUE OJAHOCTOPOHHUX (PYHKLMH siBjsIeTCsS HEOOXO/ -
MBIM yCIIOBHEM CTOMKOCTH MHOTHUX KpHUNTOCHCTeM. BepHeMcs K
MpuMepy, MpUBeAeHHOMY B TI. 3.1. PaceMoTpuM QyHKIHMIO f, TaKyto,
uro f(r) = k1. OHa BbIUMCAMMA C MOMOILLLIO ajroputMma G 3a MoJiv-
HomHalibHOe Bpems. llokaxkem, 4uTto eciiv f — HE OJIHOCTOPOHHSIS
(hyHKIMA, TO KpUNTOCHUCcTeMa HecTolkasl. [Ipeamomoxum, 4To cyiie-
CTBYET MOJMHOMUAILHBIH BEPOSTHOCTHBIN anroput™ A, obpauiaio-
wuii f ¢ BEPOSITHOCTHIO MO KpaliHeit mepe 1/p(n) nnst HEKOTOPOro
MOJIMHOMA p. 3MOYMBINIICHHUK MOXET TOJaTh Ha BXOJ alropuTMa
3HAUCHHWE KITFOYa k| U TONYYUTh C YKa3aHHON BEPOATHOCTHIO HEKO-
TOpoe 3HadeHue 7' u3 npooOpasa. Jlanee 310yMbllIICHHUK NOAET 7'
Ha BX0J anroput™a (G ¥ oyqaeT napy kioueii (&, k,'). Xotd k,' He
o0s3aTeTbHO cOBMAfaeT ¢ kp, MO OMpeAeTICHHUIO KpPUIITOCHCTEMBI
Dk; (Ex (m)) =m nna moboro orkpbitoro texcra m. Iockonbky &'

HalJIeH ¢ BepOATHOCTRIO TI0 KpaiiHelt Mepe 1/p(n), cxema HecToNKas.

Dyuryueii-1068YUKON HA3bIBAETCS OJIHOCTOPOHHSS DYyHKLMS, 151
KOTOpO#H 00paTHyt0 (PYHKUMIO BBIYMCIUTH MPOCTO, €U HUMEeTcs
HEKOTOpas AOMOJHUTENbHAas WH(POPMALU, U CIOKHO, €CIU Takas
UH(OPMALUS OTCYTCTBYET.

B kauectBe 3aja4, NPUBOASIIMX K OJIHOCTOPOHHUM (PYHKLMSIM,
MOKHO TIPUBECTH CIICAYIOLIHE.

1. PaznmokeHure 4yncna Ha MpOCThIE COMHOMKHUTEIH.

BblunciivTe Npou3BeIeHUe JBYX NPOCThIX YUCEJ OYEHb MPOCTO.
OnHako, Jisi peuleHusl oOpaTHOM 3a/auM — pa3iokKeHHs 33aHHOTO
yHcsa Ha TMPOCThIe COMHOXKHUTENH, 3()()EKTUBHOTO allrOpUTMa B Ha-
CTOSILEE BPEMSI HE CYLLECTBYET.
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2. JluckperHoe norapudmMupoBaHHe B KOHEHUHOM MPOCTOM MOJie
(npodnema /Iuddu-Xennmana).

Jonycrtum, 3a1aH0 60Jb11I0€ NPOCTOE YKCIO p U MYCTh g — MpU-
MUTUBHBIN 3jiemenT nojst GF(p). Toraa mist 11000ro @ BbIYUCIWTD
g“(mod p) mpocTo, a BEIYKCIIUTE ¢ TI0 3aJaHHBIM k = g(mod p) u p
OKa3bIBaCTCS 3aTPYAHUTEITBHBIM.

KpunrocucreMbl ¢ OTKPLITBLIM KIIOUOM OCHOBBIBAIOTCS HA OJTHO-
CTOPOHHMX (YHKUMAX-TOBYIIKAX. [Ipr 5TOM OTKpBITBIN KITFOU OTIpe-
JeIseT KOHKPeTHYIO pean3aurio PyHKLIUH, a CCKPEeTHBIN K04 1a-
er uHdopmatmio o Josyiuke. JIo6oH, 3HalOUIMH JOBYIIKY, MOXKET
JIErKO BBIYUCISTH GYHKUHIO B OOOMX HANpaBlieHUsX, HO TOT, Y KOO
Takas “HQOpMAaLKs OTCYTCTBYET, MOXKET MPOU3BOANTE BBHIUUCIICHUS
TOJIbKO B OJAHOM HamnpasjeHuu. [Ipsimoe HanpasiieHue ncnonb3yercs
Juis miMdpoBaHus W sl Bepudrkauuy LMppoBbIX nojnucel, a o6-
patHoe — Ass paciupoBaHus ¥ BEIpabOTKH LHU(PPOBOH MOATUCH.

Bo Bcex kpunrocucTeMax ¢ OTKPBITBIM KIFOUOM 4eM OOIbIe
JUIMHA KJIIOYa, TeM BblllIE PasjiMyle MeXay YCUJIHSIMH, HEoOXOJu-
MBIMU 1S BbIYMCIIeHHS] (DYHKLIMK B TPSIMOM U OOpaTHOM HaripasJie-
HUSX (IUT4 TOTO, KTO He obnazaeT nHGOpMaLUeH 0 JOBYIIKE).

Bce nmpakTuueckrde KPUNTOCUCTEMbI ¢ OTKPBITHIM KIIKOUOM OCHO-
BBIBAIOTCS HA (DYHKLMSX, CYMTAIOUIUXCS OJAHOCTOPOHHHUMHM, HO 3TO
CBOMCTBO He OBLTO JOKA3aHO B OTHOIICHWH HW OJHOH M3 HHUX. JTO
03Ha4aeT, YTO TEOPETUUYECKH BO3MOXKHO CO3JaHHE alTOPUTMa, TI0-
3BOJISIIOLLETO JIEFKO BbIMKCIIATL OOpaTHYIO (YHKIMIO 0e3 3HaHMs
nHpOpMaLMK O JIOBYIIKE. B 3TOM ciydae, KpUNTOCHCTEMA, OCHO-
BaHHas Ha 3Tol (yHKUMY, cTaHeT Oecnone3Hoi. C Apyroit CTOpoHHl,
TEOPETHYECKHE HCCJIeI0OBaHMSI MOTYT MPUBECTH K J0KA3aTesbCTBY
CYLIECTBOBaHMSI KOHKPETHOW HHIKHEH TIpaHULbl CIOXKHOCTH 00pa-
LICHUS HEKOTOPOH (DYHKLMK, M 3TO I0Ka3aTeIbCTBO OyAET CyIIecT-
BEHHbIM COOBITHEM, KOTOPOE OKAXKET 3HAUUTEIbHOE MO3UTHBHOE
BJIMSIHUE HA pa3BUTHE KpUnTorpaduu.

3.3. AcuMMeTpUYHbIe CHCTEMbI U (PPOBAHHS

3.3.1. Kpunrtocucrema Jian-I"'amans

Cucrema Dnb-I'amang — 3T0 KpUNTOCHCTEMA C OTKPBITHIM KIIIO-
4OM, OCHOBaHHas Ha mpobieme norapupma. CucteMa BKIIOYAST Kak
ATOPUTM IIU(PPOBAHMSA, TAK U aJITOPUTM LUPPOBOU TTOATHCH.

MHOXeCTBO napamMeTpoB CUCTEMbl BKJIOUAET MPOCTOE HUCIIO P U
LIeJI0€ YMCIIO g, CTeMeHU KOTOPOro MO MOJYJIO p MOPOXKIAIOT GOJb-
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LLIOE YMCJIO DJIEMEHTOB Z,,. YV noJib3oBarena A €CTh CEKPETHBIN KJ1OY
a ¥ OTKpHITBIA Kimod y, tme y = ¢ (mod p). TIpeamnonoxxum, dto
noJib30oBatesb B okenaer nocnark coobliueHHe m nosb3oBarento A.
CHavasia B BbiOupaer ciiyuaiiHoe uuciio k, MeHblliee p. 3aTeM OH
BBIUHCIIACT

_ ok _ k
yi=g (modp)uy,=ml (¥ (mod p)),
rae O oboszHauvaer nodurosoe "uckinouatrouiee UJIN". B nocbuiaer
A mapy (11, y2).
IMocne momydeHust mUGPOBAHHOTO TEKCTA TMOJB30BATEND A BbI-
YUCJTIIACT

m= (¥, mod p) 0 y,.

H3Becten BapuaHT 3TOH CXeMBbl, Korfa omeparus [ 3ameHsercs
Ha YMHOXKEHHE M0 MOAYJIO p. 3T0 yao0Hee B TOM CMbICHE, YTO B
TIepBOM CiTydae TEKCT (MM 3HAUCHHE XdII-(PYHKINH) HEOOXOIUMO
pasGuBaTh Ha GIOKM TOM ke IIHMHEL 4To M uncio V' (mod p). Bo
BTOPOM CJly4ae 3TOro He Tpedyercs u MoxHO 0OpabarbiBaTh 0J10KU
TEeKCTa 3apaHee 3a/laHHON (DUKCUPOBAHHOMN JUIMHBLI (MEHbLIEH, Yem
IJTMHA YHCTa p). YpaBHEHHE pacii(poBaHUS B ITOM cliydae OyaeT
TaKUM:

m = y,/y;* mod p.

Omnako, cxema Onb-I'aMalns He NWIIEHA OMpeneTIeHHBIX HelToc-
TaTkoB. Cpear HUX MOXKHO YKa3aTh CIICAYIOIIHE:

1. OTcyTcTBHE cCemMaHTHUeCKOl cTolkocTH. Ecau g — npuMuTuHB-
HBIM 31eMeHT Z,, TO 3a MOJIMHOMHATIBHOE BPEMS MOXHO OIIpefie-
JWTH, SBISETCS JIM HEKOTOPOE YHMCIO X KBaApaTHIHBIM BBIUETOM,
wiu Het. J1o aenaetcs BospeseHnem B crenedb x> mod p. Ecin
pe3yibTaT paBeH 1, To X — KBaJApaTHUYHbIN BbIUET [0 MOJLYJIIO p, €Cln
—1, To x — KBampaTHYHBIA HeBbIUeT. Jlanee MACCUBHBIN MPOTUBHHUK
npoBepseT, ABIsoTeA M g' U ¢ KBampaTHUHBIME BhIYeTAME. g Gy-
JIeT KBaJPATUUHBIM BLIYETOM TOIIA M TOLKO TOra, Koraa u g', n g"
GyLyT KBaapaTHuHbIMK BhiueTamu. Ecsin 1o Tak, To y, = mBF mod p
Oy/eT KBaJIpaTH4HbLIM BbIYETOM, TOI/la U TOJILKO TOrAa, KOrja camo
cooltmenne m OymeT KBaApaTUIHBIM BEIYeTOM. TO ecTh MacCHBHBIH
NPOTHBHUK MOJIyYaeT HEKOTOPYIO MHMOpMaLMIO 00 UCXOJIHOM Tek-
CTe, UMesl JIULIb HIMPPOBAHHBIN TEKCT U OTKPBITBIN KJIIOY MoJyvaTe-
TS,
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2. Henumocts windpa. Eciin 1ad wndpopaHHbiii TekeT (1, 12), TO
MBI MOXKEM TOTYYUTH Ipyroi muppoBaHHBIN TEKCT, U3MEHHUB TOJTb-
KO BTOPYIO 4acTh cooOmIeHuUs. B caMom Jiere, yMHOXKUB ), Ha g (u %
0), Mbl NOY4HM HIMPTEKCT Y15 APYroro cooduieHust m' = mlg".

Jst 3amuTel oT monoOHEIX atak LIHoppom 1 SIkoGccoHoM OBLTO
npesIoKeHo 00beIMHUTL cXxeMy HiudpoBanus Dib-l'amans ¢ uud-
poBoii noanuckto IIHOppa, 4TO MO3BOJISIET HE TOJILKO WIM(POBATH
COOOIICHNe, HO B Ay TCHTH()UIIMPOBATE €TO.

3ammgppoBaHNe OCYLIECTBIISCTCS CIEIYIOMNUM 00pa3oM. ABTOp
cooOIIEeHNs BBIOUPAET ciaydaiinele &, s U Z,. nanee OT BBIYUCISIET g
mod p, my* mod p, ¢ = h(g', &', my") n z =5 + ck mod ¢. llIndpoan-
HBIH TEKCT peacTaBsieT codoii uersepky (', my*, ¢, z).

Ionyuns coobiienue (4, f,c,z), MpUeMHAs CTOPOHA BHAUAJIE Be-
pudunmpyer ero, TpoBePsIs BBITIOJTHCHHE paBeHCTBa
g h™ . h,f)=c. B CllyJyae YCIeITHOH BepU(pUKAIAN OTKPBITHIH
TeKCT mofydaeTca To dopmyne m = f/h* mod p. Pacmmppopanue
KOppeKkTHO, — mockombky k=gl f=m/* modp, Tax  uro
FIn* =mg®™ g™ mod p = m.

3ameTuM, YTO BTOpAas MOJIOBMHA 1uudpoBaHHOro TekcTa (¢, z) 3a-
BUCUT OT UCXOAHOIrO COOOLLUEHHUSI TOJIbKO Yepe3 Xau-hyHKuuo h,
KOTOpasi CTATUCTUYCCKH HE3aBUCHUMA OT M1, M, CIICNOBATeIbHO, HE
COJICPKUT HUKakoW uHdopmaluu oo m.

YkazaHHbIMU aBTOpaMu ObLI0 MPEAIOKEHO 00001eHue AaHHOM
CXEMBI Ha CITydaii, Kora IpOCTPaHCTBO cOOOIeHnit M mpencrasis-
eT coboii MPOU3BONIBHYIO a[TUTHBHYIO TpyIIy, Hanpumep M = Z,".
Hcenonb3yloTes JiBe CTATUCTHUECKH He3aBUCHMbIe XA1I-QYHKIKUK H :
G’*xM - Z, v Hy,:G - M. B 6azoBoii cxeme wudposanus my*
mod p 3amensierest Ha m + Hy(y") 0 M. Bepudukamms mmdposas-
HOro TekcTa (4, f,c,z)ocTaeTca 6e3 U3MEHEHUH, a paciuppoBaHue

6yaeT mpoBoauThes TI0 hopmyne f — H , (h™).

3.3.2. KpunTtocucrema, ocHoBaHHasi Ha ipodaeme {nddn-
Xenamana

Jannas cucrema wmdpoBanus Obuia npejacrasieHa Muluenem
Abpamnoi, Muxupom bemmpom n ®@ummunom Porapsem B pamkax
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esponierickoro npoexkra NESSIE (New European Schemes for
Signatures, Integrity and Encryption). OTa cuctema cromb xe 3¢-
(ekTUBHA, 4TO U cuctema Dib-I"amans, Ho oOnanaer JONOJIHUTENb-
HbIMM CBOkcTBaMH Oe3onacHocTu. bojiee TOro, CTOMKOCTL CUCTEMbI
MOXKeT OBITh JOKa3aHa B MPEATIONOKEHIN O CTOWKOCTH JISKAIIAX B
€€ OCHOBE KpUNTOTpaguIecKUX IPAMHUTHBOB.

JlaHHas kpunTocucTeMa peajinzyeMa Ha OCHOBE JIH0OOH UMKIIK-
YeCKOW TPYMIbL, AT KOTOPOH MOXeT OBITH C(OpMYIHpOBaHA TPO-
omema [lnddu-Xenmmana, HaripuMep, B {Zp*} WIN B TPYIIIIe TOYEK
Ha JIJTMNTHYECKOU KpuBOi (cM. 3.3.5).

CucreMa CTpOUTCS U3 KpUNTOrpaduieckux NpUMUTHBOB HU3KO-
TO YPOBHS: TPYNIOBOH ONEpany, CAMMETPUYHOTO mudpa, PyHK-
U1K XaupoBaHus (cM. 4.3) ¥ anropuTMa BbIUMCIEHHS KOJA ayTeH-
tupukauun coodueHus—umuroscraeku (MAC). CroiikocTs j0Ka-
3bIBAaETCS Ha OCHOBE MPEATIONOKEHHS O CIOKHOCTH PeIeHHsT COOT-
BeTcTBYyIOMIEeH mpobneMsl [uddu-Xenmmana M mpeamonoKeHus: o
CTOMKOCTH BXOJSILIIUX B CXEMY CUMMETPHUYHBIX MPUMHTUBOB.

OnuiieM kpunrorpaduieckue MPUMHUTHBLI, BXOASLINE B CXEMY.

Huxnuueckaa epynna G = {g}. Ms1 OyeM UCTIONB30BATH MYIb-
THUIUIMKATUBHYIO 3aMUCh IPYNIOBOH onepauuu. AJIrOpUTMbI, pealid-
3ylollMe 3Ty onepauuio, OyayT paboraTh ¢ npeocmasieHusMu diie-
MCHTOB TPYMITBI B BUAC OWTOBBIX CTPOK (PUKCUPOBAHHOW TWHBI
glLen O N. Crioco6 koauposanus G — {0, 115" ne dukcupyercs u
MOJKET BHIOMpAThCS, HAPUMep, W3 cooOpaykeHNi 3 (peKTHBHOCTH.

Koo aymenmugurayuu coobujenus no3BOJSET MONb30BATEISAM,
o0najaloluM OOLIIMM CEKPETHLIM KJIIOUOM, BbIpaboTarh GUTOBYIO
CTPOKY I/ ayTeHTU()MKALUMH U MPOBEPKU LETOCTHOCTH JAHHBIX.

IlycTs Msg = {0, 1}" - MPOCTPAHCTBO coO0BIIEeHNIA,
mKey = {0, 1} — npocrpanctso Kitoueii ais Bbiuncienus MAC
s nekoroporo mLen O N, Tag = {0, 11" — Brnouaiolee MHOKe-

CTBO BCceX BO3MOKHBIX 3HaueHuit MAC mms Hekotoporo tLen [1N.
B 3TuXx 0003HauYEHUAX KO/ ayTEHTU(PUKALIMU COODLIEHHUI Npe/cTas-
ngeT coboii mapy anroputmoB MAC = {MAC.gen, MAC.ver}. An-
roput™ reHeparuu MAC ompezernseTcs Kak oToOpakeHre

MAC.gen(k, x): mKey X Msg — Tag

1 MOKET ObITh BEPOITHOCTHBIM.
Aunroputm Bepudukaiun MAC spnsieTcs 0ToOpakeHHeM
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MAC.ver(k, x, T): mKey x Msg x Tag - {0, 1}

co ceoricteom MAC.ver(k, x, MAC.gen(k, x)) = 1.

B kauectBe MAC MOXHO HCTIONB30BATh, HATIpUMeEp, GIOYHBIH
mudp ¢ FOCTATOYHOU ITHHOM OJIOKA U KITFOYa B PEXKAME CICTIICHUS
0J10KOB 1IM(POBAHHOTO TEKCTA,

Cummempuunuvlil wugp NoO3BOJSET NOJb30BaTENsIM, 00Jaaaio-
MIAM OOITUM CEKPETHBIM KITFOUOM, 00ECTICUHTh CEKPETHOCTD. [1ycTh
Msg, Kak U paHee, NpOCTPaHCTBO coobuenuii, eKey = {0, 13" —
TIPOCTPAHCTBO KioUeit [utst Hekotoporo eLen O N, Ctext = {0, 1} —
BKJIOYAIOLIEe MHOXKECTBO BCEX BO3MOXKHBIX 3HAUEHWUH LIM(ppPOBaH-
noro tekcra u Coins = {0, 1}° - MHOXKECTBO CTPOK GECKOHEUHOM
JuinHbl, B atnx o0o3HaueHusx mudp npeacrasiser coboii napy as-
roputMoB SYM = {SYM.enc, SYM.dec}. Anroputm zammdpoBa-
HUS OTIpe/ieNIsIeTes] Kak OTOOpakeHHe

SYM.enc(k, x, r): eKey X Msg x Coins — Ctext
Anropurm pacuiugpoBaHus SBJISETCS OTOOPaKEHHUEM
SYM.dec(k, y): eKey x Ctext — Msg I {BAD},

rae 3HaueHne BAD BbiaeTcs, eciin LIMPPTEKCT ¥ He sBJSIETCs pe-
3yJIBTATOM 3l POBAHNUS HUKAKOTO OTKPBITOTO TEKCTA.
Acummempuuneiit wiugbp. Illycte Msg, Ctext, Coins ompeneieHb
kak u panee, PK [0 {0, 1}*, SK [0 {0, 1}* - MHO>KecTBa OTKPHITHIX U
CEKpeTHbIX KJtoueld. AcUMMeETpWuHbIH 1WKHdp onpeaesseTcsl Kak
Tpoiika JIrOPUTMOB ASYM = {ASYM.enc, ASYM.dec,
ASYM . key}. Anroputm 3ammudpoBaHus SBIIETCS OTOOpakeHUEM

ASYM.enc(pk, x, r): PK X Msg x Coins — Ctext
a paciuhpoBaHUS:
ASYM.enc(sk, y): SK x Ctext — Msg [J {BAD}

ANropuT™M BBIpaOOTKH KITFOUA B KAYECTBE apryMeHTa OepeT CTpo-
ky » UCoins u BeimaeT napy kmoueii (pk, sk) [ PK x SK. Ilpu stom
JIOJIKHO BbINOJIHATBLCA CJlejlytolllee CBOMCTRO:

U (pk, sk): Ur" O Coins: (pk, sk) = ASYM.key(r"), U » O Coins U x
0 Msg ASYM.dec(sk, ASYM.enc(pk, x, r)) = x.

DyuKyust XUUPOBanUs SBISETCS OTOOPaKEHWEM ClIeAYIOLIero

BUJA:
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2ol.e; Len + ele
H: {0’ 1) gL.en N {0’ 1)]!7 en e L}’l.

Tenepb Mbl MOXKEM ONMCaTb KPUNTOrpapUuecKHe MPUMHTHUBBI,
HETIOCPEACTBEHHO COCTABJIAIOIINAE PacCMATPUBAEMYIO KPHUITTOTpa-
tugeckyto cuctemy. ['padudeckn mporiecc 3ammbpoBaHusS Tpea-
cTaBjieH Ha puc. 3.1,

Bce kitoueBbie napbl B JaHHOM allrOpPHUTME BbIOUPAIOTCS Tak Ke,
KaK M B Kpunrocucreme Dib-I"amans, t.€. napa (pk, sk) = (g", v) s
HeKoToporo ciydaiiHoro v. [Ipu oTcbuike cooOimeHus BRIOMpaeTCs
HEKOTOpOe CIy4aiiHOe 3HAYeHHe u# W TOMYYaTeNio OTChUIaeTcs g,
yro ofecrneyuBaeT HesBHbI oOMeH kitouamu no ceme Jluddu-
Xennmana. Takum o6pazom, 3ammdpoBaHHOE COOOINEHUE COCTOUT
W3 OJHOPA30BOTO OTKPBITOTO KITFOYa, TEKCTa, 3alu(poBaHHOTO
CUMMETPUYHBIM LIWPOM, W Kojaa ayTeHTHdUKaLMU cooblIeHMs,
BbipaboOTaHHOIO C nomotikto anropurma MAC.gen.

IIportecc pacmmdpoanns u ayTeHTHDUKaMKA Tpadudecku
npejcTaBiieH Ha puc. 3.2. DJIEMEHTbI IPUHSATOrO COOOLLEHHUS TAKKe
BbIJIEJIEHBI JIBOMHON pamMKOH.

v OTKpBITBI i KITFOY
OJTy UaTesist

g

Breruucnenue

CeKPETHOTO P O6mmee cekpeTHOE
3HaYEHHs! SHa"CHHC
Y
A OMKPbIMbILL MeKcm
u H
l—; SYM.enc
A
ASYM.key macKey | encKey
A
g" tag wugpmexcm
OnHopaz3oBeiit

OTKPBITBI 1 KJTFOY MAC.gen

Puc. 3.2. Tlpouecc 3atndpopanus. J[BolHONH paMKOii BbliE/€HbI
AIIEMEHTHI 3alTH()POBAHHOTO COOOINECHHS.

74



PaccmoTpeHHas Kpunrocucrema SIBJSIETCS CEMAHTHUYECKH CTOM-
KOW M HeleMUMOi. B 4acTHOCTH, HeAETMMOCTD 00CCTICUMBACTCS TEM,
YTO 3HaueHHue g" nojaeTcs Ha BXxoj (YHKUMM XduMpoBanust. Eciu
9TOr0 HE C/eNaTh, TO BO3MOXKHA araka, nojoOHas ONUCaHHOW B II.
3.3.2 na mmdp Onp-I'amans. Jeno B ToMm, 4TO B HEKOTOPHIX rpymmax
(Btrouas Z, ) 3HaucHus g ¥ g’ HEOTHO3HAUHO OMPEICIAIOT 3HAYC-
Hue g". T.e. MOTYT CyIIecTBOBaTh u # ', Takue uto g" = g"”. ITycTh
I=(p— 1)/2. Torna g = -1. Ecau nam aano 3ammbpoBaHHoe cooo-
mwenue EM =g" || encM || tag, TO Mbl CMOX€EM BbIYHCIUTL HOBbI
udpreer, EM' = g || encM |[tag, KoTopslii ¢ GOBIION BEPOSTHO-
CTBIO OyZeT cOOTBETCTBOBATH TOMY K€ CAMOMY OTKPBITOMY TEKCTY.
HYCTI) gu’:gu@_/. B stoMm clydae gu’v — guv@,/v — guvlzg/)v — guvm_l)v’ i
3TO paBHO g TOrJa M TOJILKO TOr/1d, KOIa v — 4eTHOe, T.€. B 10JI0-
BUHE Bcex ciyuyaeB. Takum obpasom, ¢ BeposiTHOCTbIO 1/2 BbivMc-
JICHHBIH A pPTeKCT OyaeT SBIATBCS PE3yIbTATOM 3aIIU(POBAHUS
TOrO e CaMOro UCXOAHOrO TEKCTA.

v CekpeTHblii K04
noJyyaress

Beraucienne 06
uv
CEKpPETHOTO g Hee cekpeTHoe
R — 3HaUEHUe
7y
h 4 " wugpmerxcm "
u
SYM.dec
A4
macKey | encKey
v
v OMKPLIMbIU MEKCm
MAC.ver

1-0OK
0—-BAD

Puc. 3.3. llpouecc paciundpoBanus v ayTeHTUDUKALIMH.
DPPEKTUBHOCTL MPEJIOKEHHONH CXEMbI 10 CYLIECTBY Ta ¥Ke, YTO
n y mmppa One-Iamansg, T.e. anms 3ammdpoBaHus TpeOyrOTCs BE
OTIepaliiy BO3BEICHHS B CTETICHb, a Ui pacin(ppoBaHUS — OMHA.
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Tem cambiM Juis OoJibLIMX COOOLIEHUH CKOPOCTh LiK(poBaHus Oy-
JeT OMpeAensaThcs CKOPOCTBIO PadOTHl CHMMETPHUYHOTO MHUdpa U
aJiropyUTMa BbIYMCIEHUS KOJla ayTeHTU(DUKALIMY COODLLEHUSL,

3.3.3. Kpunrocncrema Pupecra-lllamupa-Aaemana

Cucrema Pusecra-lllamupa-Ajnnemana (Rivest, Shamir, Adleman
— RSA) npeacrasisier coboii kKpunTocucTeMy, CTOMKOCTL KOTOpPO#i
OCHOBaHA Ha CIIOKHOCTH PEIICHHUS 3aJaud Pa3lo>KCHUS YWClia Ha
NpoCTble COMHOKUTENU., KpaTko anroputm MOxKHO onucarb cjie-
JIYIOLLIUM 00pa3oM:

[Monw3oBaTenb A BHIOHpaET Mapy pa3sTHUHBIX TPOCTHIX YHCET pa
U ga , BBIUHCIACT Hp = pPaga W BBHIOWpAcT YUCIO dp, TAKOE YTO
HOJI(dA, d(n24)) = 1, tae ¢(n) — dyHkuus Diinepa (KOIHYECTBO YH-
Cell, MeHbILMX # U B3aUMHO NPOCThiX ¢ 1. Eciiu n=pq, rne p v g —
npocteie yncna, 10 P(n) =(p - 1)(g - 1)). 3aTeM OH BBIUKCISIET Be-
JHYHHY €, Takyto, uTo dalds = 1 (mod ¢(n,)), ¥ pasmernaer B 00-
LIEIOCTYNHON CrpaBouHoi Tabnauue napy (ea, #a), ABJISIOLLYIOCS
OTKPBITBIM K/IHOUOM M0Jj1b30BaTe1s1 A,

Tenepb nonk3oBatens B, jkenas nepeaath cooOIeHHE MONb30Ba-
TEMO A, MPEICTABIISET UCXOTHBIH TEKCT

X = (X0, X1, .o, Xp_1), XU Z,, 0 <7 <n,
10 OCHOBAHUIO 7IA:
N= Co+Cl I’IA+....

IMonp3oBatens B 3aHJH(bp0BBIBaeT TEKCT MpHU nepeaave ero nojb-

soBaresto A, npumensis K koapuuuenram ¢; orobpaenne E, ,

Eo o n e c®A(modny ),

rory4as 3amudposanHoe coodierre N'. B cumy BeiOopa awmcen da
H e,, oToOpaxenue E, , SBIAETCS B3aMMHO OXHO3HAYHBIM, U 00-

PaTHBIM K HEMY OyZeT OToOpaKeHHe
Egymy ret - A (modny)

[onw3oBaTens A MPOU3BOOUT paciiug)pOBAHUC TOTYUEHHOTO CO-
U
obwenus N', mpumensist Ey, ,
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Jis Toro utoObl HAlWTU OTOOpAXKEHUE Eg iy » obparHoe 1o oT-

HOWeHWIO K E, , , TpeOyeTcs 3HAHHC MHOXKHTENCH 1A = paga.

Bpemst BBIMIOTHEHUS HAUTYUITAX W3 MW3BECTHBIX AMTOPUTMOB Pa3iio-
keHus mpu 12 > 10" Ha ceromHALIHMI NeHb BBIXOAUT 3a MPENeIbl
COBPEMEHHbBIX TEXHOJOIMMUYECKUX BO3MOXKHOCTEH.

CyliecTByeT BapuaHT KpUNTOCHCTEMbI RSA, B KOTOpOi#i BMecTO
byHkumK Diniepa ucnonbsyercs Gyukuus Kapmaiikna A, rae A(n) —
HaUMEHBIIIee TeJIoe f, TAKOE YTO IS JIFOOOTO TEeNoro X, B3auMHO
npocToro ¢ #, BeimonHsgercsa x' = 1 mod 7. Eciu # BEIOUpaeTcs Tak,
Kak ommcaHo Bbimre, To A(n) = HOK(p — 1, g — 1)

3.3.4. Kpuntocucremsl Meprias-Xeaimana n Xopa-Pusecra

Kpunrocucremer Mepkins-Xeanmana u Xopa-Pusecta 0CHOBaHBI
Ha UCMOJIL30BAHUM OJIHOCTOPOHHEH (YHKLIMH, U3BECTHOH MNoj| Ha-
3BaHUEM "3a7aua YKJIaJKH PIOK3aKa.

[Tycte umeercst # OOBEKTOB, TaK YTO MOXKHO COCTaBUTH -
KoMmnoHeHTHbIH BekTop f, Tak 4to i-H komnoHenT f npeacrapaser
coboii Mecto, 3aHuMaemoe i-M oObekToM. Mmeercs prok3ak oOLuM
obremom K.

Teneps 3amady yKIaaky proK3aka MOXKET ObITh chopMyIHMpoBaHa
cieayouuM odpazom: nam aaubl f u K, u Tpebyercs Haiith Guro-
Bbili BekTOp X, Takoi uto fx=K. JlokaszaHo, uro He cyuiecTByeT dd¢-
¢exTBHOTO anroputma BbuucieHus X no f u K B obmem ciaydae.
Takum 00pazom, Mbl MOXKEM UCIoJb30BaTh BekTop f 11 wmdposa-
HUsl #-OMTOBOrO COOOUICHHUSI X NMYTEM BbIUMCIEHUS MPOW3BEACHHUS
K=fx.

Baxxno ormetuts, uto BeiOOp f spasercs kputnieckum. Hanpu-
Mep, npeanoioxum, uro f BoiOupaercst B BUae cynepBo3pacTrarouien
nocae0BaTeIbHOCTH. B 310l cutyauuu mist 1ro0oro i

i—1

fl > ij :
J=1

B atom cimyuae nipn naHHbIX f 1 K BEIUACIUTE X O4€HB MPOCTO.
Mol nposepum, sipnsiercst au K 6osbLIMM, YeM MocieHUH dJIeMeHT
f, u ecau na, TOo MBI AenaeM NOCAeAHUN dNEeMEeHT X paBHbIM 1, BbIUH-
TaeM 3TO 3HavyeHue u3 K M peKypcHBHO pelaeM MEHbIIYHO Mpoliie-
My. OTOT MeToj paboTaeT, nockobKy koraa K Gonblue nocneaHero
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anemenTa f, naxe eciiv Mbl BbiOepem x=(1 1 1 ... 1 0), To npousse-
neane fX Bce paBHO OydeT CIHIUKOM MaJleHBKHMM, Oraromaps ToMmy,
4YTO MOC/e0BaTeNIbHOCTL cynepBo3pactaioiias. Takum obpazom,
Mbl JIOJDKHBI BbIOWpaTh 1 B nocie HeH No3UuLMU X.

ScHo, uto BBIOOP f OUCHB BaKeH — B 3aBUCHUMOCTH OT f MBI MO-
JKEM TONYYHUTh, 8 MOXKEM M HE MOJIYYHTh OOHOCTOPOHHIOK (PYHK-
uuio. OaHaKo, MIMEHHO CYLIIECTBOBAaHHWE ITOrO MPOCTOro ciayqas mno-
3BOJIACT HAM CO3aTh (PYHKLUHUIO-TIOBYILIKY, KOTOPYIO MBI MOXKEM HC-
MOJB30BATH AJIS IOCTPOCHUS. KPUNITOCUCTEMBI C OTKPBITBIM KITFOYOM.

Ilonab3oBaTtenb A mosyyaeT CBOI OTKPLITHIH KITIOY CIIEAYIOLINM
obpa3zom:

1. Bribupaer cymepBo3pacTaroilyio MociaeaoBaTenbHOCTh f

npumepHo u3 100 anemeHTOB;

2. Boibupaer cnyuaiiHoe uesioe m, OoJibluee CyMMbl dlie-

McHTOB f';

3. Bribupaer apyroe ciydaiiHoe 1eaoe w, B3aUMHO TIPOCTOE

cm.

4.  Tenepb Bbluncnserca f'' ymMHOXKeHUEM KayKa0ro KOMIO-

HeHTa ' Ha W IO MOZYJIFO 113
f'' = f'w (mod m)
5. W HakoHeu, npoBoauTcs cilyyaiiHas nepecraHoBka P ane-
MeHTOB f'' 4714 mony4yeHus: OTKpbITOro Kitoya f.

Teneps A packpbiBaeT katod f u gepxurt B cekpete f', m, w u P.

Korna nonb3opareis B xouer nociars A coobuigHue (GUTOBBINM
BEKTOp) X, OH BeIUMCIgeT S = fX M MochIaeT 3TO BEIUUCICHHOE S.
Ecnu nannas cucrema sBsieTcsl CTOMKOM, TOrga IS BHEIHETO Ha-
o6moparens C Bbluuciienwe X o S v nydauuHomy kitouy f Oyaer
JKBHBAJICHTHO PELeHHIO 3a/1a4M prok3aka B obiiem ciy4dae. Jlonyc-
THM, YTO TIPEANONIOKEHHE O CTOHKOCTH BepHO. B 3TOM ciydae, xoTs
C He moxker paciuudpopars cooblueHUe, A MOXKET 3TO CJIeNarh,
MPUMEHssl CeKPETHbIE 3HAYEeHHs, KOTOpble OHa MCMOJb30Bana MpH
BbBIYMCICHUM f.

ITonw3oBaTenap A MOKET BBIUYMCIHUTH S =f'X, TAK 4TO OHa CMOKET
PelINTh 33/1a4y pIOK3aka B ciyvae cynepBo3pacTaiolied nocaeaona-
TeNbHOCTH. Beruncnienne S’ Npou3BOAUTCS CISAYIOLIMM 00Pa3OM.
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S Z,-',-\ ;modm - w_IZw,-'\ modm -

1

7
Cw! Z, ;modm - w'Smodm
7

Takum 00pazom, A NpocTO YMHOXKAET S HA MYJILTUINIMKATUBHOE
o0paTHOe W IO MOIYJIIO /1, a 3aTeM pellaeT 3aJauy proK3aKa B CIIy-
yae cymnepBo3pacTarolleid nocnenosaredbHocTH {7, W Temepp oHa
CMOXET MPOUYNTATL COOOLIEHUE.

Ilpn nonydenuu kiroHa Mbl HauMHAEM C CyNepBO3pacTarollei
MOCIIEOBATENBHOCTH M 3aTEM CKpPBIBAEM MMEIOIIYIOCA B HEU CTPYK-
Typy. Jlpyrumu cioBamu, NMOCTpOEHHas MOC/ieA0BaTeNbHOCTh Bbl-
MJISJIMT TaK, YTO B HeM HET HUKakoM cTpykTypbl. Ho cucrema mosxer
OBITH clleaHa ere Oollee CTOMKOM (MK, TIO KpaliHel Mepe, Tak 0y-
JIeT Ka3aTbesd) MyTeM MOBTOPEHHS 3TOTO Mpoliecca CKPBITHSA CTPYK-
Typbl. Ecnu Mbl BbIGEepeM Apyrue m v w, TOrAa Mbl CMOXKEM MOCTPO-
WTH HOBBIH OTKPBITBHIM KJIFO4, KOTOPBIM HE MOXKET OBITh MOCTPOECH ¢
WCTIONIb30BAaHUEM ©OUHCTBCHHOM mapel (77, w). Mbl MOKeM MOBTO-
pPATH DTO CHOBA M CHOBA, W CUCTEMa BBLINISAUT Bce Oosiee U OoJee
CTOHKOM ¢ KaxxJ10l uTepauue.

B 1982 r Oau lamMup OTKPBIT aTaky Ha KPUOTOCUCTEMY, HC-
NOJIB3YIOLLYIO OJHY MTepauuio. DTO OKa3ajoCh HAuyajloM MaAeHUs
CHUCTEM, OCHOBAHHbIX Ha 3ajjaue proK3aka.

HomycTuM, 4TO mepecTaHOBKa He mpuMeHdercd, Tak 4to ' = f.
Torna mng moboro i

f,=f,wmodm

[To onpeneneHuto MO1yJIbHON KOHIPYIHTHOCTH JIOJXKEH CYLIECT-
BOBaTh BeKTOP K, Takoki uto s atoboro i

uf,— mk,' = f',‘

rae ¥ — 3TO MYJIbTUIUTMKATHBHOE OOpaTHOE K W 1O MOIYJIIO i1
(HarmoMHKM, YTO Mbl BLIOUpPAH M U W B3aUMHO MPOCTbIMH, TaK UTO
3TO0 00paTHoe cymiecTByeT). [locie 3Toro B pesynprare OeJeHUs MO-
TyJyaem:

=

f'

K _ T
f; fm

3=
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ITockosibKy m OveHb BEJIMKO, BbIpaXKeHHe cripapa OyaeT o4YeHb
MaJICHBKHM, TIO3TOMY MOKOMMOHEHTHOe dacTHoe K u f Omusko k
w/m. [loncrapnsist BMecTo i 1 M BbIYMTAS W3 MEPBOHAYANBHOrO Ypap-
HEeHHS, NOJYUUM:

k| _|r
f. fi| |mf, mf)

nOCKOﬂbe 00€e BeIUUYUHDI ClipaBa NnoJiIoKHUTEJ/IbHbI U BblYUTAC-
MOE€ OUCHb MaJIO, Mbl MO2KEM 3alucCarhb:

k; f;

7 —ﬂ < 1

Takoke 3ameTuM, 4TO nockosbky f' cynepsospacraromas, Kax-
AL 3JIEMEHT JOJDKEH OBITh MEHBIIE TIOJOBHHBI CIIELYIOLIETO, IO~
3TOMY I IFOGOT0 i HMEEM:

f.<m@"”
Janee MBI MOJKEM 3aIIACATH:

ki _ﬁ y 2i—n

ff f

1

[Mocne HecmoKHBIX TTPe0OPa30BaHUN TOTYJACM:
kO -k O] <f, 2"

Oxa3zbIBaeTcsi, YTO MOCKOIBKY f OTKpPBIT, BCEro JIUIIb HECKOIBKO
9THUX HEepPaBEHCTB (TPHU WM ueTbipe) OJIHO3HAYHO omnpeaesstor k.
OTU HEPaBEHCTBA OTHOCATCS K 00JACTH LETOYMCICHHOTO Tporpam-
MHUPOBaHMSA, MO3TOMY Kk MOXKHO OBICTPO HAaWTH, HAIIPUMEDP, C MTOMO-
ibto anropurMa Jlenctpol. A ecnu Mol 3HaeM K, To Mbl MOkeM Jier-
KO PacKpbITh CHCTEMY.

JonycTiM, 4TO MBI BBITIOJHUM niepecTaHoBKY f 1o omyOnnkoBa-
Hud, T.c. P He sBngercs nnentndnoi. [lockonbky HaM Hy>KHBI TOJTb-
Ko nepebie 3 unu 4 snementa k, Mbl MOxeM npocTo nepedpars Bee
BapHaHTBI, KOJMYECTBO KOTOPBIX OMpeAessieTcss TPEeThbeH WM YeT-
BEPTOH CTEMEHBIO pa3MepHOCTH K.

B nanbHeiiinem Obuid pa3zpaboTaHbl METO/BI BCKPbITHS CUCTEM,
UCIOJIL3YIOLIMX HECKOJILKO UTEpallkii, W B HacTosilee Bpems Jiodas
cucTeMa, UCHOMb3YIOLas MOIYIbHOS YMHOKEHHE ISl CKPBITHS JIeT-
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KO pa3peuluMoi 3ajaud prok3aka, MOxKeT ObiTh 3(deKkTHBHO pac-
KpbiTa. OOHAKO, PACCMOTPEHHBI METOA HE SBISCTCA €IWHCTBCH-
HbIM CMOCOOOM NPUMEHEHHUS 3a/1a4u PIoK3aKa B KpunrTorpaduu.

B 1986 r. ben-1{yon Xop npeayioxkun KpUNTOCUCTEMY, Ha CEro-
JHSAIIHUM IeHb €AMHCTBEHHYIO, HE MCTIONB3YIOILYIO MOAYJIBHOE YM-
HOXCHHME IJI1 CKPBITHA MPOCTON 3aJayd YKIagKW PrOK3aKa. 3To
TaK)k€ €AMHCTBEHHas cHhcTemMa, OCHOBaHHAs Ha 3ajaye YKJIaaKu
PIOK3aKa, KOTOpasi He pacKphITa.

Bo-nepBbix, oTMeTHM, 4TO Jt00as cyrnepBo3pacTaroiias nociaeao-
BaTEJIbHOCTb JIOJKHA PAacTH JKCMOHEHLMANbHO, MOCKOJIbKY MHUHH-
MajlbHasl CyrnepBO3pacTarollasi Mocjae0BaTebHOCTb — 3TO CTENEeHH
IBOWKH. BO-BTOPBIX, OTMETHM, YTO MPUYMHA, MO KOTOPOH HCMOJb-
3YIOTCS CYNEepPBO3pacTatOlLMe 10CIe10BATEIbHOCTH 3aKJII0UYAeTCsl B
TOM, UTO JIt00as A-3JleMeHTHasi cymma W3 Hee YHUKaibHa. J[pyrumu
CJIOBaMHM, €I Mbl MPEICTABUM Hallly MOCIEeIOBAaTeIbHOCTh B BHIC
BekTopa f, pyHKIMA ckangpHoro npousBencHus f Ha OUTOBBIN Bek-
Top X Oy/AeT OAHO3HAYHA U NOATOMY MOXKeT ObiTh oOpaineHa. Ho
OKa3bIBAETCS BO3MOYKHBIM MOCTPOUTHL MOCIEI0BATEILHOCTD, PacTy-
LIYEO TOJBKO MOJMHOMHAIBHO, HO COXPAaHSIOLIYI0 CBOMCTBO €IWH-
CTBEHHOCTH A-27eMeHTHbIX cyMM. KoHeTpykiiusi Takoli noclenosa-
TeAbHOCTH Obla onybukoraHa B 1962 .

IIycts GF(p) — mofnie TeNBIX YKCeN M0 MOAYIIO MPOCTOTO YHCia
p, H GF(p/’) — pacIIupeHHe cTelleHH /i OCHOBHOTO Toms. Takoke
nycTh 1 — BEKTOP, BCE 2JIeMEHThbI KOTOPOro paBHbI 1.

C ¢opManbHON TOYKM 3PEHUS] MBI CTPOUM MOCIEAOBATEIBHOCTD
JUTUHBI p, TAKYEO 4TO A arodoro i ot 0 mo p — 1

l<a<p'-1

Y JI1S KQKABIX Pa3IMYHbIX X, ¥, TAKUX 4To X*¥1 =y*1 = h, x*a n y*a
TAKXKe JIOJKHbI ObITh Pa3auuHbl. Mbl MOXKEM NPEACTaBIISATh BEKTOPbI
X Uy Kak OUTORBIE (T.e. comeprkartue Toibko 0 1 1).

Hanee mocTpoeHue MpOBOOUTCA AOBOJIBHO MPOCTO. Bo-mepBhix,
BbIOEpEM ¢ — anreOpanueckuil anemeHT crenend h Han GF(p), T.e.
MHHUMaJIbHBIA MHOrousieH ¢ koddduuuentamu u3z GF(p), kopHem
KOTOPOTO ABJIsieTCA ¢, MMeeT cTerieHb /. [lanee BeIOepeM g — MYJib-
THIUIMKATHBHBIN reHepatop (MpUMUTHBHLIA dnement) nons GF(p"),
T.e. IS KAX0ro snementa x u3 GF(p") (kpome Hyns) cylecTsyer
HEKOTOpOE i, TAKOE, YTO g B CTCTICHH | OyAeT PaBHO X.

Teneps paccMoTpuM anAUTUBHBIN cOBUT GF(p), T.6. MHOKECTBO

81

t+GFE(p)={t+i|0<i<p—1}0GFQp"

IlycTb kax bl 25ieMeHT BekTOpa a OyeT jorapudMoM 1o OCHO-

BAHUIO g COOTBETCTBYIOLIETO 3eMeHTa U3 1+GF(p):
a; = log,(t+i)

Mbl 10JKHbBI IPOBEPUTDH, UTO A, ONPeeeHHas Mo 00HbIM 00pa-
30M, YJIOBJIETBOPSET 3aJaHHbIM CBOHCTBaM. ONpeaeneHHO, KaKAbId
37IEMEHT B a OyAeT JieXKaTh B 3aJaHHOM [Mama3oHe, MOCKOIbKY g
nopoxxknaer GF(p,h). Tenepb nyctb y Hac ecTb pas3jvuHbie X H Y,
Takue 4to X*1 = y*1 = h, Ho x*a = y*a. Torna, BO3B0/isl g B CTENEHb
x*a 1 y*a, monyuum:

pl pl
2 Xid; Yid;
gi=0 = gi=0

IToaTOMy MBI Tak)Ke MOXKEM 3arucarb

p-1 p-1

a. X a. .
[ ="
i=0 i=0

" Jajnee
p-l p-l
[evom =Tesn".
i=0 i=0

Tenepb 3ameTuM, UTO Npou3BeeHHE B 00eHX YacTIX HepaBeHCT-
Ba Npe/cTayiseT cO00H NPUBEICHHbIH MHOTOYIEH OT { CTEeneHu A.
HubiMu cioBamu, eciid ObI MBI BEIMUCTHIN 004 3TUX MPOU3BEICHUS
W 3aMCHWJIM 3Ha4deHUe ! (OpMalbHBIM MapamMeTpoM, Hamnpumep, z,
TOrjJla CTaplliiM YICHOM Ha KaX10d CTOpOHe Obul Obl X B CTENEHU A
¢ ko3¢ puurenToM 1. MBI 3HaeM, 4TO €cIM Mbl TIOACTABAM 3HAUCHHE
! BMECTO Z, TO 3HAYECHHUS 3TUX ABYX MOJUHOMOB OymyT paBHbL llo-
3TOMY BBbIUTEM OJIMH M3 JIpYroro, crapuide wieHbl COKparsiTcs, U
€CJIM Mbl MOJCTaBUM £, TO MojyuumM 0. Mpl NOJYUWIIH MOJUHOM CTe-
neHu A1, KopHEM KOTOporo siBaseTcs ¢. Ho 3To mpoTuBOpeuHT TO-
MY, 4TO Mbl BbIOpasM ¢ anredOpanyeckum dyieMeHToM crenenu A. Ta-
KHM 00pa3om, J10Ka3aTejbCTBO 3aKOHUEHO U MOCTPOSHHE KOPPEKT-
HO.

Xop pazpaboTan METOA MCIONIB30BAHUS JAHHOTO TMOCTPOCHUS B
KayecTBe OCHOBbI KpunTocucTeMbl. KpaTko oH 3akiiouaercs B cie-
ayroueM. Mel BeIOUpaeM p v i TOCTaTOYHO MAJICHBKUMHU, YTOOBI MBI
MOTTI BHIYUCIATH TUCKPETHBIE JOTapu(pMbl B GF(ph). Xop peko-
MeHayeT p oxodo 200, a /# okosio 25. 3atem Mbl BbIOWpaem £ U g Kak
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VKa3aHo Bbilie. JIsi Kakaoro u3 HUX OyeT MHOTO BaApPUAHTOB, U Mbl
MO>KEM MPOCTO MPOMU3BECTH CydaiHbIi BeIOOp (B melicTBUTENBHO-
cTH, Oy/IeT Tak MHOro nap <t,g>, 4To O4YeHb 0OJIbLIOE KOJIMUYECTBO
noJib30BaTeeil MOryT UCMOJL30BaTh OJIMHAKOBbLIE p U A, U BEpOSIT-
HOCTB TOTO, YTO ABa IOJB30BATENA BHIOCPYT OOMHAKOBBIC KIFOUH,
OyzeT nmpeHeOpekUMO Mana.). 3aTeM MBI CllefyeM KOHCTpYKImU bo-
y3a-Yoyna. Mbi Bblunciisiem jorapudmMbl 0 OCHOBAHUIO g OT [+ Jisl
KaXIoro i, 9To AgacT HaMm a. HakoHew, Mbl BBIOMpaeM CIy4aiiHyo
MEPECTaHOBKY 4, KOTOpasi U OyneT HalNM KITFoUoM. MBI yOIuKyeM
pe3ysibTaT NepecTaHoBKH a BMecTe C p W /. BesnuuuHsbl £, ¢ u uc-
NoJIb30BaHHAS EPECTAHOBKA OCTAIOTCS B CEKpeTe.

Uro6sl mocnaTh coodinenne A, B ipocTo GepeT cBoe coobineHue
¥ BblunciisieT S =x*a. B IeHCTBUTEILHOCTH, 3TO HE TaK YK W Mpo-
CTO, MOCKOJIbKY COOOLIEHUE JOKHO ObITh JUIMHOH p OWUT W JIONKHO
ObITE X*1 = A, HO XOp TpeAcTaBUI JOBOJIBHO NPIMOIUHECHHBIN Me-
TOI MpeoOpa3zoBaHUs HEOTPAHUUCHHON OMTOBOM CTPOKH B HECKOJb-
KO OJIOKOB, Kax/Iblii W3 KOTOPbIX WMeeT Tpebyemyio dopmy. A no-
ayuaet S. OH BO3BOAUT g B CTeneHb S M BbIpAKAET pe3yJibTaT B BUE
TOJTMHOMA OT f cTeTieHn A ¢ ko3ddummentamu 3z GF(p). Hanee on
BBIYUCIISIET # KOPHEH 3TOrO MOJIMHOMA, 3aTeM MPUMEHsIeT 00paTHYIO
NOJICTAHOBKY M MOJNY4aeT MHJEKChl JJIEMEHTOB B X, COJepKallux
CAMHULBL.

HHTepecHO OTMETUTB, YTO €cl KTO-TMOO OTKpoeT 3(h(eKTHB-
HbIF METOJ] BbIUMCIEHHS AUCKPETHBIX JIOrapugMOB, TO Takoil anro-
PUTM HE TOJBKO HE TIOMOXKET BCKPBITH 3TY CUCTEMY, HO M OOJIeryuT
TeHEPaLMIO KIOYel, TaK KaK MPH 3TOM Mbl JO/DKHBI BBIYHMCISTH
JIUCKPETHbIE JIOrapuQMbl.

Jlo HacTosilero BpemeHu He Oblio OnyOJMKOBAHO HH OJIHOTO
3 PEKTUBHOTO METOAA BCKPBITHA 3TOM CUCTEMBI TIPU 3HAHUW TOJIBKO
OTKPBITOrO KJI0YA.

3.3.5. KpunTtocucreMsl, 0CHOBaHHbIE HA YITHNTHYECKHX KPH-
BBIX

PaccmoTpeHHas Bbillle kKpUnTocucTema Jib-1'amans ocHoBaHa Ha
TOM, YTO TpodieMa JorapupMUpOBaHHUs B KOHECUHOM TIPOCTOM TOJIE
SIBJISIETCS CJIOJKHOM € BBIYUCIAUTENILHONW TOUKH 3peHus. OJIHaKo, KO-
HeuHble TMOoJsl SBJSIIOTCS HE EAMHCTBEHHLIMH alredpanyuyecKumu
CTPYKTYpaMH, B KOTOPBIX MOXKeET OBITH MOCTAaBICHA 3aJada BBIUHC-
neHust auckpetrHoro yorapudma. B 1985 romy Kobmmm u Mummep
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HEe3aBUCUMO Jpyr OT Jpyra Npeajio’khiv WUCMOoJIb30BaTh A Mo-
CTPOCHUSI KPUINTOCUCTEM alreOpanydecKue CTPYKTYpbI, OMpenesicH-
Hbl€ Ha MHOKECTBE TOUEK Ha JJIMNTUYECKUX KpPUBbIX. MbI pac-
CMOTPHUM cllyyad OMpeAeseHUs JUIMNTHYECKHMX KPHUBBIX Haj Npo-
CTBIMH TIOJISIMU [ aiTya pOU3BONBHOM XapaKTEpUCTUKH W HAJ MOJIs-
mu ["anya xapaktepucTuku 2.

Onpeoenenue 3.2. Ilycte p > 3 — npoctoe uncno. Ilycts a, b U
GF(p) Takue, uto 4a” + 27b* # 0. DaaunTHueckoil kpuBoil £ Han
rorieM G F(p) Ha3bIBaeTCS MHOYKECTBO PellieHut (X, y) YypaBHeHUS

yV=x+ax+b 3.1

Han noneMm GF(p) BMecTe ¢ JIOMOJIHATENBHON TOUYKOM ©, Ha3bIBae-
MOI mouxoll 6 beckoneunocmu Wi uyieoi mouxoi O (NocKoJbKy
3Ta TOYKA BBIMOJHAET POJb HEUTPaNTbHOTO 3JEMEHTAa B TPYIIEC TO-
YeKk).

ITpencrapieHue IUNTHUECKON KPUBOH B BUJIe ypaBHeHus (3.1)
HOCHT Ha3BaHUE 2/LIUAMUYECKOI KpUBoil 8 (hopme Beliepuumpacca.

O0603HaUMM KOIMYECTBO TOUCK HA SIUTUIITUYCCKON KpUBOH £ de-
pe3 #E. Teopema Xacce rinacut, uro #E=p + 1 — ¢, rae

| <24q .

#E HasbiBaeTCs nopsokom KpuBoi E, a { — ciiedom Kpusoii E.
3amaauM OWHApHYIO omepaiio Ha F (B alJWTHBHON 3arucH)
CITEAYIOIIMMH TIPABHIAMU:
(i) 00 + 00 = 00;
(i) Oy OE (x,y)+eo=(xp);
("1) D(x’y)DE’ (X,J/)"‘(xa_J/):‘x’;
(iv) UG, y) OE, (x2, y2) U E, X1 # X2, (X1, Y1) + (X2, ) =
(x3, y3), rae

X3 = )\2 — X1 — X,
V3= NxX1 —X3) = y1, 1

A=22"N
X2 T X1
(v) O (1, yi) U E, 1 £ 0, (x1, y1) + (x1, 1) = (x3, ¥3), TAKe
X3 = )\2 — 2)(71,

»n= )\(x1 —X3) —Via
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_ 3x12 +a
2y

A

MHOXecTBO TOYEK HIUIMITHYCCKON KPUBOH £ ¢ 3aJaHHOHN TakuM
oOpa3om onepatyeii obpasyer abesieBy rpynimy.

Ecmm #E = p + 1, To kpuBas £ Ha3bIBACTCH CYHEPCUHEYIAPHOUL.

DnmunTrYecKkas He SBISIOLIAscs CYMEePCUHTYJIAPHON KpuBas F
Haja nosiem GF(2™) xapakrepucTuku 2 3ajaercs clieayomum odpa-
30M.

Onpeoenenue 3.3. llycts m > 3 — uenoe uucino. llycrs a, b O
GF(22™), b # 0. DanunTuueckoii kpusoii E Han nonem GF(2™) Hasbl-
BaeTCs MHOYKECTBO pelleHuH (X, ) ypaBHeHUs!

VHxy=x+ax’ +b (3.2)

Haa nojaeM GF(2") BMecTe ¢ JOMONMHUTENBHOM TOUKOM 00, Ha3bIBaE-
MO mouKoil 8 6eCKOHEeYHOCHI.

KonuuecTBo TOuek Ha KpUBOil £ Takoke OMpeessseTcs TeopeMoii
Xacce:

GgH+1-2q <#E<q+1+2)q,

rae g = 2". Bonee Toro, #E 4eTHO.

Oneparys crnokeHus Ha F B 9TOM cliydae 3aJaeTcsl clieTyOIUMA
npaBujiamMmu;

() 00 + 00 = 00;

(i)  UEUE, (x,p) +o=(x,);

(i) U UE, (x,p)+(x,x+y) =00

(iv) O (e, 1) O E, (p, o) O E, X1 Z x5, (x1, 1) + (X2, 0) =

(x3, y3), THE

=N +A+x +xta,
Vi=Nx;tx3) a3ty |

A= Yit» .
X +x
(V) 0 (xbyl) DE’ X1 Z 09 (x19y1)+(x1’y1):(x3’y3)9 rae
X3 :x12 +i25
X
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y3=xt +O+Dxs u

)\=X1+ﬂ.

X1

B 3TOM ciiyyae MHOXKECTBO TOYEK 3JIMIITUUECKON KpuBOi E ¢
3aJaHHOM TakuM oOpa3oMm omepanueil Tarke oOpasyer abeseBy
rpynmny.

I'pynna Touek Ha KPUBOH UMEET NPOCTYIO CTPYKTYPY, & UMEHHO
OHa sBiseTca abeneBod rpymnmoit panra 1 wmm 2, T.e. u3oMopdHa
IPSIMOMY MPOU3BEACHUIO [BYX LHMKIMYCCKUX TPymN Z, XZ, , The

M| U 1, — LIeNble YUCIa, Hy ACTHT 1| U My JeNUT ¢ — 1, Tae ¢ — mops-
JIOK 11011 KO3 (DUUMEHTOB, PU 3TOM 1] MOKET ObITh paBHO 1. UH-
JIEKC MOATPYMIBl Z, B IPYIIE TOYEK HAa3bIBAIOT Kopakmopom 57-

JIANTUYECKOU KPUBOH.

ITonp3ysck onepanmeii clnokeHUs TOUEK HA KPUBOM, MOYKHO €c-
TECTBEHHbLIM 00pa30M ONpeAESUTh ONEPALMI0 YMHOXKEHHSI TOUKU P
U £ Ha npou3BOJIbHOE LIEJI0€ YUCJIO 7!

nP=P+P+ .. +P,

r7e onepanys CI0KEHHs BBIMOIHACTCS 1 Pas.

Tenepb OCTPOUM OJHOCTOPOHHIOK (PYHKLHMIO, HA OCHOBE KOTO-
poli MOXKHO OyeT co3aaTh KpUNnTorpaduiecKyto CHCTEMY.

Ilyctb £ — snnunTuvieckas kpusas, P [J £ — Touka Ha 3TOU Kpu-
BoW. BeiOepem wuenoe uuciio n < #E. Torna B kauectBe npsiMou
¢yHKkuMu BeiOepeM mpousBencHue #nP. s ero BEIYUCICHUS 110 OTI-
TUMAJILHOMY ajropurmy norpebyercs He Gonee 2[bgn onepauuii
cnoskeHns. OOpaTHyr0 3agady copMyIupyeM cleoyrommM obpa-
30M: MO 3aJaHHBIM IUTHIITHYeCKOW KpuBoi £, Touke P [ £ u mpo-
u3BeneHNo nP HaliTh n. B HacTosimee BpemMs Bce U3BECTHBIC aJIroO-
PUTMbI pellieHHsl OTOH 3a/aun TPeOYIOT IKCIIOHEHLIMAJILHOTO BpeMe-
HHU.

Temepp MBI MOKEM ONHCATh KpUNTOrpapUuCcKU MPOTOKOI,
aHaJIOrMYHbIA W3BeCTHOMY npotokony Jlnddu-Xennmana. Jlns ye-
TaHOBJICHHWs 3alllMLIEHHON CBA3M /1Ba nonb3osarens A u B coBmect-
HO BBIOMPAIOT 3JUTMNTHYECKYIO KpUBYIO £ 1 Touky P Ha Hell. 3aTem
KaX/IbIA W3 [10JIb30BaTENICH BLIOUPAET CBOE CEKPETHOE LIEI0€ UUCIIO,
COOTBETCTBEHHO @ U b. llonb3oBaTens A BblUMCASIET NPOU3BEIEHHE
aP, a monp3oBatens B — bP. Jlanee oHH 0OOMEHHMBAIOTCS BBIYHCIICH-
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HbIMU 3HauYeHUsiMU. Tlpy aTOM NnapameTpbl camoil KpUBOH, KOOpAU-
HATBI TOUKH Ha HEW W 3HAUEHWS MPOMU3BENCHUN ABISAIOTCSA OTKPBITHI-
MM M MOTYT MepeaaBaThcs Mo He3allUUIeHHbIM KaHajliaM CBA3M. 3a-
TeM MoJib30BaTesib A YMHOKAeT Mony4eHHOe 3HaUEeHHE Ha d, a MOJb-
30BaTeNls B yMHOXaeT momyueHHOe WM 3HaucHHe Ha b. B cumy
CBOWCTB onepailiu YMHOXeHHs Ha uucio alBP = = pldP. Takum 06-
paszoM, oba moIbp30BaTeNs MOTyvaT o0LIiee CEeKPEeTHOE 3HAYCHUE (KO-
OpAMHATBI TOUKH abP), KOTOpOE OHW MOTYT KCMOJIb30BAThL JAJIS MO-
AydeHus: kmoua wmudpoBaHus. OTMETHM, YTO 3JI0YMBILIIEHHUKY
JUTA BOCCTAHOBJICHUSI KJIHOYa MOTPeOyeTCs PELIUTh CIOKHYIO C BbE
YUCTUTEIBHON TOUKH 3peHHS 3a1ady ONpeNeNieHUs a U b 1o U3BeCT-
HbiM E, P, aP v bP.
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4. 3JIEKTPOHHBIE HU®POBBIE INIOAIINCHA

4.1. ITocTaHoOBKA 3a0a9H

llepenaua coobueHust omnpasumenem (nojw3osarenb A) noiuy-
yameso (nonb3oeareis B) npeanosiaraer nepeaauy JaHHbIX, N1o0y-
JKIAFOMIYIO TIONB30BaTelNeli K orpesieieHHbIM AeticteuaM. [lepenada
TMAHHBIX MOKET TIPEJICTABIIATE co00it Tiepenady hOHIOB MK Iy OaH-
KaMu, MPOAaXy akuuid uiu objuraumii Ha aBTOMATU3WPOBAHHBIM
pBIHKE, a TakXKe Mepefady MPUKa30B (CUTHAJIOB) MO KaHAIaM BIIeK-
TPOCBSI3U. YUACTHUKM HYXIAIOTCS B 3alllUTE OT MHOXKECTBA 3JIOHA-
MEPEHHBIX JACHCTBUM, K KOTOPbIM OTHOCSTCS:

- omKas (pene2amcmso) — OTNPABUTENb BMNOCIEICTBUH OTKa-

3BIBAETCS OT MePeAaHHOTO COOOITICHUS,

- hanvcugpuxayus — nojayyaresib N0 I€bIBAECT COOOLIEHUE;

- u3Mmewnenue — NoJlyyaTesb BHOCUT U3MEHEHHSI B COOOLIEHUE;

- MACKUpPOSKA — HAPYIIATENb MacKupyercs MO APYyroro

TTOJTE30BATEISI.

s Bepudukauum (noareepixeHus) coodbuienus M (nosb3oea-
Teab A — nonb3opareiio B) HeoOxoaumo crieaytoliee:

1. OtopaButens (monap3oBatens A) AOTKEH BHecTd B M mog-
MUCh, COJEPIKALILYIO JOMOJHUTEbHYIO UH(DOPMALIMIO, 3aBUCSILILYIO
or M u, B o0uleM ciiyuae, OT noJjydaresisi COOOLIEHUS U W3BECTHOM
TOJIBKO OTTIPABUTEITIO 3aKphITOH MH(popManmy KA.

2. HeoGxoammo, uTo6sl mpaBuinbHyIo moamuck M: SIG{kA, M,
uaeHrudukarop B } B cooOieHnu ajist nosib3osaresnst B Heb3st Obl-
710 cocTaBUTh 6e3 kA.

3. Jnsa mpenymnpeKaeHus MTOBTOPHOTO MCTIONB30BAHUS yCTapeB-
IIKUX COOOLIEHUH Mpoueaypa COCTABCHUs NOJIMUCH JOJIKHIT 3aBU-
CETh OT BPEMEHH,

4. Tomp30BaTens B qomkeH IMeTh BO3MOXKHOCTD YAOCTOBEPUTH-
cs, uro SIG{kA, M, uaenrudukarop B} — ectb npaBuibHas noj-
nuck M nosb3oBaresiem A.

PaccMoTpy 3TH TIyHKTHI ToipoOHee.

1. IToonuce coobwenus — OTpeNeNieHHBIA cioco0 mudpoBaHU
M nyrem kpunrorpaguueckoro npeodpa3oBaHus. 3akpbiBAEMbIM
aneMeHToM k, B mpeoOpa3oBaHUN

<Upenrudukarop B, M> - SIG{ka, M, naenrudpukarop B}
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SIBJISIETCS KJIOY KpUNTONpeobpazoBaHusl.

Bo Bcex mpakTHuecKMX KpUNTOrpadUUecKrux cucTeMax K, mpu-
HAJUIEKUT KOHEUYHOMY MHOxkecTBy kmoueil K. Hcuepnsiatoas
NPOBEPKA BCEX KIIIOUEH, 331aBa€MbIX COOTBETCTBYIOLLIMMHU MapaMu

<M, unentudukarop B> o SIG{ka, M, naenruduxarop B}.

B 00lIEM JOJPKHA NPUBECTH K OMMpe/esieHUIo Kitoua ks 3710yMblli-
neaHnkoM. Eciim MHOKecTBO K mocTaTouno Benmmko U kiarod k orpe-
JIeJieH METO/IOM CJIyHaHHOro BbIOOpa, TO MOJHAsA MPOBEPKa KIIOUeH
HeBO3MOXKHA. ["OBOpsI, YTO COCTaBUTL NpaBWILHYIO MOANUCH 6e3
KITF0OYa HEeBO3MOXKHO, MBI UMeeM B BUIY, uTo ompenenenre SIG{ka,
M, upentudukarop B} 6e3 k, ¢ BRIUMCITUTENEHOM TOUKH 3peHUS
JKBUBAJIEHTHO MOMCKY KJIHOYA.

2. Jloctyn k ammapatype, porpaMMam U (aiiinaM cucTteMbl o0pa-
O0oTku wHpOpMaMKU OOBIMHO KOHTpomupyetes napoaamu. Iloammce
— 3TO BWJ NapoJs, 3aBUCALIMH OT OTMpaBUTENs, NOJjy4vartelis WH-
dhopmalliu 1 cofiepKaHus nepeaBaeMoro cooOUeHusI.

3. llognwch mOMKHA MEHATHCS OT COOOIICHUS K COOOINEHUIO JITs
NpeAynpekaeHUs ee MOBTOPHOTO MCMOJIb30BAHUS C LEJIbIO MPOBEp-
KW HOBOro coobuieHust. lludposas noanuck oTivuaercs ot pyko-
MMACHOM, KOTOpasi OOBIYHO HE 3aBUCHT OT BPEMEHH COCTABIICHUS M
nmaHHbix. L{udpoBas u pykormwcHas TOANACH HIASHTHUYHBI B TOM
CMbICJIe, YTO OHW XapaKTepHbl TOJLKO /151 JAaHHOTO BJIa/iesbLA.

4. XoTs momydarens WH(DOPMAIAH HE MOXKET COCTaBUTH IIpa-
BUJIBHYIO TIOJITHCH, OH JIOIDKEH YMETh YIOCTOBEPATh € TIOMJTHH-
HOCTb. B 0ObIUHBIX KOMMepUECKUX cAelKax, TaKuX, HanpuMmep, Kak
NpoJaka HEJABHXKUMOH COOCTBEHHOCTH, 3Ty (YHKLHMIO 3a4acTyio
BEITIONTHSET TPEeThe, He3aBUCHMOE TOBEPEHHOE JIUIIO (HOTAPHYC).

YcraHoBIeHHE MOJJIMHHOCTY MOJIMMCH — 3TO MPOLECC, MOCpe-
CTBOM KOTOpPOTO KaXkias CTOpPOHA YCTaHaBJIMBAET MOAJMHHOCTb
npyroii. O6s3aTeIbHBIM YCIIOBUEM 3TOTO TIporiecca SBIISETCS COXpa-
HEHHWe TaiHbl. Bo MHOTHX CIlydasx HaM MPUXOAUTCS yIOCTOBEPSTH
CBOIO JIMYHOCTb, HANPUMEP, MOJANUCHIO WM BOJAUTENILCKUMU NpaBa-
MU [PU MOJIYYEHUHU JieHer 1o ueky jinbo dororpadueli B nacrnopre
TIpH TiepeceYeHnH TpaHulibl. Jist Toro 9To0bBI B crcteMe 00paboTKH
JIAHHBIX MMOJy4aTeslb MOI YCTAaHOBUTb MOJJMHHOCTL OTIPABUTEIS,
HeoOX0/IMMO BbINOJIHEHHWE CIIEAYIOLINX YCIOBHIA.

3. Ormpaeutens (MMONb30BaTeNbh A) MODKEH OOECTIEUUThH

romy4atens (monb3oBarens B) ymocToBepsroreit mH(pOp-
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mauueit AUTH{k,, M, uaenrucdukarop B}, 3aBucsuieii or
cekpeTHOH MH(MOpMaImn K, W3BECTHON TONBKO TOJB30Ba-
Tenmo A.

4, Heobxoaumo, 4ToObl yIOCTOBEPSIOULYO HHDOPMALIMIO
AUTH{ka, nnearudukarop B} ot momp3oBarens A Tois-
30BaTenno B MOKHO OBLTO JaTh TOJBKO MPH HATUYUH KITHO-
Ha kA.

5. Tlonp3oBatenp B gomkeH pacnonarate MOpoLEAYpOM
npoBepku Toro, uto AUTH{k,, nnentudgukarop B} nefict-
BUTEJIbHO MOATBEPAJIAET TUUHOCTD M0J1b30BaTeNs A.

6. Jlns nperynpexaeHds MCMOb30BaHWSl NpeablyLlei
MPOBEPEHHO Ha TOCTOBEPHOCTH MH(OPMALIH MTpoLIece yc-
TAHOBJIEHUs] MOAJIMHHOCTH JIOJDKEH MUMETh HEKOTOpYIO 3a-
BUCHMOCTb OT BPEMEHH.

OTMeTnM, 4TO YCTaHOBJIEHHE TIOATHHHOCTH W BepUPHKALUS Tie-
penaBaeMoro cOOOIICHUS WMEIOT CXOIOHBIC SJIEMEHTHL IHdpoBas
MOANKCH SIBISETCS YJ0CTOBEPEHHUEM MOIJMHHOCTH MHPOpMaLIMK ¢
JnobasjieHueM TpebOBaHUS O €€ 3aBUCUMOCTH OT COJepMKaHUs nepe-
ZaBaeMOro COOOIICHUSI.

4.2. AnropuTtMmsl Y1eKTpOoHHOI mudpoBoii noanucu

4.2.1. HudpoBble NOANKHCH, OCHOBAHHBbIE HA ACHMMETPHYHBIX
KPHITOCHCTEMAX

Hns dopmupoBanms cuctemsl DL MOXKHO HCTIONB30BATE KPHTF
torpaduyeckyto cuctemy Pusecra-l1llamupa-Aiemana.

[Monw3oBatens A BeIpabaThiBacT UKM(POBYIO MOANHMCH TPEAHA-
3HAYEHHOTO I Tob30oBaTens B coobwenns M ¢ moMompto cie-
Aytolero npeodpaszopaHus

SIG(M) = EeB,nB (EdA,nA (M))

ITpu 5TOM OH HUCNONB3YET:

- CBOe CeKpeTHoe mpeobpasosanue Ey

- OTKpBITOE Ipeobpazopanue E, , mnonb3oBaresns B.
B>'"B

3aTteM OH TiepenaeT moib3oBarenio B mapy <M, SIG(M)>.

Ilonb3oBatens B mosker BepudruumpoBath 370 MojnucaHHoe co-
o0lleHHe cHavaaa npv MOMOLIM CBOEro CEeKpeTHOro npeodpasoba-
HUA Ey o, © LETBIO MOy YCHAS
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EdA,nA (M) :EdB,nB (SIG(M)) = EdB,nB (EeB,nB (EdA,nA (M)))

¥ 3aTeM OTKpeIToro E, , Tonmb3oBatesns A Uis MOJTyYeHHS COO0-

menua M:
M= EeA,nA (EdA,nA (M))

3aTeM moB30BaTENb B MPOM3BOAWT cpaBHEHHE MONYyYSHHOTO CO-
obuieHuss M ¢ TeM, KOTOpOE OH MOJIyuuJl B pe3yJibTaTe MpOBEPKU
uudpoBoil  noAnMcH, W NpPUHUMaeT pelleHue O MOJUIMHHO-
CTH/TIOATIOKHOCTH TIOTYYSHHOTO COOOIICHUSL.

B paccmoTpenHoM npumepe npoepuTh nojuiMHHocTh DL mo-
KET TOJbKO nojib3oBatesib B. Ecnu ke tpeOyercs obecneueHue
BO3MOKHOCTH BepHpukarmu DI mpon3BONEHBIM MOTB30BATENEM
(HanpuMep, MpU LUUPKYISIPHOM pacchUTke JOKYMEHTA), TO alTOPUTM
Bbipaborkn OLII ynpoiyaercs, W noanuce BbipabaTbiBaeTcsi MO
dopmyre

SIGM) = E4, (M),

a TOJH30BATENIA OCYIICCTBISIOT BEPUPHUKALUIO C HUCTIOTB30BAHUEM
OTKPBITOrO NpeobpazoBaHus oTNpaBuTeNs (NMosb3oBaTess A):

M= EeA,nA (SIG(M)) = EeA,nA (EdA,nA (M))

Bwmecto kpunrocuctembl RSA At moamucu cooOImeHnii MOXKHO
WCTIONIB30BaTh U JIFOOYIO APYTYIO ACUMMETPUUHYIO KPUIITOCHUCTEMY.

Henocrarkom nogo6Horo noaxoja sipiisieTcs To, YTO MPOU3BO/IH-
TEJILHOCThL ACHMMETPUYHON KPUTNITOCUCTEMbI MOXKET OKa3aTbCsl He-
JOCTaTOYHOM TS YAOBICTBOPCHUS TIPEIBIABIACMBIM TPEOOBAHHUAM.
Bo3MOXKHbIM pelieHHeM sIBsieTess NMpUMEHEHWe crieuuanbHoN -
(hEeKTUBHO BbIUMCIMMON (PYHKLMH, HA3BIBAEMON XouU-hyHKYUell NN
Gynxyueis xouwuposanud. Bxomom »Tol QyHKIMK SBISETCS CO00-
LICHUE, 4 BBIXOOOM — CJIOBO (PUKCHPOBAHHOM [UIMHBI, MHOTO MEGHB-
uiei, uem JyinHa ucxojaHoro coobuerus. DL epipabarseiBaercs no
TOH e cXeMe, HO MPH DTOM UCIMOJIL3YeTCsl He caMo coollleHue, a
3HAYCHUE X3UI-(DYHKLUHUU OT HET0. JTO CYIIECTBEHHBIM 00pa3oM yc-
KOpPUT BbIPabOTKY W Bepudukauuio DL Tpeboanus, npeabss-
asieMble K (DYHKUMAM XDOUIMPOBaHWS, a TakKe NPUMEPbl XOlll-
(bYyHKITHIT pacCMOTpPEHHI B 11 4.3.
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OueHb yacTo ObIBAeT KEIATEbHO, YTOObI JJIEKTPOHHAs LUPPO-
Bas MOJIMUCH ObIa Pa3HOM, JaKe eCITA JBAXKIBI MOMUCHIBACTCS OJT-
HO U TO k€ coobuienue. [lis aroro B npouecc soipadorku DIIIT He-
00x0auMo BHecTH aieMeHT "cayualiHocTu". Cnocod caenars 310
ObLT TpenoxkeH Onb-I amalnem, aHaJIOTHYHO TOMY, Kak 3TO JeaeTcs
B cHCTeMe MMU(POBAHUS, HOCIIEH ero UMS.

BeiOupaercs 60/1bll0€ MPOCTOE YKUCIO P U LIENOE YNUCIO g, SB-
JsroIeecs: IPUMHUTHUBHBIM 3JIEMEHTOM B Z,. DTH Yucia MyOIUKyOT-
csi. 3aTeM BBIOMpAETCsl CEKPETHOE YHMCIO X W BBIUHCTACTCA OTKPHI-
ThIH KJIKOY JIJ1s IPOBEPKM noanueu y = g* (mod p).

Jlanee s noanuvcu cooOuieHusi M BbIUMCISIETCS €ro  Xdlil-
dynaxus m = h(M). Beidupaetcs cmydaiinoe tienoe &: 1 < k < (p —
1), B3auMHO npocToe ¢ p — 1, u Bbiuuchsiercs # = g (mod p). Tocne
3TOro C MOMOLIbIO paclliupeHHoro ajroputma EBknuzaa petnaercs
OTHOCHTEIIBHO § YpaBHeHUe m = xr + ks (mod p — 1). Iloamuck oOpa-
3yer mapa uucen (v, s). [locme BBIpaOOTKM MOANUCH 3HAUCHHUE K
YHUYTOXKAETCS.

[lonyuatens MOJAMUCAHHOIO  COOOLLUEHHUS  BBIYMCASET XDl
dhynaximro coobmenus m = h(M) u TpoBepsieT BHITNIOTHEHNE PaBeH-
cra ' (mod p) = = g¢". KOppeKTHOCTb 3TOr0 ypaBHEHUSI OUEBH/I-
Ha:

yrr,\' — g\'lﬂgk@: g\'zﬂ+ ki _ gm (mOd p)

Eme oxgna momoOHas cxema Obuta mpemnoxkeHa LHoppom. Kak
00BIYHO, p — OOMBIIOE MPOCTOE YUCIO, ¢ — MPOCTOM OeauTens (p —
1), g — onement nopsiaka g B Z,, k — ciyuaiinoe uncino, x ny = g
(mod p) — cekpeTHbI U OTKPBLITLIH KJIIOYH COOTBETCTBEHHO. YpaB-
HEHHS BHIPAOOTKH MOAMMCH BBITTSAAT CIEOYIOMUM 00pa3oM:

r=g" (mod p); e =h(m,r); s =k+xe (mod g).

Iloanucsio siBnserca napa (7, s). Ha npuemHoii cropoHe BbIuMc-
nseTes 3HaueHHe Xom-(pyHKUUM ¢ = h(m, #) U mpoBepsieTcs BBIMOI-
HeHHe paBeHcTBa # = g'y“(mod p), MpH 5TOM ACHCTBHS ¢ MOKa3are-
JISIMU CTENEHH MPOU3BOASTCS M0 MOJYJIIO g.

Jpyro# BapuanTt noanucu [llHoppa Beirasaur tak. Jljis noanucu
coobuieHus m aBTop BbIOMpaer ciydaiinoe k [ Z,, Bbluncasier g
mod p, e = h(g", m) uz=k+ xe mod ¢. [loAmHCHIO ABISETCS TPOHKA
(m, e, z). llpoBepka moanucu 3AKIIOYACTOA B TIPOBEpKe PABEHOTEA

+xe _—xe

h(g’y %, m) = e. B camom siene, gy =g g =g~
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4.2.2. Cranpapt nudposoii noanucu DSS

HoBas pepakuust craHaapra Ha BbIpabOTKY W BEpPUPUKALMIO
mudpooiit moamucu DSS (Digital Signature Standard) npunsTa B
CHIA 7 suBaps 2000 r. (FIPS PUB 186-2). CornacHo 3ToMy cTaH-
JlapTy, 2JeKTpoHHas uudpoBas NoANKUcL MOXKeT BbipadaTbiBaeTCs N0
ojHoMy u3 Tpex aiiroputmoB: DSA (Digital Signature Algorithm),
OCHOBaHHOMY Ha TipobieMe joraprudmMa B kKoHeuyHOM monte, ANSI
X9.31 (RSA DSA) unu ANSI X9.63 (EC DSA — anroputm BbIpa-
OOTKW MOJMMCH, OCHOBAHHON Ha npobieme jorapudma B rpymne
TOYCK JUTUNTHYECKON KPUBOH Hall KOHCUHBIM TIOJIEM).

Onumem anroputm DSA.

1. IlpenBapuTeAbHBIH 3TaN — BHIOOP MApPaAMETPOB.

BLIGHPAIOTCS YHCTA p, ¢ U g, TAKHE, UTO p — IPOCTOE Unco, 2
<p <2, rael kpatHo 64 n 512 < [ < 1024; g — npocToii genures
upena p — 1 gmamoit 160 6ur (277 < ¢ < 2'); g — snement nopsiaka
q B Z,. geeioupactcs Bune g=h" " rne l <h<p—1uh?
> 1. DTH TpH uMcaa ABJSIIOTCS OTKPLITHIMU JAHHLIMU W MOTYT ObITh
OOIIMMU [T TPYIITBL TIOIB30BATENCH.

Beibupaetcs cexperHbiii kimod x, 0 < x < ¢, ¥ BBIYUCIAECTCS OT-
KPBITBIH KJIHOY JU1s1 TPOBEPKH noanucu y = g (mod p).

2. BoipaGoTka 3j1eKTpoHHOH Mu(POBOii MOANNCH.

Brruncnsiercs 3HaueHne X31-(pyHKIMN oT cooOmenns h(m). [pu
JTOM MCMOJIb3YETCS anroputm Ge3onacHoro x3muposaHus SHA-1
(Secure Hashing Algorithm), Ha koTOpbIi ccbulaeTCst CTaHIAPT
(FIPS PUB 180-1). 3nauenne x3m-pyakmmu h(m) nmeet amuny 160
OouT.

Jasiee noanuceiBaouuii BLIGUpaeT ciydaiiHoe UM NCEeBA0CIY-
yaitHoe 3HaueHue k, 0 < k < g, Berumcsster k' (mod ¢), 1 BeIpaGaThI-
BaeT Mapy 3HaUCHUH:

r=g" (mod p)(mod q);
s=k" (h(m) + xr) (mod q)

DOta mapa 3HaueHul (r, s) U SIBISAETCSA BIIEKTPOHHON TTOANUCHIO TIOJ
coobmmenueM M. [locne BeIpaOOTKH U POBOIM TOANHCH 3HAUCHHE k
YHUUTOKAETCS.

3. Bepupuranus 1ekTponHoii nudpopoii noanucu.

ITycth OpUTO TIpHHATO coodieHue m,. Torma ypaBHeHHe TIpOBep-
KU BBITJISIAT CASAYOLIUM 00pa3zoMm:;
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,= gh(m,)ﬂ_l [j}rgil (mod p)(mod g).
B camowm naene:

"™ B (mod p)(modg) = g"™% (™ (mod p)(modg) =
- gs_l(h(m)+xr) (mod p)(mod C]) - g(k L h(m)+x @) Qh(m)+xr) (mod p)(mod C]) -
= gk W W) (1mod pY(mod g) = g* (mod p)(modq) = 7.

Anroputm BhipaboTku DL, ocHOBaHHBIA Ha S/UIMIITUYECKHX
KPHUBBIX, MOXKET OBITH OTIMCAH CIIEAYIOINM 00pa3oM:

1. Bei6op mapameTpoB.

Cranpapt onpejenser nojs, Haj KOTOPbIMH 3aAat0TCs AJITUNTH-
yeckue KpuBble. JTO npocTbie nosd 'anya v nons lanya xapaxre-
puctuku 2. BeiGop moneii B craHmapre cieiiaH UCXoAs u3 TpeOoBa-
HUSL TOBBILIEHHUS BbIYMCIUTENILHOU AI(MPEKTUBHOCTH MalUMHHbBIX
ornepaiuii yMHOXKEeHUs B nojie. JIjis DToro B KauecTBe NMPOCTLIX MO-
mynei BIOpaHBI Tak HaszbplBaeMble 0000ImeHHBIe umcia MepceHHa
(Tabm. 4.1).

CraHaapt GUKCUPYET KPUBbIE, KOTOPbIC JIOJIKHbI UCTOJIb30BATh-
csi B aNropuTMax, W NpUMEpHEBIe 0a30BBbIe TOUKH HA STHUX KPHUBBIX.
ITonb30BaTens MOMKET NHOO BOCIIONB30BATHCS TIPUBEICHHBIMA B
craHjapre 6a30BbIMH TOUYKAMM, JUOO CreHepUpOBaTh CBOM, €CIIH,
Harnpumep, eMy MnoHao0uTes odecneunTh KpUnrorpauueckoe pas-
neaeHue cereid OBM. B wactHocTH, KpuBble P-192 ... P-521 npen-
CTaBJISIOT COOOM AIDTUNTHYECKHE KPUBbIe TTPOCTOTO TOPsIIKA ¥ BUAA

”

y? =x’ = 3x + b nan nonem GF(p).

Taomima 4.1.
Kpugas p
P-192 212 _ 2%
P-224 274 7% 41
P—256 2256 _ 2224 + 2192 + 296 _ 1
P-3 84 2384 _ 2128 _ 296 + 232 _ 1
P-521 2%

Jlns 3ajaHus KpUBBIX HAJ| NOJISIMU XapPaKTEPUCTUKU 2 BbIOpaHbI
NOPOXKAAIOIIME MHOIOWIEHbI, yKazaHHbie B Tabna. 4.2, Ilpu srom
BO3MOKHO HCTIONB30BATh TIPEJCTABIICHHE IO Kak B TIOTMHOMU-

ATbHOM, TaK U B HOPMAJTbHOM Gazucax.
Tabnuua 4.2.
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Kpusas | Ilopoxnatouuii Muorousne| Tun HopmasibHOIY
(D) Oasmca
K-163, B-163 P+ 7+ 0+F8+1 4
K-233, B-233 £+ 2
K-283, B-283 P+ 4P+ 6
K-409, B-409 P+ 4
K-571, B-571 P+ P+ + 1 10

Koadduumentsr b 3aganel 11a Kaxkgoro pasMepa nons. Hanpu-
Mmep, kpuBas P-521 3apaercs xoddduumentom b = 051 953eb961
8elc9altf 929a21a0 b68540ce a2da725b 99b315f3 b8b48991
8ef109el 56193951 ec7e937b 1652cObd 3bblbf07 3573df88
3d2¢34f1 ef451fd4 6b503100 (B wecTHANLATEPUUHOM BH/IE)

¥ UMeeT MopsiJI0K

r = 68647976601306097149819007990813932172694353
0014330540939446345918554318339765539424505774633321719
7532963996371363321113864768612440380340372808892707005
449 (B mecITHYHOH 3aIHCH).

[Tockonpky onpeneneHHbIC B CTAaHAAPTE KPUBBIC UMCIOT TIPOCTON
NOPSJIOK, IPYNIbl TOUEK HA HUX SIBJISIOTCS LIMKIMYECKUMU (Kodak-
TOp STUX KPUBBIX paBeH 1) U mopsaok 6a3oBOi TOUKH # B TOYHOCTH
paBeH r.

Jns kaxaoro w3 nosieii GF(2™) B cranaapre ykasaHbl 1o 2 Kpu-
BLIX: MCEBOC/TyUaiiHas BUAA y° + Xy =X° + X” + b, nmerowmas kodak-
TOp 2, U crienManbHas Kpusad KoGnuua, uny aHoManbHas ABOMYHAs
KpHBas BHAa V> +xy =x° + ax’ + 1, rae a = 0 win 1. KopakTop kpu-
Boii KobOnuua paeen 2, eciin a = 1 u 4, ecnu a = 0. Hanpumep, s
nons GF(2'*) ncesnocnyuaitHas kpusas 3amaetcs kosdduupeHTOM
b =2 02601907 b8c9Y53ca 1481eb10 5127874 4a3205fd, a xpuBas
Kobsuua koadpduumentom g =1,

I'enepauus kinrouerodi napsl. [losnb3oBaress BoiOUpaeT B kauect-
BE CEKPETHOro Kimova uenoe uucio d, 0 < d < n, roe n — Nopsaaok
0a30Boii Touku G Ha a;uIMNTHYECKOH KpuBOH. Jlaiee oH BhluMCHsIET
0 =dG v nybaukyer () B KAYECTBE OTKPLITOrO KJIHOUA,

2. Boipaborka DL

s Toro, utoObl moANMCaTh COOOLICHUE 71, TTOTB30BATENb!

1. BbiOUpaet ciyuaiiHoe uucno k, 0 <k <m—1;
2. serumensieT kG = (x, y1), ¥ = x; mod n. Ecou r = 0, TO
nepelTy K mary 1;
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W

Boiuncasier k' mod n;

4. peruncnser ¢ = SHA(m). Beibop Bapmanta (GyHKITHH
XOUIMPOBaHUS OCYLIECTBIISIETCS B 3aBUCHMOCTH OT MC-
NoJIL3YEMOro noJis.

5. Berumcmsier s =k ' (e + dr) mod n. Ecim s = 0, To nepeii-
TH K wary 1;

6. [loanuckto coobuueHus m aeasercs napa (v, s).

3. Bepupuxanus IIIIL.
Jns mpoBepkM TOAMHCH TONyYaTedh COOOIICHWS BBITIOTHACT
clieaytolmne JelcTBus:

1. nposepsieT, uTo ¥ U s Nexat Ha unrepnae (0, »).

Beiuncisget e = SHA(m);
Boiuncnster w=s ' mod n;
BLIUUCTSET 1 = ew mod 1 1 1, = rw mod n;
BeiuucasieT X = u;G + (). Ecau X = oo, To noanuch ot-
Bepraercs, hHaue, BbIYUCINTL v = X1 mod #, rae X = (x),
i
6. llpuHsTb noanuck, €cilv U TOJIbLKO €Clin Vv = 7.

KoppekTHocTh cxeMbl J0Ka3biBaeTcsl HecsioxkHO. Ecaun cooluie-
HUE m JeHCTBUTENBHO MOMUCAHO OTIPABHTENEeM, TO S =k ' (e + dr)
mod 7. OTkyna

oW

k=s'e+dr)=s'e+s'rd=we+wrd=u + ud (mod n).

Takum obpazom, G + 1,0 = (1) + wd)G = kG, v nosromy v = r,
Kak u Tpedyercs.

4.2.3. Cranaapt ungposoii noanucu I'OCT P 34.10-94

Poccuiickuii cranpapr DI paspabatbiBasics nozxe nepBoHa-
YaJlbHOTO BapHaHTa AaMEPHKAHCKOTO, TO3TOMY MapaMeTphbl 3TOTO
aJIropuTMa BbIOpaHbl C YUYE€TOM BO3POCUIMX BO3MOXKHOCTEH MOTEH-
LIMabHOrO MPOTUBHUKA M0 BCKPBITHIO KpUNITOCKCTEM. B yacTHoCTH,
YBENWUCHA ATHUHA 3HAYCHUS XOII-(QYHKIMH, YTO CHHXKACT BEPOAT-
HOCTh CTOJKHOBCHHWM, H, COOTBETCTBEHHO, TOPAIOK 3IIeMEHTA-
reHepaTopa, urto JiesiaeT Oosiee CIOMKHbIM pelleHue 3a1a41 JTUCKpeT-
HOro Jorapudma A BOCCTAHOBICHHUSA CeKpeTHOro kmoya. [lpu
OTIMCAaHWW aJITOPUTMa OYIyT HWCMOTB30BATHCS CIEAYIONHe 0003Ha-
YeHHUsI:

B — MHOXKECTBO BCeX KOHeuHbIX cioB B andasute B = {0,1}.
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|A| — niiuna cioea A

Vi(2) — MHOXECTBO BCEX TBOMYHBIX CJIOB JUTHHEI k.

Al|B — koHkareHauus cioB A u B, Taioke o6o3Havaetcs kak AB.

A" — konkarenanus k oK3eMnspos cioea A.

<N> — cioBo uymHH k, cogepkarmiee 3amvck N(mod 2"), roe N —
HEOTpHUIIATETHHOE [IENO0E.

[J — moOUTOBOE CHOKEHHE CIOB IO MOAYITIO 2.

[+] — cnokenue no npasuity A [+] B = <A+B> (k =|A| =|B|).

m — nepejlaBaeMoe coobLIeHue.

M| — MOMYYEeHHOE COOOIIeHHE

h — xom-gyHKIHU, oToOpaXkaroImas MocIeAOBATeIBHOCTE M B
cioBo h(m) [ V,s56(2).

p — npocroe uncno, 2°° < p <2’ 6o 2" < p < 2!,

g — npocroe uncio, 2 < g < 2”° u ¢ sensercs nenurenem s
@-D.

a —uenoe uucno, 1 <a <p -1, npu stom a’(mod p) = 1.

k — uenoe uucio, 0 <k<q.

X — CeKpEeTHBIM KIFOY TONb30BaTeNs A (GOPMHUPOBAHUS TTOITH-
cu, 0 <x<gq.

¥ — OTKPBITBIH KJIKOY JUIsl POBEPKHM noanucy, y = a'(mod p).

Cucrema DI Briovaer B ceds npoueaypbl BoIpaboTkU W npo-
BEPKH MOIMTUCH TIOA JAHHBIM COOOIICHHEM.

[lndporas noanuch, cocrosias U3 JABYX LIENbIX YUCE, BbIUHC-
JISIeTCsl C MOMOLLLIO Onpe/ielieHHOro Habopa NMpaBuil, U3JI0KEHHbIX B
cTaHIapTe.

Uwncna p, ¢ ¥ a, IBISIONHecs MapaMeTpaMHi CUCTEMBI, He SBIISI-
1oTCs cekpeTHbiMU, KoHkpeTHbil Habop MX 3HaueHUl MOKET ObITh
O0IIMM TS TpYMITHl TIoNb30oBaTenei. Llenoe uncno &, koTopoe TeHe-
pHpyeTcs B TIPOIIEAype MOIMUCH COOOIEHHUS, TOTKHO ObITh CEKpeT-
HbIM W JIOJDKHO ObITh YHUYTOXKEHO cpa3y MNociie BbIPpadOTKH MOJMu-
cu. Yucno k cuumaertcs ¢ puzMyeckoro aaruuka ciayvaliHbix duces
W BBIpabAThIBACTCA TCEBAOCTYUAHHBIM METOJIOM € HCTOIB30Ba-
HHUEM CEeKPETHbIX NapaMeTpoB.

Ilpouenypa BbIpabOTKM MOAMMUCH BKJIOYAET B cebs cieylolue
TIaru:

1. Boraucautb h(n1) — 3Hauenne x>m-dyakmmn h ot cooOire-

nust m. Ecnn h(m)(mod ¢) = 0, To npuceouts h(m) 3Haue-
Hue 0°°°1.
2. BerpaGorats 1ienoe umncno k, 0 < k <g.
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3. Bbluncauts apa 3Hauenns: ' = d'(mod p) u r = r' (mod ¢).
Ecmu » =0, To mepeiitn k mary 2 u BeIpaboTaTh APYyroe
3HaveHue uucaa k.

4. C Hcrnosb30BaHWEM CEKPETHOro K/lova X Mosb3oBaress
BBIYHUCITUTH 3HaueHue s = (xr + kh(m))(mod g). Ecu s = 0,
TO TIEpelTH K Iary 2, B IPOTUBHOM clTydae 3aKOHYUTH pa-
0oty ajropurma.

3ameTrM, UYTO COOOIeHWe, HNalolee HylIeBOe 3HA4YeHHe X3II-

(yHKIIMHU, He TOIUCHhIBaeTcS. B MPOTHBHOM cilydae ypaBHEHHE
MOANKUCH yNpOCTHIoCh Obl 10 § = X7 (mod () U 3710yMbILIICHHUK
JIETKO MOT Obl BLIYHCIIUTb CEKPETHBIN KJIIOY X.

ITpoBepka 1 poBoil MOAMMCH BOZMOXKHA TIPU HATWYHHN Y TIOTY-

yareJis OTKPBITOrO KJloUa OTIPaBUTENIS, MOCIaBIIero cooOLeHue.

YpaBHeHue npoBepky OyIeT CleayIOUM:

F= (a,\ﬂi(ml)’] g}—rﬂi(ml)’] (mod p))(mod C])

B camowm perne,

(asD)(m)_ g}—rm(m)_ (mod p))(modq) - (a,sﬂ}(m)_ Bl—r[W)(m)_ (mod p))(mod C]) -

- al’l(l”)_l Els—xm) (mOdp)(mOdq) - ah(m)'l(xEHk Ub(/n)—xm) (mOdp)(mOdq) —
= gF 2N BN (1104 p)(mod ) = a* (mod p)(modq) = .

Beluvcnenus no ypaBHEHHIO MPOBEPKH peanu3yloTes Clieayto-
MM 00pazom:

1. Tlposeputs ycnopus: 0 <s < g u 0 <r < ¢g. Ecimu xots Ob1
OJIHO M3 9TUX YCJOBHUH HE BBIMOJIHEHO, TO MOJNUCH CHHUTA-
eTCd HeIEUCTBUTENHHON.

2. Berumenuts h(m;) — 3Havenne xsm-GyHkwm h ot momy-
YEHHOI'O COOOLIEHUS 71y .

Ecau h(m }(mod q) = 0, npuceouts h(m,) 3Hauenue 0

3. Bsruucauts 3Hauchue v = (h(m)) *(mod ¢), uto sBaseTcs
He 4YeM HHBbIM, KaK MYJbTHUIUIMKATUBHBIM OOpaTHbIM K
h(m;) (mod ¢). BooOiue rosopsi, ajroput™m MHpOBEPKH
MOKHO  HECKOIBKO  YCKOPWUTb, €CIM  BBIYUCISTH
h(m,)'(mod ¢) ¢ MOMOLIBIO PACHIMPEHHOTO AMFOPHTMA
EBkiinaa, a He nyTem BO3BEJCHHS B CTEINEHbD.

4. BpIUHCTUTE 3HAYCHUS:
zi=sv(mod g) u
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2= (g - rv(mod q)
5. BreM™HCIATL 3HAUCHUE
u= (a* y(mod p))(mod q)
6. IlpoBepuTts yciaoBue
r=u
Tlpu coBnaneHuM 3HAYCHUN ¥ U U TIOTyYaTeNlb IPUHUMACT pellic-
HHUE O TOM, UTO TIOyueHHOEe COOOIeHHe OANICAHO TaHHBIM OTIpa-
BUTEJIEM U B MPOLIECCE NEPEe/ayy He HapylleHa LEJ0CTHOCTb CO00-
LWICHUS, T.e. 71, = m. B IPOTHBHOM clTydae MOAIMUCH CUUTACTCS He-
HNEeUCTBATENBHOM.

4.2 4. Crangapt nudposoii noanucu 'OCT P 34.10-2001

C TIOBBIIIICHWEM  TPOW3BOAWUTENBPHOCTH  BBIYHCIHUTETHHBIX
CPEJICTB M YCOBEPUIEHCTBOBAHUEM aJIrOPUTMOB BbIYMCIEHUS JIOTa-
puhMOB B KOHEUHOM IT0JIe TTOSBHIIACH TIOTPeOHOCTH B TIOBHIICHAH
croiikoctu DLII k paznuaroro pona atakam. B cBs3u ¢ 5THM ObLT
paspaborau cravgapt 'OCT P 34.10-2001 "UudopmanpoHHas tex-
nosiorusi. Kpunrorpaduueckas 3awura uHbpopmaumu. [lpouecco
(opMUpOBaHUA W TMPOBEPKH BIIEKTPOHHOU HM(poBOi moammcu”,
BBOAMMEIH ¢ | mrong 2002 r. BMecTO paHee ACHCTBOBABLICTO CTaH-
napra ['OCT P 34.10-94.

B panHOM cTaHmapTe MCTHONB3YIOTCS OIEpariyd TPYIITBl TOYEeK
ANTUNTAYECKON KpUBOW HaJ KOHEUHBIM molieM. [lpuMensercs sii-
aunrtuieckas kpueas £ B Gopme Beiiepiurpacca Haj npocTbhiM Mo-
Jiem, 3aaasaemasi kodduuuenramu @ M b unu BeauunHoi J(F), Ha-
3BIBAEMOW UHEAPUAHIMOM DITATITHYECKON KPUBOU:

_ 4q>
J(E) =1728———— (mod p) .
4a° +27b

KoadhdummenTst a 1 b xpuBoii £ onpenenstoTcs M0 U3BECTHOMY
MHBapUaHTY CJeyIolUM 00pa3om:

Bﬁl =3k (mod p),

gy = 2% (mod p). 20e k = — )

— 2 (mod p), J(E)#0,1728°
72— ed P B

Touky ( Oynem Ha3bIBaTh TOUKOM KpaTHOCTH &, k [ Z, ecnm nnst
HEKOTOPOM TOUKU P BbINOJIHEHO paBeHCTBO () = kP,
TTapametpamu cxemsbl DI aBASIFOTCS CACAYIOIKE 3HAYCHUS
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P — MOJYJIb 2JJIMIITUYECKOU KPUBOM, MPOCTOE UrciIo, p > 2255;

SIUTHIITUYECKAsT KPUBas, 3aJaBacMasi UHBapuaHnToM J(E) unu ko-
sddulmenTamu a u b;

L€JI0€ YUCIIO T - NOPS/IOK I'PYIIIbI TOUEK MIUIMITUUECKOW KPUBOH
E;

NPOCTOE YUCJIO ¢ - MOPSAOK LIMKJIMYECKOM MOArPYIbI TPYMMbI
TOYEK BJUIMNTUYECKOW KPUBOW F, /11 KOTOPOIrO BbINOJIHEHBI Clle-
OYIOLIUE YCIOBUSL:

On=ng, ndZ, n=1
%254<q<2256

0azoBas Touka P # () Ha KpUBOHW, MMeWas MOPSIIOK ¢, T. €.
yaoBJeTROpsitolas papeHCTBY gP = O. KoopauHaTbl 3TON TOUYKH
0003HaUUM depes (Xp, 1)

X3M-(PyHKIHA, 0OTOOpaXaas cooOIEHUS MPOU3BOIBHON K-
Hbl B MHOKECTBO JIBOMUYHBIX BEKTOPOB JUIMHbI 256. Xoui-hyHKIms
onpeaeneHa cranaaptom P 34.11-94,

Kaxapiii monezoBarens cxemsl DU gomken obnagats TMUHOMN
KJIIOUEBOMW Napoii:

CEKPETHBIN KJIIOU N0JIb30BaTe1s1 — Lejioe uuciio d, 0 <d <g;

OTKPBITHIM KIIOY MOJIb30BATENs — TOUKa () ¢ KOOpAUHATAMHU (X,
¥q), YAOBIETBOPSAIOLIAs paBeHCTBY dP = (.

IapameTpsr DL nonsKHBI Y1OBIETBOPATE CASAYIOLIMM YCJIOBH-
M

p' #1(mod ¢), A Beex uensix =1,2, ... B, rae B yjioBieTBops-
eT HepaBeHcTBY B 2 31;

m#p;

J(E) % 0w 1728.

JBOMYHOMY BEKTOPY h= (0755,....,00()) CTABUTCSI B COOTBETCTBUE
qUCI0

255
a=%a;2".
i=0

OUIT mox coobmerreM M BBIpadaThIBaeTCS IO CIIEAYIONIEMY aJl-
TOPHUTMY:
1. Beraucuth Xam-GyHKIHIO coobmenus M :h = h(M).
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2. Berunciuth EI0¢ YuCa0 O, JBOMYHBIM MPECACTABJICHHUEM KO-
TOPOTO ABJACTCA BEKTOP h ,» 1 OMIPEACIINTD

e=a (mod q) .

Ecnu e =0, To onpenenutb e = 1.
3. Crenepuporarb (ncepjo)ciydyaiiHoe LENoe 4nucio k, yaoBje-
TBOpSIOIIee HePABCHCTBAM
0<k<g;

4. BbluMcautb TOUKY 3/uiinTudeckoi KpuBoi C=kP W MoNOKHTD
r =x, (mod g),

rae x. — x-koopaunara Touku C. Ecnu » =0, To BepHyThCs Ha wiar 3.
5. BbluucauTh 3HaueHue

s =(rd + ke) (mod q).

Ecau s = 0, To BepHyTbcs Ha wiar 3.

6. BEIUMCTUTDE ABOWYHBIC BEKTOPBI, COOTBETCTBYIOIIME YUCIIaM F
u 5. Onpeaenuts LUPPOBYIO MOAMUCH { = (; I E) KaK KOHKaTCHALUIO
JIBYX JIBOUYHBIX BEKTOPOB.

Jns npoBepku noamnucu { MO MOMTYyYeHHBIM coobiueHueM M He-
00X0/IMMO  BBIMIOJIHUTL  CJIGAYIOLIME JICHCTBUS, HCMOJIL3YS KoY
NpOBepPKH noanucy Q.

1. ITo nosiyueHHOM noanuck { BbIYMCIUTHL LIEJIbIE YUCIA 7 U .
Ecnu BeimonHeHsl HepaBeHeTBa 0 <7 < g, 0 < s < ¢, TO MepelTH K
cienyrouieMy mary. B mpoTuBHOM ciiyudae moamuch HEBEpHA.

2. Bolukcnnts  X01I-pyHKUMIO  TIONYYEHHOro  cOODLIeHUs

M :h=h(M).

3. BoluvcnuTb Lenoe yuenao O, JBOMYHBIM MPEACTaRISHUEM KO-
TOPOTO ABIACTCSA BEKTOP hou onpenenuTs e =a (mod g) . Eciu e =
0, To onpegenuts e = 1.

4. BbluucuTh 3HaueHre v = e~ (mod q) .

5. BeluncauTh 3HAUCHUS
z; Esv(mod g), z, =-rv (mod g).
6. BeIUKCIUTE TOYKY SIUTMNTHYCCKOW KpuBOl C =z P+z,0 #

ONpeNesuTh
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R=x, (mod ),

rae x, — x-koopauHaTa Touku C.
7. EcJin BbITOJIHEHO PABEHCTBO R = 7, TO MOJANWCH MPUHHUMAETCH,
B INPOTUBHOM CJly4ae NoANUCh HEBEPHA.

4.2.5. ludpoBble NoANHCH, OCHOBAHHbIE HA CHMMETPHYHBIX
KPHITOCHCTEMAX

Ha mepBbrii B3rms/1, cama 9Ta uaes MOXKET TOKa3aThes abCypaoM.
JelicTBuTtesbHO, OOIIEU3BECTHO, YTO TaK Ha3blBaeMas «COBPEMEH-
Hasi», OHa K€ JIBYXKJIIoueBasi kpunrorpadus BO3HUKIA U cTajna Obl-
CTPO Pa3BUBATHCH B MOCICOHHAC ACCATHUIICTHS WUMEHHO TIOTOMY, YTO
PSLL HOBBIX KpHUNTOrpaguyueckux MpOTOKOJIOB THIA NPOTOKONa LUHG-
poBoii noanucu He yaanock 3GdekTHBHO peain3oBarth Ha 0ase Tpa-
OWIAOHHBIX KPUNTOTpaHUECKAX aNTOPUTMOB, ITHPOKO H3BECTHBIX
M XOpOIIO W3YYEeHHBIX K TOMY BpeMeHH. TeM He MeHee, 9TO BO3-
MokHO. M nepBbIMU, KTO 00paTHIl Ha 3TO BHUMaHHe, OblJIM PojIoHA-
YajbHUKK Kpuntorpadguu ¢ oTkpbiThiM KiatouoM Y. Jlubdu u M.
XennMmaH, OMyONMKOBABIIME ONHCAHWC TMOIXO0IA, TMO3BOJISIOIIETO
BBIMOJHSTE NPOLEAYPY UHMGPOBOH MOANKUCH OJHOrO OWUTa C MOMO-
ibto 6J10uHoro mudpa. Ipexae yem U3IKUTL ITY UAECHO, C/eIaeM
HEeCKOJIBKO 3aMEUaHH 0 CYTH U pealn3aiysx TU(poBOi MOINHCH.

CTONKOCTD KaKOW-THOO CXEMBI TIOAMHICH (T.€. BBITIONIHCHUE Tpe-
GoBaHuii, onucaHHbIX B M. 4.1.) A0Ka3bIBaeTCsl OOLIYHO YCTAHOBJIE-
HUEM PaBHOCHIIBHOCTH COOTBETCTBYIOIICH 3a1aud BCKPBITHSI CXEMBI
KaKo#W-TH00 Apyroi, 0 KOTOPOH M3BECTHO, YTO OHA BEIYHCITUTEIHHO
HepazpeliumMa. llpakTuuecku Bce coBpeMeHHble anroputmbl LI
OCHOBaHbl Ha TaK Ha3bIBAEMbIX «CIOKHBIX MaTeMaTHYecKUX 3aja-
gax» THMA (HaKTOpU3aLMK OONBIINX YUCEN WM JIOTapu(pMHUPOBAHUSL
B JAMCKpeTHbIX mnoJsix. OjHaKo, J0Ka3aTeJIbCTBO HEBO3MOXKHOCTH
3 dEKTUBHOTO BLIYMCIMTENILHOIO PELISHHsT 3THUX 3a/la4y OTCYTCTBY-
€T, W HeT HUKaKWX TapaHTHi, YTO OHW He OyIOyT pelleHBl B ONu-
Kaiirmem OyayIneMm, a COOTBETCTBYIOIIHE CXEMBI B3JIOMaHBI — Kak
3TO NPOU30LLIO C «paHLeBoi» cxemoil LudpoBoii noanucu. bosee
TOTO, ¢ OYpHBIM TIPOTPECCOM CPEICTB BBIYACITUTENBHBIX TEXHUKH
«TpaHUIBl HAZASKHOCTH» METOIOB OTOJABHTAlOTCS B 00IAcTh BCE
Gosbiux paszmepos Ojioka. Beero napy necsruneruii Hasajl, Ha 3ape
KpPUITOrpauu ¢ OTKPBITHIM KJIFOUOM CUWUTANIOCh, YTO JUIs peanusa-
mau cxeMbl oamuc RSA mocratouno maxke 128-OUTOBBIX 4dmce.
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Ceiiuac ata rpaHuua orojsuHyta 10 1024-0UTOBbIX UUCENl — Mpak-
THYECKHU Ha MOPSIOK, — ¥ 3TO JAJIeKO ellle He Tipeell. 3TO IPUBOAUT
K HEOOXO0AMMOCTH MEPENUChIBATH PEANIU3YIOLIME CXEMY MPOrPaMMBbL,
M 3a4acTyiO [epernpoeKTUpopars annaparypy. Huuero nopobHoro
He HaOmrogaeTcs B OOJIACTH KIIACCUYECKHUX OJOYHBIX ITU(POB, eclin
HE CUMTATh M3HAYAIBHO YIIEepOHOTO W HEMOHATHOTO pPeIIeHHUS KO-
mutera no cranaapram CILA orpanuuuTs pasmep kiioua anroput-
Ma DES 56-t0 6Gutamu, Toraa Kak eirie BO BpeMsi 00CY>KIEeHHS ajro-
pUTMa TIpe/Taraioch UCITONB30BaTh K04 Oomnbinero pazmepa. Cxe-
Mbl TOJNKUCH, OCHOBAHHbBIE HA Kjaccuueckux OJIouHbIX uiMppax,
cBOOO/IHbI OT YKa3aHHbIX HEJOCTATKOR:

7.  BO-TIEPBBIX, UX CTOMKOCTP K TOMBITKAM B3JIOMA BBITEKACT
M3 CTOWKOCTH MCMOJIb30BAHHOTO OJIOYHOro Kdpa, no-
CKOJIbKY KJIACCUUYECKUE METO/lbl LIM(DPOBAHUS U3YUEHbI I'O-
pasmo Oombllie, a WX HAAEKHOCTH OOOCHOBaHA HAMHOTO
Jydlie, 4eM HaleKHOCTh aCHMMETPUYHBIX KpHITorpadu-
YECKUX CUCTEM;

8. BO-BTOpBIX, @K€ €CJIM CTOWKOCTb HCMOJIb30BAHHOIO B
cxeMe TOANHCH MuQpa OKakeTcs HeAOCTATOYHOH B CBETe
Nporpecca BbIYMCIUTEIBHON TEXHUKU, €ro JIETKO MOXKHO
OyJIeT 3aMeHUTh Ha JIPYroM, 0oJiee YCTOMUYUBBIN, C TEM XKe
pasMepoM OJoka HaHHBIX W KITfoda, 0e3 HeOoOXOAMMOCTH
MEHATh OCHOBHBIC XapaKTEPUCTUKU BCell CXEMBI — 3TO TIO-
TpeOyeT TOJIbKO MUHUMAILHONW MOJM(UKALIMK NPOrpaMM-
HOTO 00eCIIeUCHNS;

Wrak, BepHemes k cxeme Juddu n Xemmvana noanucu omHOTO
OuTa CoOOLIEHHS ¢ MOMOILLBLID aAropuTMa, 6a3UPYIOLIErocs: Ha Jito-
ooM kiaccuueckom Gj10uHom wudpe. Ipeanonoxum, B Halem pac-
MOPSHKEHUH eCTh aliTOpUTM 3amudpoBaHus Fy, onepupyrouii 6110-
KamMu JaHHbIX X pasMepa 7 U UCIOJIb3YIOUIMH KIOY Pa3MepoM Hy:
|X| = n, | K| = ng. CTpykTypa KJItOUeBOi UHpOpMaLIUK B CXEME CJle-
IYFOINAS: CEKPETHBIM KIF0Y TOANMUCH ks @biOUpaenica KaK TIPOU3-
BOJIbHAA (CITyYaifHast) mapa Kiroduei ko, k| ACTIONB3yeMOoro OJ0YHOTO

mndpa:
ks = (ko.k1);

Takum oOpasom, pasMep KITKOYA MOAMKCH PaBEH YABOCHHOMY pas-
Mepy KJloua MCMoJb30BaHHOro O104HOro mudpa:
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\ks| = 2| K| = 2n.

Kitou ipoBepKH MpeacTaBiIseT coboi pe3yabTaT MU POBAHHS ABYX
6nokoB Tekcra Xy n X ¢ Kiouamu ky U k; COOTBETCTBEHHO:

kv = (Co, C1) = (Ey, (Xo), Ey (X1))

€ ABJAOLUEC NapaMeTpoOM CXEMbI 6.]'[0](]/1 JaHHBIX HECECKPETHbI U
W3BCCTHBI MPOBEPSIOINICH MOAMUCH cTopoHe. Takum obpaszom, pas-
Mep KIIFOYa TIPOBEPKH TOAMKUCH PABEH YABOCHHOMY pasMepy GJioka
UCIOJIB30BAHHOIO 0J104HOrO Hiudpa:

k| = 2/X| = 2n.

Anroputm Sig BbIpabOTKM T pPOBOM moamucH ans Owra ¢ (I
0 {0,1}) 3akmouaeTcs MPOCTO B BBIOOPE COOTBETCTBYIOIIEH MOIO-
BUHbI U3 Napbl, COCTABJISIIOLLEH CEKPETHBIN KIIKOY MOANUCH:

s=81)=k,.

Aaroput™m Ver npoBepKd MOJAMUCH COCTOUT B MPOBEPKE ypaBHe-
Hua L (X;) = C;, KOTOPOE, OYEBMIHO, JOJDKHO BbIMOJHATLCS 15
Harrero {. [lomy4arento W3BECTHBI Bce UCTIOIB3yeMBIE TIPH 3TOM Be-
JINYUHbI.

Takum ob6pazoM, GYHKLHMS NPOBEPKH NOANUCH OyaeT clieayio-
IICH:

a,Eg(X,)=C,

Ver(t,s, k)= E(X)£C, "
» Lg(Ay t

IMokaxewm, uTo maHHAs cxeMa pabOTOCTIOCOOHA, IS YeTo MpoBe-
pUM BBHITIOTHEHHE HEOOXOIUMBIX CBOHCTB CXeMbl U(PpOBO TTOATH-
CH:

1. HeBo3MOXKHOCTb MOANMUCATL OWUT £, €C/IM HEM3BECTEH KJIIOU
roanvcH. JleficTBUTeNpHO, TS BBHIMOTHEHHS 3TOTO 3JI0YMBIIII-

JEHHUKY noTpeboBasiock Obl peliuTh ypaBHenue Ey(X;) = C;
OTHOCHTENTFHO S, YTO SKBUBAJICHTHO OTPEICTICHUIO KITFOYa TS
M3BECTHBIX OJIOKOB LIM(POBAHHOTO U COOTBETCTBYIOUIEIO €My
OTKPBITOTO TEKCTA, YTO BBIYUCIUTEIHHO HEBO3MOXKHO B CHITY
WCTIONB30BaHMS CTOWKOTO IIHU(pa.

104



2. HeBo3mokHOCTH 10/100paTh JIpyroe 3HaueHue 6ura f, KoTopoe
MOAXOAWIO Obl MO 3aJaHHYIO TOAMHCH, OYCBHIHA: UHCIIO
BO3MOXKHbLIX 3HAYeHUH 6l/lTa BCEIo Ba U BEPOATHOCTDL BbIINOJI-
HEHUS JIBYX CJEAYIOLIUX YCJIOBUH OJHOBPEMEHHO npeHebpe-
JKHMO MaJia B TIPOCTO B CHITY HCTIONB30BAHHS KPHIITOCTOMKOTO
ATOpUTMA:

E(X,) = Co,
E(X)) = C.

Takum obOpazom, npeayioxkenHas Jupdu u Xennmanom cxema
uudpoBoil NMoanucH Ha OCHOBE Kjaccuueckoro OjouHoro mudpa
o0ajaeT Takod XK€ CTOHWKOCTBIO, YTO W JIeKAIIUH B €¢ OCHOBE
OnmouHBIl M(p, ¥ TPH 3TOM BecbMa mpocTta. OmHAKO, Y Hee ecTh
JIBa CYLIECTBEHHbIX HEIOCTATKA.

[NepBrIit HemOCTATOK 3aKIIOYAETCA B TOM, YTO JaHHAS cXeMa TI0-
3BOJISIET TIOATMCATH JIWING OOuH OuT mH(popMarmu. B 6moke Goib-
1Iero pasMepa NpuaeTcsl OTAENbHO MOJAMUCHIBAThL KaX/Ibli OUT, NO-
DTOMY JlaKe C YYETOM XALIMPOBAaHUsSI COOOLIEHUS! BCE KOMIMOHEHTDI
MOATIMCH — CEKPETHBIN KIIOY, MPOBEPOYHAS KOMOMHANIWS U COOCT-
BEHHO MOJIMUCH MOJIyHalOTcs JIOBOJILHO OOJIbLIMMU [0 pasmepy U
Oosiee YeM Ha JiBa MOps/IKa NPEBOCXOST pa3Mep MOANHUCHIBAEMOro
6noka. [Ipenmonokum, 4To B CXeMe HCTIONB3YyeTCs KpUnTorpadude-
cKkuii anroput™ Ex ¢ pazMepoM OJ0Ka B KIr04Ya, COOTBETCTBEHHO # 1
ng. Tlpeanonosxum Takke, 4TO UCMOJBL3YeTCsl (YHKLMS XOLIUPOBa-
HHS C pa3MepoM BBIXOIHOTO OJoka ny. Torma pasmMepbl OCHOBHBIX
pabounx 67I0KOB OYAYT CIIeYIOIIAMHU:

pa3Mep Kimoua OATUCH: 1ys = 2nylHy.

pa3Mep Kioua POBEPKH TIOATIUCH: He = 2HyH.

pa3Mep NOANUCH: 1 = Ay [h.

Eciu, Hanpumep, B Ka4eCTBE OCHOBbBI B JIaHHOH cxeme Oyner uc-
nojs3oad wudp N'OCT 28147-89 ¢ pasmepom Oioka n = 64 Gura
¥ pa3zMepoM Kiroua xug = 256 OuT, U Ans BBIpaOOTKU X3II—0JIOKOB
OyseT MCMOJbL30BaH TOT K€ caMblii 1IUMQP B pexkuMe BbIPaOOTKH
UMUTOBCTABKH, YTO JaCT pasmep Xour0j0ka ny = 64 1O pazmepsl
pabounx 6710KOB OYAYT CIIeYIOIIAMHU:

pasmep Kioua nojnuck: mys = 2ngly = 2[64[256 6ur= 4096
Oair;
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pa3Mep KiTtoua TIpOBEepKH MOANHCH: Hc = 2npn = 2[64[64 Our =
1024 6aiira.

pasmep noanucu: ns = ny [y = 64256 6ur = 2048 Gaiir.

Bropoii HepocTaToK JlaHHOM CXeMbl, ObITh MOKET, MEHEe 3ame-
TEH, HO CTOJIb Xe cepbe3eH. Jleno B TOM, 4TO mapa KIIKoUeH BbIpa-
OOTKH MOJNMUCH U MPOBEPKU MOAMKUCU MOTYT ObITh WCIOJb30BaHbI
TOJbKO OAMH pa3. JIeHCTBUTEILHO, BbINOJIHEHUE NPOLEAYPbl NOAIU-
¢y OuTa cOOOLICHNS IPUBOIUT K PACKPBITHIO TIOJOBHUHBI CEKPETHOTO
KITKOYa, TIOC/Ie Yero OH YK€ He SBIAETCS MOJTHOCTBIO CEKPETHBIM W
He MOxeT ObITb MCrosib3oBaH MoBTOopHO. [losTOMy A Kaxoro
MOANUCHIBAEMOTO COOOIICHUST HEOOXOOUM CBOH KOMIUICKT KIIHO4eh
MOANUCH U MPOBEPKHU. ITO MPAKTUUESCKH HUCKIIOYAECT BO3MOKHOCTb
UCMOJIb30BaHUs paccMOTpeHHoi cxembl Jluddu—Xemimana B nep-
BOHAYaJbHO MPEYI0KEHHOM BapuaHTe B peaibHblX cuctemax DI

Opnako, HeckonbKO JleT Hazan bepesun n JlopowkeBuy npeasuo-
kunn Moaudukaumio cxembl Judpdu—Xemimana, pakruuecku yer-
PaHSIOLLYIO €€ HEI0CTATKH.

LeHTpanbHBIM B 3TOM MOAXOIC SBJISETCS AITOPUTM «OAHOCTO-
POHHEH KpUOTOrpadguyecKoil NpOKPYTKW», KOTOPBIH B HEKOTOPOM
POAe MOXKET CIY>KWTbh aHAJIOrOM OfNepalud BO3BEJACHUS B CTENEHb.
Kak o6bIuHO, Mpeanonokum, YTo B HalleM pacrnopsiKeHHH UMeeTcs]
Kpunrorpadudeckuii anroputm Ex ¢ pazMepoM OJ0Ka NAaHHBIX H
KITKOYa COOTBETCTBEHHO 71 U nx OUT, mpuueM n < ng. Ilycts B Hamem
PacropsHKeHUM TakKe UMeeTcst HeKoTopas (PyHKUHMS OTOOpaKeHUS

n—OUTOBBIX OJIOKOB JTaHHBIX B nx—OutoBble ¥ = P, , (X), |X|=n,
| Y | = ng. Onpenenum peKypcuBHYIO (OYHKIHIO R; «OTHOCTOPOHHEH
NpoKpyTKW» Giioka naHHbIX 7" pasmepoM n OuT k pasz (k = 0) npu
TTOMOIITH CeAyroIei hopMyITbL:
i, k=0,

R =4 Py (Rey (1) (X)), & >0,

rje X — npou3BO/IbHbIA HECEKPETHbIN H-OUTOBBINA 0JI0K J@HHbIX, S1B-
JIOWMICS napaMeTpom npoueaypbl npokpytku. Ilo ceoeil uaee
(yHKIMS OTHOCTOPOHHEH MPOKPYTKH Ype3BBIYAMHO TMPOCTa, HAIO
BCEro JIMIUbL HY)KHOE KOJIM4ecTBO pa3 (k) BBIMOJHUTL ClieAylOLIHe
JeUCTBUS: paclIMpUTh #-OUTOBBIN GJIoK AaHHbIX 1" 10 pazmepa Kito-
Ya UCTIONH30BAHHOTO ANTOpUTMa MU(POBaHUSA (7x ), HA TIOTyUYeHHOM
pacimpeHHOM OJI0Ke Kak Ha KiTfode 3amud)poBaTh OJOK MAHHBIX X,
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pesyabTaT 3aludpoBaHus 3aHECTH HA MECTO UCXOJIHOrO OJ10Ka J1aH-

veix (7). Ilo onpenenenuro oneparus R (T) oOnamaeT AByMS BaxK-

HBIMU JIJIS1 HAC CBONMCTBaMU:

1. AIIUTHBHOCTL U KOMMYTaTHBHOCTb MO HUCJY MPOKPYUYHUBa-
HUWH:

Riie(T) = Re(RAT)) = R(Ri(T))-

2. OJHOCTOPOHHOCTb WJIM HEOOPATUMOCTh MPOKPYTKU: €CIU W3-
BECTHO TOJBKO HEKOTOpoe 3HaueHHe GyHKIUU Ri(T), TO BbI-
YUCTTUTETIHHO HEBO3MOKHO HalTH 3HaveHue Ry(T) ans mobdo-
ro k'<k — ecnu 6bl 3T0 ObIJIO BO3MOXKHO, B HallleM pacrnops-
KeHun Obul Obl Cnoco0 onpeaesuTh KU WUGpPOBaHUsS 110
W3BECTHOMY BXOJHOMY W BBIXOAHOMY ONOKY anmroputMa Ex.
YTO MPOTUBOPEUMT NPENONIOKEHUIO O CTOWKOCTH LiKdpa.
Tenepb nokaxkeM, Kak yKa3aHHYHO ONEpaLio MOYKHO MCHOJIb30-

BATH JUTA OANKCH 6110Ka 7, COCTOAIIETO U3 1 OUTOB.

CeKpeTHBIM KoY TOAMHUCH ks BBIOMpaeTcs KAk MPOU3BONLHAS
napa 0J10koB ky, k1, uMeroLLIMX pa3Mep 0JI0Ka JaHHbIX MCIOJIb3YEMO-
ro GJsiouHoro mdpa, T.€. pasMep KJoua BbIpadOTKU MOANNUCH PABEH
VABOCHHOMY pa3Mepy ONoka MaHHBIX HCTIONB30BAHHOTO OJIOYHOTO
wudpa: |ks| = 2n;

Kiltou MpoBepkd MOANKUCH  BbIUMC/SIETCS Kak rapa OJIOKOB,
HUMEOIUX pazMep OIOKOB JAHHBIX WCTIONB30BAHHOTO allTOPUTMA TIO
CIeayonmM hopMyaMm:

ke = (Co,C1) = (R 1(Kp), Roniy(Ky)).

B 9THX BbIYMCICHHUSAX TaKKe HMCMOJbL3YIOTCS HEceKpeTHble OJ0KU
JaHHbIX Xp ¥ X), sBasdomyecs napaMmerpamMu (QyHKOUH «OZHOCTO-
POHHEH MPOKPYTKW», OHU 00s3aTEIBHO JOJKHBI OBITH Pa3IMYHBIMU.
Takum ofpa3om, pazmep KJIOHa NPOBEPKH MOANKCH TaKKe paBeH
VBOEHHOMY pa3zMmepy OJoKa JaHHbLIX MCMOJb30BAHHOTO OJIOUHOrO
mmmdpa: |kc| = 2n.

Boiuucnenne v nposepka DL Oyayt BeirisaeTs cieayouium
oOpa3zom:

Anroput™ Sig,, BbIpaOOTKM LUUPPOBOM NOAMUCH AL -
outoBoro Omoka 7' 3aKI0OYaeTcsl B BBINOJTHEHUH «OJHOCTOPOHHEH

n
NPOKPYTKU» 00erX MoJoBHH Kitoya noanuck 17 u 2 '—1-7 pa3 coor-
BETCTBCHHO!
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s = SlgnI(T) = (So,Sl) = RT(k()), R2nr_1_T(k1)) d

Anroput™m Ver,, TpoBepKH HMOJIHMCH COCTOUT B IIPOBEPKE HC-
THUHHOCTH COOTHOWICHUH R, . (s9) =Co,Rr(s1) = Cy, KOTOpEIE,

OYEBUIHO, JOJDKHBI BBITOJHATHCSA 714 MOMJIMHHOIO OJI0Ka JaHHBIX
T:

Ry 1(80) = Ry i r(Rr(ko)) = Ry rr(ko) = Romra(ko) = Co,
Ri(s1) = Ri(Ry g (k1)) = Ry (k) = Ry (k) = Ch.
Takum o6pazom, pyHKLMS MPOBEPKHU NOANUCH OYICT Cle1yOUISH:
, Ry (s0)=Co&Rp(sy)=0Cq,
Ver(T,s,kC)=§ 2T -7 \¥0 0 T\ 1
s Romy 17 (s0) # Col Ry (s1) # Cy.

[Nokaskem, 4TO AJI JAHHON CXEMbI BBIMOIHAKOTCS HEOOXOOUMBIC
YCIIOBHA PadOTOCTIOCOOHOCTH CXEMBI TTOATIUCH:

Ilpeanonoxum, 4To B pacnopssKEHHH 3710YMbILUIEHHUKA €CTh A-
ouroBblii Onok 7, ero noanuch S = (Sg,51), M KJIIOY MPOBEPKU
ke = (Co,C)). Tompaysck 1ol mHPOpMAaIHeH, 3T0yMBITILITCHHUK TTbI-
TaeTcs HAWTH TPaBUIIBHYIO TIOANUCH §' = (80,8{) IS IPYroro Hi-
6uroBoro 6aoka 71". JIjis 5TOro emy Hajlo peuluTh Clieayiolre ypas-
HEHHUS OTHOCHUTEIIBHO S§ U §1:

Ry _p(s0) = Co,
Ry(s1) = C\.

B pacrnopsikeHHu 3JI0YMbILIJIEHHUKA €CTh OJIOK JlaHHbIX 1’ ¢ noj-
MUCBIO § = (8p,S1), YTO MO3BOJISIET €MY BbIUUCINUTL OJHO W3 3HAUYCHUN
8,81, maxe He BIAAES KITFOUOM TIOTHACH:

(a) ecnn T' < 1", 10 56 = Ry(ko) = Ry 1(Rr(ko)) = Rr 1(s0),

(b) ecim T>T, TO 81 = Rotr_y_r(ky) = Rr_r(Ryrn__

(k1)) = Ry 7(s1).

OpnHako U1 HAXOKIEHUS BTOPOI TOJOBHUHBI MOATHCH (S| U S§ B
cmyvasx (a) u (b) cCOOTBETCTBEHHO) eMy HEOOXOAMMO BBITIOTHHUTH
NPOKPYTKY B OOpaTHYIO CTOpOHY, T.e. Haiitu Ri(X), pacnonaras
TOJILKO 3HaYeHUEM JUisl OONbIUero k, YTO SIBJASIETCS BbIYMCIUTEIbHO
HEBO3MOXKHEIM. TakuM 00pa3oM, 3ITOYMBINIICHHUK HE MOJKET MO~
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Jienath MOANUCH MO COOOIIEHUEM, €ClIM He pacrojiaraet CeKkper-
HBIM KITFOUOM TIOJIITHACH.

Bropoe TpeGoBaHue Takxe BbINOJIHSAETCS: BEPOSTHOCThL M0/100-
parb Gsiok aaHHbix 717, otimuHblil ot Onoka 7, HO obaaaatowimii Ta-
KO ke IM(POBO MOANHCHIO, YPE3BBIYANHO MaTa U MOXKET He TpH-
HUMAThCS BO BHUMaHUE. J[eHCTBUTENBEHO, MyCTh HHA(ppOBas MOAIICH
onoko 7' u 7' coenanaer. Toraa noanucu oboux GiiokoB OyayT
PaBHBI COOTBETCTBEHHO:

s = Sp(T) = (s0,51) = (Rr(ko), Ro1_r(ky)),

s = 8p(T") = (85,51) = (Rr(ko), Roiir(kr)),
HO $=$', CIe10BATE/ILHO:

Rr(ko) = Rr(ko) n Ry (ki) = Ry p(ky).

Ilonoxxum nns onpeneneHnoctu 7'< 77, Torna cnpaBeasiuBo clie-
aymwolee:

Ry (ko) = ko, Ry 1(k1) = ki, tie ko = Ry(ko), ki = Ry (k)

ITocnemuee ycnmoBwe oO3HayaeT, YTO MPOKPYUHBAHWE ABYX paz-
JIUYHBIX OIOKOB JAHHBIX OJTHO M TO K€ YMCIIO pa3 OCTABIISET UX 3Ha-
YEHUsI HEU3MEHHbIMU., BeposaTHOCTb Takoro coObITHs Upe3BblualiHO
Majia ¥ MOYKET He IPUHUMAThCS BO BHUMaHHeE.

Takum oOpazom paccmoTpeHHas Moaudukanms cxemsr Jnddr—
XesimaHa /iej1aeT BO3MOXKHbBIM TMOANUCHL HE OAHOro Guta, a ueloi
OUTOBOM rpyrinbl, DTO MO3BOJIIET B HECKOJILKO Pa3 YMEHbIIWTh Pa3-
Mep TIOANHCH U KiTtouel TOANMCH/TIPOBEPKHU NaHHOM cXeMbl. OnHa-
KO HaJl0 MOHUMATh, UYTO YBEJIIUYEHUE pa3Mepa MOJIMHUChIBAEMbIX Ou-
TOBBIX TPYIN MPUBOJMT K IKCMOHEHLMAJILHOMY pocTy 00bema He-
00XOTUMBIX BBIYUCIICHUH W HAUWHAS ¢ HEKOTOPOTO 3HAYCHUS JefiaeT
paboTy cxembl Takke HeapdexTuBHOU. ['panuma «pasymHoOro pas-
Mepay MOANUCHIBAEMON I'PYIIibl HAXOAUTCS TJ1e-TO OKOJIO JECATH
OuT, 1 OJIOKM GOJBIIETO pa3Mepa Bce paBHO HEOOXOIUMO TIOIITHCHI-
BAaTh IO YaCTAM.

Teneps Haliiem pasmepbl KJIHOYEH U MOJANUCH, a TAKKe 00bem
HEOOXOAUMBIX JUJISl peajiu3aliii ¢XeMbl BbiuuciieHul, Ilycts pasmep
xX3m—0710ka ¥ 0710Ka UCTIONB3yeMOTo Mu(pa ONUHAKOBI M PABHHI A,
a pa3Mep TOAMMCHIBAeMBIX OWTOBBIX TPymm paBeH #r. IIpemmomno-
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JKUM TaKXKe, YTO €CJIM MOCIEAHSS IPyINa COASPIKUT MEHbLLIEE YUCII0
outoB, oOpabarbiBaeTcs OHa BCe PABHO KaK TIOMHAs #p-OWTOBAs
rpynna. Toraa pazmeps! Kitouel NoANMCH/MpoOBEPKHA U caMoOl Moj-

NUCH COBMAAAOT U PaBHbI CJIEYIOLIECH BEJIMUUHE:
n I’l2
K¢ |= K¢ |9 s |=2n3—0= 2~ 6w,
nr nr

riae [X0o6o3HauaeT okpyrieHue uuciia x 10 Oankaiuiero uenoro B
CTOpOHY Bo3pactanus. Yucno onepauuii wmdposanus Ex(X), Tpe-
OyeMoe Ans pealnH3allid MPOLEAYP CXEMbI, OMPEICTSIOTCS HIKe-
CIEAYIOIMMH COOTHOIICHUSIMH:
npy BbIpabOTKE KIHOUYEBOMH MH(POPMALMU OHO PABHO;
ny +1
W, =2m2" -pEos i,
nr nr

NpH BbIPabOTKE U NPOBEPKE MOAMKUCH OHO BJIBOE MEHbIIIE:

2" g

nr

We=We =" 1B -=
nr

Pazmep kirova moAOMCH U MPOBEPKU MOANUCH MOXKHO AOMOITHU-

TEJIbHO YMEHbIIUTh CASAYIOLIUMHU MPUEMaMHU:

1. Her HeoOXOAMMOCTH XpaHUTb KJIKOUM MOJNWCH OTIE/IbHBIX
OWTOBBIX TPYIII, WX MOKHO NWHAMUYECKH BEIPaOATHIBATH B
HY>KHBIi MOMEHT BPEMEHM C MOMOIIbIO F'eHepaTopa KPHUIITO-
cTolikoi rammbl. Kitouom nognucu B 3ToM ciyuae OyneT sp-
JIATHCS OOBIYHBIMA KJIFOY MCHOJB30BAHHOTO B CXEME MOAIMUCH
6mounoro mmdpa. Hanmpumep, ecnu cxema moamucy OyAeT mo-
ctpoeHa Ha anroputme ['OCT 28147-89, To pasmep kiatoua
roarnicy OyaeTr paBeH 256 Gutam.

2. AHaJOTMYHO, HET HEOOXOAUMOCTH XPAaHUTh MACCHUB KIFOYEH
NPOBEPKH MOJNUCH OT/C/IbHLIX OUTOBBIX Ipyrin 0J10Ka, jocTa-
TOYHO XPAHWUTh €r0 3HAYEHUE XOL-PYHKLUHUU ITOr0 MacCupa.
[Ipu sTOM anropuT™m BBIPAOOTKH KIIFOYA TIOITUCH U allTOPUTM
MPOBEPKH TIOITUCH OYIyT AOMOIHEHBI eIlle OTHAM IIaroM —
BbIUMC/IEHUEM XOUI-(DYHKIIMM MAacCHBa MPOBEPOUHbIX KOMOU-
HaIH OTHENBHBIX OUTOBBIX TPYIIIL
Takum oGpazom, pobiema pazMepa KiIroueh U MOANICH pelneHa,

0/1HAKO, BTOPOI HEJA0CTAaTOK CXEMbl — OJHOPA30BOCTb KJIIOUEH — He
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MPeoJ10JIeH, NOCKOJIbKY 3TO HEBO3MOXHO B paMkax noaxona ud-
¢u—Xennmana. {1 mpakTHUECKOTO MCMOIB30BAHUS TAaKOW CXEMBL,
paccuuTaHHOM Ha noanuck N cooluleHUH, OTNpaBUTENO0 HEO0XO-
JUMO XpaHuTb N KIIOUeH noanucy, a nojyvareto — N Kiouen
MPOBEPKH, UYTO AOCTATOYHO HEYZOOHO. JTa mpobiemMa MOKET OBITh
pelieHa B TOYHOCTH Tak e, Kak Obljia pellieHa mpoliemMa KIrouei
JUISi MHOXKECTBEHHBIX OUTOBBIX TPyINn — reHepauyei kiatovel noj-
nUcH 171 BceX N cooOIIeHHH U3 ONHOTO MacTep-KiIloYa U CBEPTHI-
BaHWE BCEX MPOBEPOUHBIX KOMOMHALMKM B OIHY KOHTPOJBHYIO KOM-
OWHALMIO C NOMOLIBLIO AIrOpPUTMa BbluMcieHus: Xou-pyHkiuu. Ta-
Kol noaxoa peuina Obl MpobiieMy pasMepa XpaHUMbIX KJIIOUel, HO
npuBena Obl K HEOOXOOUMOCTH BMECTE MOAIMUCHIO KaXIOro cooOIIe-
HUsl BbICbUIaTh HepocTaoue N—1 npoBepouHbix KOMOUHALMH, He-
00XO/MMBIX ISl BbIYMCIEHUS X21I-(YHKUMKM MaccuBa BCEX KOH-
TPOJNBHBIX KOMOMHALMKA OTACIBHBIX COOOLICHHN. SICHO, YTO TaKoM
BapHaHT He 00JajaeT NMpeuMyLIeCTBAMH MO CPAaBHEHHIO ¢ HCXOI-
HbIM. YTOMSIHYTbIMK Bblllie aBTOpaMH Obll MPEJIOKEH MEXaHU3M,
NO3BOJISIOUIMHA 3HAYUTENIbHO CHU3UTL OCTpoTy npodiembl. Ero oc-
HOBHAsl Ues — BBIYUCIIATE KOHTPOJIBHYIO KOMOMHALIMIO (KO TIPO-
BEpPKH MOJIKCH) HE KaK X31I-(DYHKLHMIO OT JJMHEHHOro MaccrBa npo-
BEpOUHbIX KOMOMHALMH BceX COOONICHUH, a NoNapHo — C MOMOLIbIO
OounapHoro gepeBa. Ha kaxnom ypoBHE mpoBepodHas KOMOMHALIUS
BBIUHUCIISCTCA KaK X3I-YHKLUS OT KOHKATCHALMH OBYX MPOBEPOHU-
HbIX KOMOWHAUMHA Miajaiiero ypoBHs. Yem Bblllie ypoBeHb KOMOU-
HAITUH, TeM OOJIbIlle OTACIBHBIX KIFOUYeH MPOBEepKH "yUnThIBaeTCs" B
Heit. TIpemonoxKiM, uTo Hama cxeMa paccuntaHa Ha 2" coobme-

nuid. O6o3HauuM uepes C,-(l) i-Ty10 KOMOHMHAUMIO /-TOrO YpOBHSI.

Ecmm Hymeparmro koMOWHaNWii W YpOBHeW HAaYWHATH C HYIS, TO
CIIpaBeIJTURO cleaytolree yeiosue: 0 < 7 < 2 ai-ag TIpOBepOYHast
KOMOWHAIWs /-TOro YpOBHS paccuWTaHa Ha 2! coobuiennit ¢ HoMe-
pamu oT i oo (i+1)[2f—1 BKJTIOUHTENBHO. Yneno koMOWHALINM
HUXKHETO, HYJIEBOrO ypoBHs paBHO 2", a camoro BepxHero, L-toro
YPOBHS — 0JIHA, OHA U SIBJISIETCS KOHTPOJILHOM KOMOUHaLIMel Bcex ok
coo0IeHu#l, Ha KOTOpBIe paccuMTaHa cxeMa. Ha kaxmom ypoBHe,
HauuHasi C NEPBOro, NPOBEPOUHbIE KOMOUHALIMK PACCUUTHIBAKITCS
no cieayrotiei hopmy.ie:

[+1) _ / l
ci™ = HEY 15,
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rjae uepes A|| B o0603HaueH pe3y/ibTaT KOHKATeHalWW JBYX OJIOKOB
maHHBIX A m B, a uepes H(X) — mpolleaypa BBIUUCICHUS X3II-
(dyHKuMK Gnoka laHHbIX X.

VYporeHb
®)
3: C,
@) /\ @)
2: 0 Cl
" T (\/\ )
1 0 G, G,
of o o o (K\ o o o
0 CO 1 2 C3 C4 CS C() 7

Puc. 4.1. JIponunoe nepeso as cxembl DL Ha 8 coobimnenuii

Ilpy vcnonb30BaHUK YKa3aHHOTO MOAXO0/Aa BMECTE C MOJIMUCHIO
cooOuleHHs: HeoOXoAUMO nepeaarh He N—1, Kak B MCXO/IHOM Bapu-
ante, a Tonabko logyN KOHTponbHBIX KoMOMHaumid. IlepemaBatbes
JIOJKHBI KOMOUHALIMHK, COOTBETCTBYIOLME CMEXKHbBIM BETBSIM JiepeBa
Ha MyTH OT KOHEYHON BEPLUMHbI, COOTBETCTBYIOLEH HOMEpY MC-
MOJIB30BAHHON OATHCH, K KOPHIO.

[Ipumep opranuzanmuy NpoOBEPOUYHBIX KOMOWHALMK B BHAE OBO-
MUYHOIO JiepeBa B CXeMe Ha BOCeMb COOOLIeHWI NpuBe/eHa Ha pu-
cynke 4.1. Tak, mpu niepegave cooOrmienns Ne 5 (KOHTpoOJIbHAs KOM-
OMHALMs BBIACTICHA PAMKOI) BMECTE € €ro MOANUCHIO TOJKHBI ObITH

0
nepejaHbl KOHTPOJIbHAs KOMOUHaLUs cooliueHus No 4 (Cf1 )), 00-

|

was it cooOmennit NeNe 6—7 (C; )) u o0mas mist cooOmenunii NeNe
2

0-3 (Cé )), BCE OHH BbIJIeJIEHbl HA PUCYHKE JIPYTUM (OHOM.

(0)
ITpu nposepke noanucu 3Havenue C° OyAeT BbIMHCIIEHO U3 CO-

OOINIeHsT W ero TOANNCH, a UTOTOBas KOHTPOJbHAS KOMOWHAIWS,
MTO/TIEXKAIAS CPABHEHHIO C ATAJIOHHOH, TT0 ciemyroleii hopmyie:
_ A3 @) ©0) |, ~0) )
C= Co - H(Co H H(H(C4 H C5 )H C3 ))
HeoOxomumMocTh OTTIpaBIATE BMECTE C TIOMAIMUCHIO COOOIIEHUS
JIOMOJTHUTENIbHYIO MH(OPMALIMIO, HYKHYIO Jis1 IPOBEPKH MOAMMCH,
Ha CaMOM Jlejie He OYeHb oOpemenuTeNbHa. JlelicTBuTebHO, B cuc-
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teme na 1024=2" noAnuceil BMecte ¢ COOOLIEHUEM U €ro MOAIMNU-
CBI0O HEOOXOAMMO AOTIONHUTENHHO TMepenaBaTh 10 KOHTPOIBHBIX
koMGuHaLui, a B cucreme Ha 1048576 = 2 noanuceit — scero 20
komOuHauui. OiHaKo, nNpy OOMLUIOM YUCIIE MOANNUCEH, HA KOTOPbIE
paccunTaHa cHcTeMa, BO3HUKAeT Apyras mpodiemMa — XpaHeHHe JI0-
TTOTHUTEITHHBIX KOMOWHAIIMM, €CJT OHU PacCUMTAHbI TIpeIBapUTEITh-
HO, WK UX BbIPAOOTKA B MOMEHT (hOPMUPOBAHUSI MOANUCH,
JlomonmHuTENEHBIE KOHTPOJIBHBIE KOMOWHAIIMM, KOTOpPBIE Tiepe-
JTAIOTCS BMECTE C TIOIITUCHIO U UCTIONB3YIOTCS TIPU €€ TIPOBepKe, BhI-
pabarbiBatoTes Mpu (popMUpPOBaHHMH KJlOYa NPOBEPKH MO KJIOUY
NOJINKMCHA U MOTYT XPAHUTLCS B CUCTEME W HCMOJIb30BATHCSI B MO-
MEHT (POPMHUPOBAHUS TTOATIMCH, JTMOO BBIYUCIATHCS 3aHOBO B ATOT
momeHT. [lepBbiil NojxoA npeanoJaraeT 3aTparbl JUCKOBOW MaMsITH,
TaK KaK HEOOXOJAUMO XPaHUTh 212 3nauennii X3M-PYHKLHUU BCEX
ypoBHeH, a BTOpoi TpeOyeT OobIIoro o6beMa BBIYUCICHUH B MO-
MeHT (OPMHUPOBAHUS TOMMTUCH. MOKHO HCITONB30BaTh U KOMIIPO-
MUCCHBIN NOAXO0/ — XPAHUTh BCE XAUI-KOMOUHALIMK HAUMHAS ¢ HEKO-
TOPOro YPOBHS I', a KOMOGUHALMKY MEHbLLEro YPOBHS BbIUUCIISITD
ripu (hOPMHUPOBAHUH TIOMIUCH. B paccMOTpeHHO BhIIle cXeMe O~
nucu Ha 8 cooOleHnH MOXKHO XpaHuTh Bee 14 KOHTPOJIbHBIX KOM-
OuHaLMii, UCNOJb3YeMbIX NpU MPoBepku (Bcero ux 15, HO camas
BEepPXHSA HE WCIIONB3YETCs), TOTAA TPH IMpOBEpKe MOIIUCH UX He
Hago OynmeT BBIUUCIATH 3aHOBO. MOXKHO XpaHWUTh 6 KOMOWHAIWH
HauuHas ¢ ypoBHs 1 (CE)l ), C(ll), C;l ), Cgl ), éz), C(Iz)), TOr/a NPy Npo-
Bepke roarucu coobmenust Ne 5 HeobxonumMo OyaeT 3aHOBO BBIUHC-
JINTb KOMOUHALIMIO Cﬁo), a ocTajibHbIC (C?,C;l)) B3ATh U3 TaOJMLIbI,

U T.O.. YKa3aHHBIA MOAXOM MO3BONSIET JOCTUYDh KOMIIPOMHUCCA MEK-
Ny ObICTpO/IcHCTBUEM U TPEOOBAHUSIM K 3aHUMAEMOMY KOJIMYECTBY
JILCKOBOI'O0 MPOCTpaHCTBA. OTMETUM, UTO OTKA3 OT XPAHEHHS KOM-
OWHaIMii OTHOTO YPOBHS TIPUBOAWT K 3KOHOMHH TMaMATH W POCTY
BbIUUCJIMTENILHBIX 3aTpaT NPUMEPHO BJABOE, TO €CTb 3aBUCUMOCTH
HOCHT 3KCINOHEHUMAJIbHbIHA XapakTep.

4.3. ®yHKuHH X3 POBAHHA

@Oyukuus xaumposanust (xow-gyHkuus) H npeacrasiser coboii
oToOpaskeHHe, Ha BXOA KOTOPOTO MOJAeTcs COOOIICHUE TEPEMEHHOMN
JUIMHBL M, a BBIXOOOM SIBISCTCH CTpOKa (PUKCHPOBAHHOM IUIMHBI
H(M). B obiuem ciyuyae H(M) Oyzer ropaszio MeHbluM, YeM M,
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Harpumep, H(M) moxkeT ObiTh 128 nau 256 6ur, Torna kak M mo-
JKeT OBITh pa3MepoM B MerabaiT unm Goree.

DYHKUMS XIUIMPOBAHUSI MOKET CIYXKUTh 15l OOHAPYKEHUS MO-
Judukaln coollueHus. To ecTb, OHA MOXKET CIIYKHUTb B KauyecTBe
KpunTorpadguyeckoil KOHTPOIBHON CYMMBI (TaKkoKe Ha3bIBAEMOM KO-
moM oOHapyxkenus m3Mmenennit (MDC — Manipulation Detection
Code) win nposepkoii enocTHocTH coodiueHus (MIC — Message
Integrity Check)).

TeopeTuuecku BO3MOXKHO, YTO [BA Pa3IMUHBIX COOOLICHUS MO-
ryT ObITb CXaTbl B OJIHY W Ty K€ CBEPTKY (Tak Ha3blBacMasi CUTya-
uust  "croakHoseHus"). Ilosromy s obecrieueHus CTOUKOCTH
(OYHKITMH X3ITUPOBAHUSA HEOOXOMUMO TIPEIyCMOTPETh Criocob n3de-
raTh CTOJIKHOBEeHUIA. [1OMHOCTLIO CTOJIKHOBEHMI W30€XKAThL HEJL3S,
NOCKOJIbKY B O0LIEM cllydae KOJIMYECTBO BO3MOMHBIX COOOLICHHIA
MPEBBIIACT KOJTMYCCTBO BO3ZMOXKHBIX BBIXOAHBIX 3HAUCHUH (YHK-
uuu X3mupoBaHus. OOHAKO BEPOSTHOCTH CTOJNKHOBCHHS MOOJDKHA
ObITh HU3KOM,

Jliist Toro, uyTo6bl GyHKUMS X2IUPOBAHHWS MOTJIa I0JKHBIM 00pa-
30M OBITH MCTONB30BaHA B MpoLecce ayTCHTHU(PHUKALUK, (DYHKIHS
xaumupoanusi H fnomkHa o6naaars cieyiommmMu CBOHCTBaAMU:

1. H moxker ObITh MpUMEHEHA K apryMeHTY JIlo00ro pasme-
pa;

2. BeixogHoe 3HaueHue H nMeeT gukcrpoBaHHEIH pa3zMep;

3. H(x) nocrarouHO NpPOCTO BBIYMCIAWTL JJisl Ji00Oro X.
CKOpOCTb BHIUHCIICHHUS XALI-QyHKIMHA AOKHA OBITH Ta-
KOH, 9T00BI ckopocTh BRIpaboTKH U mipoepku DL mpu
UCMOB30BAHUM  X21I-QYHKUMK  Oblla  3HAYUTENILHO
0osiblle, YeM NPH UCMOIb30BAHUM CaMOT0O COOOLIIEHMS;

4. Jns 1:000ro y ¢ BBIYMCIUTEIIEHOW TOUYKH 3PEHUS HEBO3-
MO>KHO HalTH X, Takoe uto H(x)=y.

5. Hdas n1060oro (PUKCUPOBAHHOIO X € BbIYMCIUTE/bHOM
TOYKH 3PEHHS HEBO3MOXKHO HaliTh X' # X, Takoe 4To
H(x")=H(x).

CBOMCTBO 5 rapaHTHpYeT, YTO HE MOKET OBbITh HAWAECHO Opyroe
cooluleHue, Aalollee Ty e CBEPTKY. ITO NpeoTBpalliaeT Mo IesKy
M TaKxke Mo3BOJIsIeT ucnoib3oBath H B kauectBe kpunrorpaduye-
CKOM KOHTPOJBHOM CYMMBI AJISl POBEPKH LICTIOCTHOCTH.

CBOMCTBO 4 3KBUBAJICHTHO TOMY, uTo H siBisieTcss OmHOCTOPOH-
Heli pyHkunel. CTOMKOCTh CUCTEM C OTKPBITHIMH KITHOYAMH 3aBUCUT
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OT TOTO, YTO OTKPHITOE KPUNTONPEOOPA3OBaAHUE ABIAETCS OTHOCTO-
poHHEeH (QyHKIHeH-T0BYIIKOH. HanpoTus, GYHKIMH X3IIHPOBAHUS
ABJAOTCA OAHOCTOPOHHUMU q)yHKlll/lﬂMl/l, HE UMCIOUIUMU JIOBYLICK.

Knaccuueckas xaui-hyHKLHMS SBASIETCS OTKPLITHIM NpeoOpa3oBa-
HHeM. B crenmaibHOM Cliydae, KOra OHa 3aBHCHT OT KITHOYa, pe-
3yIBTAT €€ BBIYMCICHHS HOCHT Ha3sBaHUC KOOAd aAyMeHMupurkayuu
coobwenus (MAC — Message Authentication Code).

4.3.1. ®ynknusa x>3mupoanusa SHA

Anroputm 6e3onacHoro xauinposanus SHA (Secure Hash Algo-
rithm) mpunST B KadecTBe ctanfapra CIIA B 1992 . u mpenHazHa-
YeH IS WCTIONIb30BAHNSA COBMECTHO C alTOPUTMOM I POBOI MO
nucu, onpejeneHHsiM B cranaapre DSS. Tlpu Beoae coobuienus M
anroput™ BhIpabateiBaeT 160-OMTOBOE BHIXOAHOE COOOINECHME, Ha-
3pIBaeMoe cBepTKoi (Message Digest), koTopas 1 UCTIONB3yeTCs TP
BbIpaboTke DI

PaccmoTpum paboty anropurma nojapodHee.

IIpexxme Bcero mcxomHoe COOOIIEHHE MOMOTHIETCS TaK, YTOOBI
ero JuiHa ctana kpatHoit 512 outam. [Ipu 3Tom coolmenne momomn-
HSIETCS Jlayke TOr/la, Korja ero jJJjiuHa y»e KparHa yka3zaHHoi. [Ipo-
IleCC TPOUCXOIUT CIemyIoImuM oOpazoM: m00aBIseTcs eIuHHIA,
3aTeM CTONBKO HyJeH, CKOJIIbKO HEOOXOAMUMO AJIS TOMyUYeHHs coo0-
UIeHUs], JJIMHA KOTOPOro Ha 64 Gura MeHblue, yem KpatHas 512, u
3ateM jobaensiercs 64-0UTOBOE Mpe/icTaBAeHHe JUIMHBI HCXOHOTO
COOOIIECHUS.

Jasiee MHUUMANU3UPYIOTCS NSTh 32-OUTOBBIX MEPEMEHHbIX CJle-
JIYIOLIMMH LIECTHAALIATEPUYHBIMHA KOHCTAHTAMM;

A =67452301
B =EFCDABS89
C =98BADCFE
D=10325476
E =C3D2EIFO,

Jlanee 5Tu NATh NMePeMEHHBIX KOMUPYIOTCH B HOBbIE NMEPEMEHHbBIE &,
b, ¢, d v ¢ COOTBETCTBEHHO.
'maBHBIN UK MOXKET OBITH TOBOJBHO MPOCTO OMMCAH HA TICEB-
JIOKO/JIE CJIEAYIOLIMM 00pa3oMm:
for (1= 0; ¢ < 80; t++){
temp = (a <<<5)tf(b,c,d) + e+ W, + K,
e=dyd=c;c=b<<<30;b=a; a=temp;
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s

rae
<<< - onepauust UUKJIMYECKOT0 CABUTa BJIEBO,
K; — uiecTHajuaTepyuyHble KOHCTaHTbI, OnpejelisemMblie Mo cle-

IyromuM hopMyiam:
[PA827999, ¢=0..19
FPEDIEBAL, 7 =20.39
Kl = _ i
FIBBCDC, ¢=40.59
HCA62C1D6, 1 =60..79

dhynaxmn f(X, v, z) 3a0ar0TCs CIAeAYIOIINMA BhIPKCHUSIMHU:

XO0Y O-XO0Z, t=0.19
fx,y,2), = XOYOZ, t=20.39,60.79
HXOYOX0zZOYDZ, t=40.59

3Hauenust W, nojsiyuatorcss w3 32-0utoBbix noa0a0koB 512-
OWTOBOTO OJIOKA PACIIUPEHHOTO COOOIEHHS MO CIeaYIomeMy Tpa-
BUIIY:

w = Mp 1=0.19
CTHW L OW s OW,y OW, ) <<<l, t=16.79"

Ilocne okoHYaHHS TNIaBHOTO ITHKIIA 3HAYCHMA a, b, ¢, d 1 e ckia-
abiBatoTed ¢ coaepxkuMbiM A, B, C, D u E cooTBEeTCTBEHHO U OCY-
LIECTBJISICTCS  Mnepexoj kK obpaborke cheaytouiero 512-6urooro
O5oka pacIIMpeHHOTO CcooOImeHns. BRIXogHOe 3HaYeHWe X3IIl-
(dhyHKUMU gBJIseTCS KOHKaTeHauuel 3nauenud A, B, C, D u E.

4.3.2. @ynknun xomuposanus SHA-256, SHA-512 u SHA-384

CroiikocTb (DYHKUMM XDUIMPOBAHUS K TMOMCKY CTOJKHOBEHUI
NpUMEPHO paBHA 2"/2, rjie 7 — JUIMHA BbIXOJHOIO 3HauYeHust hyHk-
mu. B cBs3u ¢ pazpabotkoii B CIIIA HOBOro craHgapta mugpoBa-
HUA ¢ amuHOU Kimrova 128, 192 u 256 Out, noTpeboBaiochk co31aTh
"CONpoBOXKAAOLIME" ANIFOPUTMbI, 00ECIICUUBAIOLIME TAKOM Ke Ypo-
BEHb CTOHKOCTH. B 3TOM TyHKTE ONMCAHBI aTOPUTMBI BRIYMCIICHUS
(hyHKIIH X3ITUPOBAHUS C [UTMHON BBIXOAHOTO 3HaueHud 256, 512 u
384 Gura, KOTOpbIE MPEANOJIAraeTCs MPUHATL B KAUYE€CTBE HOBOTO
cranaapra CILA.
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PaccmoTpum BHauane anroputM SHA-256. Ero onucanue MOXHO
pa3OouTh Ha JBe YACTH — OIMcaHue (YHKIMH COKATHUS U alrOpUTMa
00paboTkn coobuieHus, DyHKIMS CiKaTUS NPeACTaBiIeT coO0OH 1o
CYTH aJIFOPUTM OJIOUHOrO WKUppoBaHus ¢ pazmMepom Ojoka 256 our
MTPOMEKYTOTHOTO 3HAYSHUS (DYHKITUN XAIIHPOBAHUA C UCIIONB30Ba-
HHEM OYepeHOTO TeKCTOBOTO Olloka B KadecTBe Kiroua. [lommmo
00bIUHbIX 0003HAYEHWH, MpU onucaHuu (YHKUKUKW Mbl Oyjaem uc-
MOJIB30BATh CIIEAyIOIIHe: R’ — CABUT CJIOBA BIPABO Ha 7 TIO3MIMH U
S" — IMKIMYECKW COBHMI CJI0Ba BIPaBO 7 Mo3MIMiA. Pasmep ciosa
pasen 32 Guram. CroxKeHHe MPOU3BOAMTCS 10 MOy Ti0 2. CrapTo-
BbIi BekTop xduwmposanus H npeacrasnser coboii naGop u3 8 32-
paspsAIHBIX CIIOB, TMOJYY9aeMbIX B3SATHEM IPOOHOM YacTH KBaapat-
HbIX KOPHE# MepBbiX § MPOCTLIX YUCEN:

H? = {6a09¢667, bb67ae85, 3c6ef372, a54ff53a, 510e527f,
9b05688c, 1£83d%ab, Sbelcd19}.

Jlamee BBIUMCIICHUE IPOUCKXOIUT TIO CIICAYFOIICH CXeMe.

1. IlpensapurenbHas obpadorka. Xawupyemoe coodleHUe BHa-
uajie JIoNoIHIeTCs OUTOBON CTPOKOM TaK, YTO €ro JJjiMHa CTaHOBUT-
cs kpatHOit 512 outam. Croco0 MOMONHEHUS aHAIOTHYEH HUCTIONh-
30BaHHOMY B airoputme SHA-1: nobGapnsietes 1, 3ateM CTOJbKO
HyJiei, uTo0Obl JyiKHa cTasa Ha 64 MeHblie kpaTtHoi 512 u 3aTem j10-
Oamnsgercs 64-OuToBOE MpencTaBIeHNE JTMHBI UCXOMHOTO COODIIe-
HUS.

M(}%. CoobuieHue pazbusaercs Ha 0j0ku 10 512 dur MY, M,

3. OCHOBHOM LIUKIT:
fori=1to N { //N=xonuuectBo OJOKOB B JIONIOJIHEHHOM COO01Ile-
HUU

// UevIManu3upoBarh peructpol a, b, ¢, d, e, f, g, h (i — 1)-m
// MPOMEIKYTOUHBIM 3HaYeHHEM XO1U-(DYHKLIWH

a= Hl(i_l);b = Héi_l);c = H3(i_1);d = Hii_l);
ezHgﬂ%f:Hgﬂng:Hyﬂnh:Hyﬂ%
IIpumennts dyHkIHio cxarus SHA-256 k peructpam a, b;
e B
forj=01to 63 {

Boiuucnure Ch(e, f, g), Maj(a, b, ¢), Zo(a), Zi(e),

and W

/] OtipeienieHHst M. HIKe
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}

// BBIUMCIIUTS i-€ NpoMexyTouHoe 3Hauenue H'.

T =h+2(e)+ Chle.f. @) + K; + W

T, =Zy(a) + Maj(a, b, )

h=gg=ff=ece=d+T
d=c,c=b,b=a,a=1T\+1,

HY =a+H ™ 01D =+ B s 1 =h+ H{™

}

HM =™ g™ a™M g™ g™ a8 1N 1Y w Gyper

HCKOMBIM 3HAUCHUEM XBH.I—q)yHKLII/II/I COO6H.IGHI/I$I M.
B SHA-256 ucnonb3ytores wecth jJorudeckux (yHKLWH, apry-

MCHTBI U 3HAYCHUA KOTOPBIX — 32-0UTOBBIE CIIOBA.

Chix; y;z2)=(x Uy U (-xUz)

Maj(x, v, z) =(xUy) D (xUz) U (y Uz)

To(x) =5°(x) 0 8§ (x) O $(x)

¥1(x) =5%x) O $M(x) O $2(x)

oo(x) =S"(x) O $™¥(x) O R*(x)

o1(x) =S""(x) O §¥(x) O R"(x)

brioku pacimmpenHoro coobmenus W, ...

CleLyIOLIHUM 00pa3oM:
— (D :
Wj _Mjl ,7=0,..15;
forj=161063 {
W)= 01(W)-2) ¥W, -1+ Oo(W)-15) + W) - 16

}

CrnoBa-KoHCTaHTH Ky,
IPOOHBIX YacTel KyOWdecKuX KOpHeH MepBhIX 64 TPOCTHIX Yrcel, U

B 16-puuHOM BUI€ MPECTABIICHbI 31€Ch!

428a2f98
59f111f1
243185be
clSbfl74
2def82cof
a83lcéod
06ca6351
53380d13
az2bfe8al
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71374491
923f82a4
550c7dc3
e49p69cl
4a7484aa
b00327¢c8
14292967
©650a7354
aBlaoco4b

b5cO0fbct
ablc5ed5
72bebd74
efbed786
5cb0addc
bf597fc7
27070a85
766a0abb
c24b8b70

e9b5dbab
d807aa98
80deblfe
0fcl9dco
76£988da
c6e00bf3
2e1b2138
8lc2c92e
c76cbhla3

, Ws3 BBIYHACISAIOTCS

..., Ke3 OepyTcs kak mepeeie 32 Outa

3956¢25b
12835001
9bdc0Ooa’
240calcc
983e5152
dba79147
4d2cedfc
92722c¢85
dl92e819



d6990624 £f40e3585 106aal070 19a4d4clle 1e376c08
2748774c 34b0bcbhb5 391c0cb3 4edBaada 5b9ccadf
682e6ff3 748f82ee 78a5636f 84c87814 8cc70208
90befffa a4506ceb bef%a3f7 c67178f2

Oyskmus SHA-512 monobra mo cBoeit ctpykrype SHA-256, HO
paboraer ¢ pazmepom cjiopa 64 Gura. BHauajie TekcT 10NOHIETCS
Tak, yToObl ero jjuHa Oblia kpatHa 1024. [pouenypa pononHexus
aHajioruyHa: gobamisercs 1, 3aTeM CTONBKO HyJel, 4To AJTWHA TeK-
cTa ctaHeT Ha 128 MeHbine, Hexxkenu kpatHas 1024, a 3atem 128-
OUTOBOE MPE/CTAB/ICHHUE AJIMHbI HCXOHOIO TEKCTA,

CTapTOBEIil BEKTOp XAIIMPOBAHUS TAKXKE 3a/a€TCS aHAIOTHYHO:
OepyTes mepBbie 64 OuTa APOOHBIX YacTell KBaJpaTHBIX KOpHEH
NepBbIX 8 MPOCTBIX YMCE:

H(0) = {6a09¢667f3bcc908, bb67ae8584caa73b, 3c6ef372fe94182b,
a541f53a5f1d36f1, 510e527fade682d1, 9b05688c2b3e6elf,
1183d9abfb41bd6b, Sbe0cd19137¢2179}.

Janiee mcxoaHbli TekeT pasdupaercs Ha Ojoku no 1024 Oura
MY, M?, ..., M. Tlocne uero 6noku 00pabaThIBalOTCS TTOCIEAOBA-
TEIBHO.

OCHOBHOUH LIMKJT BbIMUCJIEHUH BBIMJISIAWT TOUHO TaK K€, KAK U B
crydae SHA-256, Tombko BEIUHCIIIEMble (PYHKIIUN U TIPOU3BOIUMBIC
oTIepaIiy OTpe/ieieHbl Ha 64-0UTOBBIX CITOBaX, a He Ha 32-OUTOBBIX
(B YaCTHOCTH, CJIOXKEHHE BBLIMOJIHATCA MO MOJYJIIO 264, DyHKLMs
CIXKATHS OTJIMYAETCS TOJILKO KOJIMUECTBOM UTEpALMil B LIMKIIE:

forj=01to 79 {

Boiuucnure Chle, £, ), Maj(a, b, c), Z(a), Zi(e), and W,
I'=h+Z(e)+ Chle,, Q)+t K;+ W,

T, =2y(a) + Maj(a, b, ¢)

h=g g=ff=e;e=d+ T
d=c,c=bb=a,a=T+T1T,

J

HckombIM 3HaueHUEM xalu-(byHKLu/m MUCXOAHOro coobiuenuss M
oyner HY) = (HI(N) , HéN) , H3(N) , H;&N) , H§N) , HéN) , H§N) ’ HéN) ).

OTnuumug ecTh TOJBKO B OMpeneseHUH HEeKOTOPbIX HCMOJIb3ye-
MBIX JIOTHUCCKHUX (bYHKLII/Iﬁ, a UMCHHO:
To(x) =S%(x) O $*(x) O $°(x)
Z1(x)=8"(x) O $™(x) O $*'(x)
oo(x) =S"(x) O $*(x) O R'(x)
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01(x) =S"(x) O $%'(x) O R°(x)
bnoku pacuimpenHoro coobuenus Wy,

aganorunuatno SHA-256:

a0 .
w, =M, j=0..15;

forj=161079 {

.., W39 BBIUMCIISIIOTCS

Wi=0(W,_2) +W;_7+0o(W;_15) + W;_16

}

CrnoBa-KoHCTaHTH Ky,

..., K79 OepyTcs kak mepBeie 64 Ounta

ApoOHbIX yacTel KyObudeckux kopHel nepebix 80 nmpocTbix uucen, u
B 16-puUHOM BUI€ MPECTABJICHbI 3/1€Ch!

428a2f98d728ae22
e9b5dba58189dbbc
923f82a4afl194f9%b
1283500145706fbe
72bebd74£27b896f
cl9pfl174cf692694
0fc19dc68bB8cd5b5
4a7484aa6eat6ed83
983e5152ee66dfab
bf597fc7beefleed
06ca6351e003826f
2e1b21385c26c926
650a73548baf63de
92722c851482353b
c24b8b70d0£89791
d69906245565a910
19a4cl116b8d2d0c8
34b0bcb5e19b48a8
5b9ccadf7763e373
78a5636£43172f60
90befffa23631e28
c67178f2e372532b
eada7dd6cdeleble
0a637dcb5a2c898a6
28db77£523047d84
431d67¢c49c100d4c
S5fcbefab3adefaec

7137449123ef65cd
3956c25bf348b538
ablc5ed5da6d8118
243185bedeedb28c
80deblfe3ble96bl
ed9b69cl9efldad2
240calcc77ac9c65
5cb0a9dcbd41fbd4
a831c66d2db43210
c6e00bf33da88fc2
142929670a0e6e70
4d2cedfcbacd2aed
766a0abb3c77b2a8
a2bfeB8aldcfl0364
c76c51a30654be30
£40e35855771202a
1le376c085141ab53
391c0cb3c5c95a63
682e6ff3dob2b8a3
84c87814alflab72
ad506cebde82bde9
ca273eceea26619c
f57d4f7fee6edl78
113f9804bef90dae
32caab7b40c72493
4ccbd4dbecb3ed2b6

6c44198c4a475817.

b5c0fbcfecdd3b2f
59f111£f1b605d019
d807aa98a3030242
550c7dc3d5ffbde2
9pbdc06a725c71235
efbed786384f25e3
2de92c6£592b0275
76£988da831153b5
b00327¢c898fb213f
d5a79147930aa725
27b70a8546d22ffc
53380d139d95b3df
81lc2c92ed7edaeeb
a8la664bbcd23001
dl192e819de6ef5218
106aa07032bbd1b8
2748774cdf8eeb99
4edB8aadael3418ach
748f82eebdefb2fc
8cc702081la6439%ec
bef9a3f7b2c67915
dl186b8c721c0c207
06f067aa72176fba
1b710b35131c471b
3c9ebelalbc9bebe
97£299cfcoe57e2a

Oyukmms SHA-384 ompenensercs TOUHO Tak ke, Kak U (QYHKITUSL
SHA-512 ¢ TeM UCKJIIOUEHHEM, YTO B KQUECTBE CTAPTOBOIO BEKTOPA
xauMpoBaHusi 6epyrcsi nepeble 64 OuTa KBaJpaTHLIX KOPHEH Mpo-
CTBIX YHCEJI C JCBITOTO MO LIeCTHAALATOE:
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H(0) = {cbbb9d5dc1059ed8, 629a292a367cd507,
9159015a3070dd17, 152fecd8f70¢5939, 67332667ffc00b3 1,
8eb44a8768581511, db0c2e0d6498fa7, 47b5481dbefadfad}.

Hasiee Bbixoa dhyHkuuu oopeszaercs 10 384 neBbiX OUT W 3TH OU-
ThI OepyTcs B KadecTBe 3HaUeHU (HDYyHKIWH x3mupoBanus SHA-384.

4.3.3. ®ynkuusa x3mupopanusa 'OCT P 34.11-94

[Ipu onucannm QyHKIMM X3IOWUpoBaHUsA OyOyT MCTIONB30BATHCS
Te ke 0003HAYCHHS, YTO UCTIOJIL30BAIUCH MPU ONMCAHUH ANIrOPUTMA
BbIpaboTKK uudporoi noanucu cornacHo 'OCT P 34.10, u, kpome
TOTO, IYCTh

M — nocnegoBaTebHOCTh JIBOMYHBIX CHMBOJIOB, MOAJISKAIINX
X3LUMPOBAHUIO.

h — xsw-QyHKuMA, oToOpaxaromas MOCICAOBATENLHOCTE M B
CJIOBO h(M) O V256(2).

Ex(A) — pesynbraT mmdporanus ciiora A Ha xtrode K ¢ ucmomns-
30BaHreM anroputma mmmdporanus mo 'OCT 28147 B pexxume mipo-
CTOH 3aMEHbI.

H — cTapTOBBIii BEKTOp X3LIMPOBAHUSL.

O01IHe HoJI0KeH s

Iona xaw-yHkuueii h nonumaeres orodpaxeHve

h: B = Vis6(2).

Jns onpeaenenns xaui-pyHKUMH HEOOXOUMBI:
- QNTOPUTM BBIYMCIICHHS INAroBoil (DYHKIMHM X3IITUPOBA-
HUs K, rJie

K: Vass(2)XVas6(2) — Vase(2);

- ONMCAaHWE UTePaTHBHOM MPOLEAYPbl BEIMUCICHHUS 3HAuC-
HUA X31-pyHKImn h.

AJITOPUTM BbIYMCICHHUS 1LAroBOM (YHKLHH X3IIMPOBaHUSI CO-
CTOMT U3 TPEX 4aCTei:

- TeHepaliH 4eThIpex 256-OUTHBIX KITFOUeH;

- wudpyouero npeodpazopaHusi — wUdpoaHus 64-
OourHbIx nojcios cioea H Ha kinouax K; (i=1,2,3,4) ¢
ucnons3zoBanveM anroputMa ['OCT 28147 B pexume
MPOCTOM 3aMEHBIL;
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- OepeMellnBalolIero npeoOpazopaHus pe3yiabTara
muppoBaHUSL.
I'enepanns kiroueii.
Pacemotpum X = (base, bass, --., b1) [ Vase(2).
Iyets X = xyllxs|ealber = NiglMasl-- - [IN1 = Exal|&s1]l-- - 10,
rae x,[0Vei(2), i = 1.4 N,0V4(2), ) = 1..16; §0Ve(2), k= 1..32.
0O603nauum A(X) = (x; O x)||xallxs|x2.
3anaercs npeodbpazoBarue P: Vis6(2) » Vas6(2) criosa &3o|...]|1E1 B
CJIOBO E¢(32)||E¢(31)||...||E¢(1), rac ¢(l+]+4(k—1)) =8i+ k, i= 03, k=
1..8.
Jns renepanmy kimodeit He0OXOAUMO MCTIONB30BATh CIISAYIOITHIE
UCXOJIHBIC JTAHHbBIE:
- cmoBa H, M O Vs56(2);
- koHctaHThl: cioBa C; (i = 2,3,4), uMerolue 3HaUSHUS
Cy=C,=0% 1 Cy= 1305119041905 0% 152 1503 (0° 1¥)*(1%0%".
[Ipu BerumCcIeHNN KITtoUel peann3yeTcs cleAyIONTHi aTOpUTM:
1. TlpucBouTs 3HaUCHHUS
i=1,U=H, V=M.
2. BBINOJHUTE BEIYUCICHHE
wW=ULU0OV,K,;=PW).
3. IlpucBoutsi=i+1.
4. Tlposeputh ycnoBue i = 5. Ilpn nmonoxuresbHOM Hexoae
nepedTy k wary 7. [lpu oTpyuuaresibHOM — MepenTH K Lua-
ry 5.
5. BbINonHUTHL BbIYKCICHHE
U=AU)OC,V=AAV), W=UUV,K,=P(W);
6. [IlepebiTu K wary 3
7. Kouen pabotbl anropurma.
MMu¢pyromee npeodbpazoBanue
Ha nanHoM »tane ocyuiectmisercst wUdpoBaHue 64-OUTHBIX
nojcnoB ciosa H na kmouax K; (i = 1, 2, 3, 4).
Jns mmdpyrommero mpeobpa3zoBaHus HEOOXOMUMO HUCTIOIB30BATH
CIeTyFOIIHe NCXOIHbIe JaHHBIE:
H:h4||h3||h2||h|, h;DV64(2), i=1.4mn Ha60p KIIFoue K], KQ, Kg,
K;.
Iocse BbinojiHeHUst 1HKU(POBAHUS MOTYHAIOT CJOBA

N EKI_(h,'), rac i= 15 29 3: 49
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T.C. B PE€3yJibTaTe MnoJjiyuacTcs BEKTOD
S = sylIss|ls2|s1-

IMepememuBamiee npeodpazoBanue

Ha nanHOM 5Tane oCylieCTBIsIETCS MNepeMellnuBaHue OJ1yUeH-
HOM TIOCIEAOBATETLHOCTH ¢ IPUMEHCHHUEM PETUCTPa CABHTA.

HcxoanbiMu JaHHbiMU aBiisioTcs ¢iioBa H, M [ V54(2) 1 cnoso
S O Vas6(2).

[MycTs oTOOpaxkeHue

W: Vase(2) » Vass(2)

npeoOpasyeT CI0BO

Nigll---[IN1, NOVi6(2), i=1..16

B CJIOBO

N ON0Nns0na0ns0n el Nl - [N

Torna B kauecTBe 3Ha4YEHHS LIATOBOM (DYHKLIMH X2LIMPOBAHUS NpPH-
HMMAETCs CJIOBO

K(M,H) = @*'(H O (M O ¢(S))),

rie ' — i-s1 crenens npeobpazosaHus ).

[Mpouenypa BorancaeHUsT XIM-(PYHKINH

HcxonHpIMUA TaHHBIMA A7l TIPOLICTYPhl BBIYMCIICHUS 3HAYCHUS
¢yHKImy h sBaseTcs momekaras X’IIHPOBAHUIO MOCTIEIOBATENb
Hoets M [ B'. TlapaMeTpoM SBISeTCS CTAPTOBBI BEKTOP X3IIHPO-
BaHus H — npousBosibHOE hUKCUPOBAHHOE CIIOBO U3 Vis6(2).

Ilpouenypa Boluvcaenus GpyHkuuu h na kaxjaol vrepauuu wc-
MOJTB3YET CICIYIOMINAC BETUINHBL

M 0 B’ — uacts nocenoBatenbHOCTH M, He mpore/mas mpoe-
IOypbI X3IIWPOBAHUS HA MPEABITYIINX UTCPALHAX;

H O V;56(2) — Texyee 3HadeHUe XAIII-GYHKIAN;

2 [ V,54(2) — Texyimee 3HaYeHUE KOHTPOIBHOM CyMMBT,

L [ Vs56(2) — Tekyiuee 3HaueHue JIMHbI 00paboTaHHON Ha npe-
JBUTYIOAX UTSPALUSIX YaCTH MOCICAOBATEIIEHOCTH M.

Anroputm BbluMcieHust gyHkuud h Briovaer B ceds creayio-
1iMe TPpM dTana:
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Iranm 1

[IpucBonTs HavaBHBIC 3HAYCHUS TEKYIHX BETUIUH

M:=M;H:=H; % =07 L :=0>°

Jrtam 2

Ilpoeeputs ycnosue [M[>256. Ecau na, To nepeiitu k arany 3. B
NPOTHBHOM Clly4ae BbIMOJHUTE MOCEN0BATEILHOCTb BLIUMCIIEHUH:

L := <L+M[>556; M' := 07 M| M; Z == Z [+] M'

H :=k(M',H); H := k(L,H); H := K(Z,H);

Konerr paboter amropurma. H comepkuT 3HaveHWe X3III-
(hyHKIIH.

Jrtan 3

Breranenuts mogciioBo Mg [0 V,s6(2) cioBa M (M=Mp||Ms). Ha-
Jiee BBIMOJIHWUTDB MOC/E0BATEIbHOCTh BbIUUCIICHUH:

H = K(Mg,H); L := <L+256>,5¢; 2 =2 [+] Mg; M := Mp

IlepefiTu k aTamy 2.

4.3.4. ®yakuua x3mupopanusa MD5

IIpeanonoxum, 4To HaMm JlaHO cooduleHue UTHHON b duT, rae b —
MPOU3BOILHOEC HEOTPULIATENBHOE LEN0e YUCIO, U MYCTh OUTBI CO-
o0LeHts 3aricatbl B CIISLYIOLLEM NOpsIIKe:

Mg 1y ... Mp-1).

Jlns BRIUMCIIEHNS CBEPTKHA COOOIIEHUsS BBITIONHAIOTCS CIEIYIO-
IIME TIATh TIIaroB.

Hlar 1. Jo6aB/jienne ONTOB 3aMOTHEHHSL.

CooOrmenne gomomHsAeTes (pacmmpsaeTcs) TaK, 4TO ero IIuHa (B
Ourax) craHoBUTCS cpaBHUMOM ¢ 448 o Momymio 512. Pacmipenue
BbIMNOJIHAETCS BCEr/la, JaXKe €Clid JJIMHa COOOLIeHUs YKE CpaBHUMA
¢ 448 no moaymio 512

Pacmmmpenuie BHIMONHSETCS CIeTyOIAM 00pa3oM: K COOOIIEHUIO
nobassieTes OJiuH OuT, paBHbid 1, a ocTaBUIveCs OUTbI 3aNOHSOT-
Csl HyJIEBbIMU 3HaueHUsIMHU, Takum ob6pazom, KOJIMUeCTBO 100aBjIeH-
HBIX OUTOB MOXKET JIeKaTh B quana3oHe ot 1 1o 512 BKIIOUUTENBHO.

Ilar 2. /lo6aB1eHHe AJIHHBL

64-6utHoe npejcTaBieHne AMHbI coodLIeHust b (10 JobapaeHus
OWTOB pacIIMpeHus) IOTMCHIBAeTCS K Pe3ybTaTy TMpeablayInero
mara. B ToM ManoBeposTHOM ciiydae, KOT/a JTMHA COOOICHUS
NPEBbLICUT 264, UCMOJNBb3YIOTCS TOJILKO Mjajiuve 64 6ura npeacras-
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JieHust. DTu OuThl 100aBIISIOTCS B BUJIE JIBYX 32-pa3psi/iHbIX CJIOB,
TP 3TOM MIIafIliee CIOBO JOMUChIBaeTcs mepBbiM. [loce Aol ome-
paumMu JyiMHa COODLIEHUS B TOUHOCTU KpaTHa 512 Gutam u, aHaso-
ruuHo, kparHa 16 (32-paspsianbim) ciiosam. O6ozHauum M[0..N-1]
CJIOBA TIOYUEHHOT'O COOOIIEHHS.

HTar 3. Manunanuzanus 0ydepa cBepTKH.

bydep u3z uerbipex cioe (A, B, C, D) ucnonb3yercst Jyist BbIumc-
JIHUSI CBEPTKH COOOIIEHWA. OTH PETUCTPhl HMHUIHAIAZUPYIOTCS
CJIeTyFOIIAMH TIeCTHANIATEPUYHBIMA 3HAUCHUSIMHU:

A =01234567,

B = 89abcdef,

C = fedcba9s,

D =76543210.

Ilar 4. O6padoTka coobmenus 6,j0kamu no 16 cios.

OmpenmenrM cHavalia 4 BCTIOMOTaTeNNbHBIe (PYHKIIUW, ApTyMEHTOM
Y Pe3ybTaTOM KaXKI0M U3 KOTOPHIX SBIISIOTCS 32-0MTOBBIE CIIOBA.

FX)Y.Z)=XY UO-(X)Z

GX)Y,2)=XZ 1Y =(Z2)

HX,)Y,Zy=X0OYUOZ

(XY, 2)=Y O X O~(Z)).

Ha 3tom mare ucnionp3yercs Tabnmna u3 64 cios T[1...64], mo-
cTpoeHHas Ha ocHoBe (pyHKmM cunyca. Ilycrs T[i] obo3navaer i~
37eMeHT TabjiuLbl, KOTOPbIA paBeH ueoi uactu ot 4294967296
xabs(sin(7)), rae i BeIpaxeHo B pajuaHax.

BbIMOHAIOTCS CheayolMe ard.

/* ObpaboTtarh KakapIii 16-clOBHBIM OOK. */
fori=0toN/16 — 1 do
/* Konuposanue i-ro 6yioka B X. */
Forj=0to 15do
X[j]1 =M[i*16 +/].
/* Coxpanenne A B AA, Be BB,C s CC, u DB DD. */
AA=A
BB=B
CC=C
DD=D
/* Oran 1. */
/* Ilycts [abed k s 1] 0603HaUaET Onepartiio
a=>b+((a+F(be,d) + X[k] + T[i]) <<s). */
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/* Beinonunure ciigayroiuue 16 onepauuii */
[ABCD 0 7 1] [DABC 112 2] [CDAB 217 3] [BCDA 322
4]
[ABCD 4 7 5] [DABC 512 6] [CDAB 6 17 7] [BCDA 722
8]
[ABCD 8 7 9] [DABC 912 10] [CDAB 1017 11] [BCDA 11
22 12]
[ABCD 12 7 13] [DABC 13 12 14] [CDAB 14 17 15] [BCDA
1522 16]
/* War 2. */
/* llycrs [abed k s i] 0603HauaeT oneparmio
a=b+ ((a+ G(b,c,d) + X|k] + T[i]) << ). */
/* Beinonunure ciieayroiuune 16 onepauuii */
[ABCD 1 517] [DABC 6 9 18] [CDAB 11 14 19] [BCDA 0
20 20]
[ABCD 5 521] [DABC 10 922] [CDAB 15 14 23] [BCDA 4
20 24]
[ABCD 9 525] [DABC 14 926] [CDAB 3 14 27] [BCDA 8
20 28]
[ABCD 13 529] [DABC 2 930] [CDAB 714 31] [BCDA 12
20 32]
a=b+ ((a+ H(b,c,d) + X[k] + T[i]) <<< ). */
/* Ilar 2. */
/* llycrs [abed k s §] 0603HauaeT oneparmio
a=b+ ((a+H(b,c,d) + X[k] + T[i]) <<s). */
/* BeimonauTe creAytomye 16 omeparmii */
[ABCD 5 433] [DABC 811 34] [CDAB 11 16 35] [BCDA 14
23 36]
[ABCD 1 437] [DABC 411 38] [CDAB 716 39] [BCDA 10
23 40]
[ABCD 13 441] [DABC 0 1142] [CDAB 3 16 43] [BCDA 6
23 44]
[ABCD 9 445] [DABC 12 11 46] [CDAB 15 1647] [BCDA 2
23 48]
/* Ilar 4. */
/* IlycTsb [abed k s i] o6o3HaUaeT onepartiro
a=b+ ((a+1(b,cd + X[k]+T[i]) <<s). */
/* Beinonunure ciieayroiuune 16 onepauuii */
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[ABCD 0 6 49] [DABC 710 50] [CDAB 14 1551] [BCDA 5
21 52]

[ABCD 12 6 53] [DABC 3 10 54] [CDAB 10 15 55] [BCDA 1
21 56]

[ABCD 8 657] [DABC 1510 58] [CDAB 6 1559] [BCDA 13
21 60]

[ABCD 4 6 61] [DABC 11 1062] [CDAB 2 15 63] [BCDA 9
21 64]
/* 3aTeM BBITTOIHUTE CIICAYIOIIHE OTIepaIiy CIOXKEeHHS */

A=A+AA
B=B+ BB
C=C+CC
D=D+DD

end /* uukna no i */

Hlar 5. Beixoa.

CaepTtka coobmeHus cogepxxures B peructpax A, B, C, D. T.e.,
Mbl HaulHaeMm ¢ milajiuero Gakirta A W 3akaH4YMBaeM CTapillkdM Oaii-
ToM D.

31HUM 3aBepliaeTcs onucanve anropurma MDS.
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5. YIIPABJIEHUE KPHUIITOI'PAOUUYECKUMHU KJIIIOYA-
MH

ITomumo BBIOOpa moaxoasIneii A KOHKPETHOH WH(OPMAITHOH-
HOM cUCTeMBbI CpeACcTB Kpunrorpadudeckoil 3amuThl HHYOPMAIIHH,
BaKHOU MpoOJieMOl sijisieTcs ynpasjeHue kitodamu. Kak Obl HU
Oblj1a ClI0XKHA M Ha/ieHA cama KPUIITOCUCTEeMa, OHA OCHOBAaHA Ha
WCTIONB30BaHuM Kitodedt. Ecnm nms obecrievenns koH(HUISHIATE-
HOro obmeHa uHdopmauued Mexay ABYMs MOJIb30BATEISIMU NPO-
ece 0OMeHa KJIHUYaMHu TPUBUAJIEH, TO B MHPOPMALIMOHHON CUCTEME,
rae KOJWYECTBO TOJB30BATENICH COCTABISCT COTHA M THICSYH,
yIIpaBJieHHe KIIFOYaMH - cepbe3Has mpobiiemMa.

lopn xarouesolt ungopmayueti NOHUMAETCS COBOKYITHOCTh BCEX
neticteytonux B MC wmoueii. Ecam He obecredeHO M0OCTATOYHO
Hajle)KHOe YIIpaBlieHNe KII0YeBoil nH(popManmeii, To, 3aBJaeB eto,
3JI0YMBILIJIEHHUK TMOJy4aeT HEOrPpaHUYEeHHbIH JOCTYN KO BCEUl MH-
dhopmarmu,

Vupasienue xirouamu - MTHPOPMAITMOHHBINA TIPOLIECC, BKITFOYAIO-
i B ce0s TP dIIeMeHTa:

— TEeHepauuIo KJItouei;

— HaKOIUICHHWE KJTIOUEH;

— pacnpeaesieHUe KJItoYei.

N3BeCTHO, YTO HE CTOUT MCMOJIb30BaTh HECIyYalHbIE KIIOUM C
IIEJThI0 JIETKOCTH WX 3allOMHUHaHUS. B cepbe3HbIX MHPOPMAITMOHHBIX
CHCTEMAaX HCIONIB3YIOTCS CIICLHAbHBIC alnapaTHbC W Mporpamm-
HbIE METO/Ibl TeHEepaLlMK CydaiHbIX Kitouel. Kak npaBuio ucnosib-
3ytoT aarunku [ICH. OnHako cteneHb CiydailHOCTH UX TreHepaluu
MOIHKHA OBITh JOCTATOYHO BBICOKHUM. MmeanbHBIM TeHepaTopaMu
SBJIIIOTCSl YCTPOMCTBA HA OCHOBE «HATYPAJIbHBIX» CAYYaHHBIX MPO-
ueccos. Hanpumep, nosBuauch cepuiiHbie 00paslpl reHepauuu
KITFouedl Ha OCHOBe 6He1020 paououiyma. OU3NUecKUul JaTIUK CITy-
YalHBIX YWCceNl BCTPOEH B sAapo mporieccopa Pentium-III. dpyrum
Clly4alHbIM MaTeMaTHYECKUM OObEKTOM SIBJISIHOTCS  JIECATHUHBIC
3HAKU TPAHCLICHJICHTHBLIX YUCEeN, HAanpuMmep TI UK e, KOTOPbI€ Bbl-
YUCJISIIOTCS ¢ TOMOUILIO CTAHAAPTHBIX MATEMATUUECKUX METO0B.

B UC co cpemaumu TpeGOBaHUAMH 3aIIATIIEHHOCTH BIIOITHE TIPH-
E€MJIEMbI TTPOrPaMMHBIE TEHEPATOPbl KJIIOUEH, KOTOPbI€ BLIUUCISIOT
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T1CY kak cnoskHy10 GpyHKLMIO OT TEKYLLIETro BpeMEeHH U (UJIM) 1ucna,
BBEJCHHOTO TMOJIB30BATEIICM.

lon naxonaenuem xiroueil NOHUMAESTCS OPraHW3alMs WX XpaHe-
HUsl, yHeTa U yJialleHusl.

[TockonbKy KIFOY SBASETCS CaMBIM NPUBJIEKATEIBHBIM IJIS 3710-
YMBILIJICHHUKAa O0BEKTOM, OTKPBIBAIOIIUM €My IMyTh K KOH(pHACH-
LMabHOU MHpOPMALIMU, TO BOMPOCAM HAKOMJIEHHUs Kitouel cienyer
yAensITh 0co00e BHUMAHUE.

Cexpemnuvie KM0OYU HUKO20A HE OOJICHBL 3ANUCBIBAMBCS 6 ABHOM
6uUde Ha Hocumese, KOMOPLIl Modcem OblMb CHUMAH UTU CKORUPO-
6aH.

B nocrarouno cioxuoit UC omuH monp3oBatens MoxKeT pabo-
TaTh ¢ O0OJILIUMM 00BEMOM KJIHOUEBOH MH(MOPMALIMK, U UHOTA JaXKe
BO3HUKAET HEOOXOJMMOCTh OpraHu3alii MHUHU-0a3 JIJaHHbIX [10
kao4eBoit nHGopMauun. Takue 0a3bl JaHHBIX OTBEYAIOT 3a MPUHS-
THE, XpaHEHHUE, YUeT U YAAICHUE UCTOTIb3YCeMBIX KITFOUCH.

Hrak, Bes undopmanus o6 vcnoib3yeMbix KIHOUax JI0JKHA Xpa-
HUTbCS B 3auiMdpoBanHoM Buje. Kuitouw, 3ainudposbiBaioliiye
KIIOYEBYI0 HMH(GOPMALHIO Ha3bIBAIOTCA Macmep-kmovamu. Kena-
TeJIbHO, YTOObI MAacTep-KJIIOUM KaX/bld MONb30BaTe/b 3HAl Hau-
3YCTh, M HE XpaHWJ WX BOOOIIE HA KaKUX-IMOO MarepUalibHbIX HO-
CUTETISIX.

OueHb BaXKHBIM YCIIOBHEM 0€30MAaCHOCTH MH(OPMALIUK SBISACTCS
nepuoauyeckoe obHoBieHue kitoueBoi uHpopmaunn B UC. Tlpu
3TOM TIepeHa3HavaThes MOJDKHBI KaK OOBIUHBIC KITHOUM, TaK M Mac-
Tep-Kmoun. B ocobo orBerctBeHHBIx MC 0oOHOBICHHE KITFOUEBOH
uHhopMaLUH JKenaTesIbHO AefaTh €XKEAHEBHO.

Borpoc obHonieHus kitoueBoii MHGOpPMALUK CBSI3aH U C TPEThb-
WM BJIEMEHTOM YIIPABICHUS KIIOUaMH - paclpelcieHUeM KIouei,
KOTOpbIH Oy1eT noipodHO paccMOTPEH HUKe.

Jlns onucaHus aaropuTMOB M METO/IOB B OTOM IMYHKTE HaM MO-
TpeOyroTCs cienymue 0003HaAYCHUS:

JIN - HASHTU(HUKATOP CTOPOHBI A;

Da - cekperHoe kpunrornpeoOpa3oBaHue cTopoHbl A (¢ wc-
MOJIB30BAHUEM CEKPETHOTO KIHYa aCUMMETPUYHOM KPHI-
TOCHCTEMEI);

Ex - oTkpbiTOe kpunTonpeoGpazoBaHue cTOpoHbl A (C Hc-
NOJIb30BAHUEM OTKPBITOrO KJH04a aCUMMETPUYHON KpHII-
TOCHCTEMEI);
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TA - BpeMeHHOIl luTamn CTOPOHbI A;
Ra - cayuaiiHoe umcio, BEIOpaHHOE CTOPOHOM A.

5.1. O6brunas cucreMa ynpaBjeHHs KJIIOYAMHA

Pacnipenenenve kimroueii — caMblii OTBETCTBEHHBIM Mpolecc B
ynpasiieHuy kiouamu. K Hemy npeabseisitoTes Asa TpeOoBaHMsE:

1. OnepaTHBHOCTbL U TOYHOCTb pachpe/eneHus;

2. CKpBITHOCTB paclpeacasieMbIX KITFOUCH.

B pamkax cuMmeTpuuHOH (0 HOKJIIOUEBO#) cUcTeMbl 1IU(poBa-
HUS JIBYM TOJIb30BATENAM, JKENalolUMM YCTaHOBUTL Oe3onacHoe
B3aUMOJCHCTBYEC, HEOOXOOUMO CHaudala YCTaHOBHUTH O€30MAacHBIN
obmmit kmod. OnHOW M3 BO3MOKHOCTEH SIBISETCS WCHOJIB30BAHHE
TpeThel CTOPOHbI, TaKOl Kak Kypbepa. Ha npakrtuke no coobpaxe-
HUSM 0€30MacHOCTH HEOOXOIUMO BpeMsl OT BPEMEHH MEHSTH KO
DTO MOKET cAenaTh UCIOIb30BAHHE Kypbepa WK APYroH Moao0HOH
CXEMbl JIOPOrocTOSIUM H HedPEKTUBHBIM.

AnbTepHaTHROH SBNIFETCS MOJIyYeHHE JIByMs MOJIb30BaTENSIMU
o011Iero Kiaroua OT LEHTPATBHOTO OpraHa — LEeHTpa pachpedeacHus
kimtoueit (LIPK), ¢ momormpio KOTOporo OHM MOTYT 0€30IacHO B3au-
mojieiicTeoBarh, Jlis opranuzauuu odMeHa gaHHbiMu mexy LIPK u
MOJTB30BATENIEM TIOCICAHEMY MPH PETUCTPALIMU BHIACIACTCS CIICLI-
QIbHBIA KIEOY, KOTOPBIM LIM(PYIOTCS COOOIICHHUs, nepeaaBacMbie
Mexly HUMH. [TocKobKy KaX/1I0My NOJIb30BaTeNIO BbIAESETCS OT-
JeJIbHBIA KIJIOY, €ro KOMIPOMETaLMsl He MPUBEAET K 0co00 Herpu-
ATHBIM TIocaeacTBUAM. Crnaboe MecTO 3TOro MOAXoJa 3aKIoYaeTCs
B caeaytouem: B LIPK, obnaaatowmii 1ocTynoM K Kjrouam, BO3-
MOYKHO NPOHUKHOBEHHE 3JI0YMbIlIJIeHHUKa. BceneacTBue koHLeH-
TpalUry IOBepHs OAHO HapyleHHe 6e30MacHOCTH CKOMIPOMETUPYET
Bcto cucteMy. Kpome toro, LIPK moxket, Hanmpumep, A0Aroe BpeMa
yuacTBOBaTh B MACCHBHOM MOJIC/IYLIMBAHUM, MPEXKE YeM 3TO OyaeT
00Hapy>KeHO, XOTs JOKa3aTh 3TO MOKET OKa3aThbCs TPYIHO.

B Oonpiumx ceTsix 3Ta mpoLemypa MOKET CTaTh Y3KUM MECTOM,
NOCKOJIbKY Ka)K/IOW nape rnoJjib3oBaresied, Hy1atollehlcs B KIltoye,
HEOOX0AUMO XOTsl Obl OJIMH pa3 00pPaTUTLCS K LEHTPAILHOMY Y31y,
Kpowme toro, cOoii HeHTpanbHOTrO OpraHa MO>KET pa3pyLlIuTb CHUCTe-
My pacrnpeneiieHus kmouei. Mepapxuueckas (ipeBoBUAHAs) CUCTE-
Ma ¢ MOJIb30BATEeNIIMH, HAaXOJSUIMMHUCA Ha JIMCTbSIX, U LEHTPaMu
pacripeneneHus KIroUYeH B MPOMEKYTOUHBIX y3/IaxX SBISAETCS OJHUM
U3 cnocoboB cMArdeHus 3Toi mpodiaembl. OQHAKO, 3TO cO3AaeT HO-
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BYIO npoOjiemMy 0e30MacHOCTH, MOCKOJbKY CO3/1a€TCd MHOXKECTBO
TOYeK BXOJa A/ 3JIOYMBIIUICHHNUKA. bollee Toro, naHHas cucTeMa
Oyaer HeaheKTUBHOM, eciv napa 4acto B3aUMOJICHCTBYIOLIMX
noJsib3oBatesei He OyAeT HaxOAWTbCS B OJIHOM MOJUIEPEBe, MO-
CKOJIBKY B 3TOM CJIy4ae KOPEHb JepeBa BHOBb OKAKETCSA Y3KHM Me-
CTOM.

HekoTopble U3 3THX HEAOCTATKOB MOJKHO YCTPAHWUTh, MPUMEHHR
MOAXO K pacrpeeSICHHIO KITIoUYel, OCHOBaHHBIM HA CHCTEMaX ¢ OT-
KPBITBIM KITFOYOM.

5.2. YnpaBienne KJI09YaMi, OCHOBAHHOE HA CHCTEMAX C OTKPBI-
ThIM KJIIOY0OM

Jlo MCnoJib30BaHUsI KPUNTOCUCTEMbI C OTKPBITHIM K/IHOUOM 115l
oOMeHa OOBIYHBIMH CEKPETHBIMH KJIFOYAMH TOJbh30BaTed A W B
JIOTDKHBI OOMEHSITBCS CBOMMH OTKPBITBIMH KTFOUaMH. ITa MpodliemMa
npotie, 4eM OOMEH CEKPETHLIMU KJIHOUAMH, MOCKOJIbKY OTKPbIThIE
KJAKOUYM He TPeOYIOT CEKPeTHOCTH [PU XPaHEHWW U [epejadye.
VYrpaBieHHe OTKPBITBIMH KIFOUYAMH MOKET OBITh OpPraHW30BaHO ¢
MOMOIIBIO  OTIEPATUBHON HIW aBTOHOMHOH CITY»KOBI KATaJOTOB,
M0J1b30BATE/M MOTIYT TaKKe OOMEHMBATBLCS KJIHOUAMU HENOCPe/ICT-
BeHHO. OHAKO, MPOOIEeMOl 37ech ABNAETCS ayTeHTHYHOCTh. Ecnm
A nymaert, uto Ec B aelictBuTensHOCTH siBasieTcs Eg, To A Moxer
3andpoBaTh COOOlEHHE ¢ NOMOLILI Ec M HeHamepeHHO nathb
Bo3MoxkHOCTh C paciuudposats cooduleHue, ucnoibdys De. Bropoii
npobreMoii SBseTcs MeJOCTHOCTD: iodas omubka B mepeaade oT-
KPBITOrO Kjto4a ciaenaer ero OGecnosie3HbiM, [loatomy xenarenbHo
HajMuue Kakoi-nnbo dopmbl obHapykeHus: olunbok. BHe 3aBucu-
MOCTH OT CXEMBbI, BEIOPAHHOM A pacTipeeTICHAsT OTKPBITBIX KITFO-
Yei, ckopee BCero Ha KakoM-THOO sTare OyJeT ydacTBOBATH IICH-
TpalibHblii oprad. OjHaKo, OOMEH OTKPbITHIMU KJIKOUAMHU MEX/LY
MOTB30BATENIIMIA He TpeOyeT yUacTHs ICHTPATbHOTO OpraHa, mMo-
CKOITBKY OCHOBHO# MpobneMoii sBiseTcss ayTeHTHYHoCTh. CrienoBa-
TEJbHO, MOC/EACTBUS KOMIIPOMETALIMK LIEHTPAJIbHOIO opraHa OyayT
HE CTOJIb TSKE/IbIMH, KaK B CJlydae 0ObIYHOMN K/IHOUYEBOH CUCTEMBbI,

Eme omHuM acmiekToM MpoOiIeMbl SBIACTCS JOCTOBEPHOCTD: OT-
KPBITbIH KJIKOY [0/Ib30BATE/ISI MOXKET O0Ka3aTbCs HEAOCTOBEPHBIM
BCJIC/ICTBUE KOMMPOMETALIMH COOTBETCTBYIOLIErO CEKPETHOIO KIHO-
Ya WK M0 KaKOW-TO0 WHOM TIpUUMHE, HATIPUMED, W3-3a UCTCUCHUS
cpoka JeicTBUsA. DTo cosfmaeT MpoOsieMy YCTapeBIIMX JaHHBIX B
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cllyuyae, eclli OTKPbITbIE KJIIOUM XPAaHATCSl WJIM JJOCTYN K HHUM OCY-
LIECTBIISIETCS Yepe3 KaTaJlor.

B kauecTBe npumepa MOXKHO MPUBECTH MPOTOKOJ OOMEHa KJItO-
yom Jludpdu-Xennmana. CucteMHbIMH napaMeTpamu 3TOr0 MpoOTO-
KOJIa SBJISIIOTCS OOJIBIIOE TIPOCTOE YUCIIO P U YUCTIO g, SBIAIOLICECS
MPUMHUTHUBHEIM 3eMeHTOM GF(p).

Ilyctb Teneps nosibzoBarenu A u B kenaor nojyuurts ob6iuui
cekpeTHbI KkMou. CHadana A reHepupyer ciydaifHoe YHcio d, KO-
TOpOE OH IEPKUT B ceKpeTe, a B reHepupyer ciyuaitHoe ducio b,
KOTOpOE OH TakKe JIePKUT B CEKpeTe. 3aTeM OHH BBIUMCIISIIOT
g'modp u g’ mod p COOTBETCTBEHHO M NEPENAIOT BHIUNCIIEHHbIE
3HAYECHUS OPYr OPYTYy, IPHUUEM 3TO MOXKHO CHENATh MO OTKPBITHIM
kananam cessu. [Tocne sroro A Bbiuucnser ky, = (¢ mod p)” mod p,
a B bruncasier k, = (g mod p)’mod p. TTockonbky k= kpy =k, y A
u B Teneps ecTh 00muil ceKpeTHBIN KITFOY £.

[Ipotokon Huddu-Xenamana, OoHAKO, SBISCTCS YSI3BUMBIM IS
aTakd, HasbiBaemoi "uenoBek B cepeauHe". 3noymbiineHHuk C
MOKET MepexBaTUThL OTKPLITOE 3HAaYEHHE, nocbulaemoe oT A K B, u
MocjaaTh BMECTO HETO CBOE OTKPBITOE 3HAUCHHE. 3aTeM OH MOXKET
nepexBaTUTh OTKPBITOE 3HAUYEHHE, MnochbulaeMoe oT B k A, W Takke
nocJjiaTh BMECTO HEero cBoe OTKpbIToe 3HaueHue. Tem cambim C no-
Jy4uT OOIIMEe CEKpeTHbIe KIMOUH ¢ A U B 1 cMokeT untate wuiu
MOIU(PULIHMPOBATH COOOLICHUS, TIEpenaBacMble OT OTHOU CTOPOHBI K
JpYrou.

5.3. IIpoTokoJ1 00MeHA CeKPETHBIM KJIY0M

Jng 3amuThl OT artaku, OMUCAHHOW B TMpeAbIAYLIEM MYyHKTe,
MOKHO HCIIONTB30BATh CIIEAYIONIHA TIpoTokoi. [Ipu sToM mpemamona-
raercs, 9To A 1 B 001mamgaroT BO3MOKHOCTEIO TIPOBEPUTH AyTEHTHY-
HOCTb OTKPBITBIX KJIOUEH Apyr Apyra.

[Ipenmonoxxum, uto A u B >kenator onpenenuTs 0O cekpeT-
He1i o4 (K). [penmonoxkum gasnee, 9T0 OHH TTONYYHUIH OTKPBITHIC
KIouu Jpyr apyra. Ternepb MOXHO HCMNOJb30BaTh TPeX3TarHbIi
MPOTOKON PYKOIMOXKATHSI.

A Moxer mocnaTh B coobmenne C=Egp(Ra.I5), Tme Eg — mporte-
Jypa UGPOBaHUS ¢ OTKPBLITLIM KiltouoM B, 4 — naeHTudukarop A
u Ry — cayuaiiHoe uucino. Teneps B moxer paciundposars C u no-
myauth [5. Temeps B BeIOMpaer cmydaiinoe umcio Rp 1 mockimaet
C'=EA(RA.Rp) A. Tlocne pacumdposarns C' A MOKeT B peaTbHOM
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BPEMEHU NpoBepuThb, uTo B nonyuun R,, nockoneky Tosibko B mo-
ket pactmdposars C. Hakoren, A mocsinaet B C"=Eg(Rg), 11 korma
B pacuindpyer C" oH cMOKET NPOBEPUTH B PeaibHOM BPEMEHH, YTO
A nosiyuun Rg, nockosibky Tosibko A mosker pacuivdporars C'. Tem
cambIiM A u B ayTeHTUUIMPOBANIN APYT OpyTa, T.€. Ka)Ibli U3 HUX
3HAET, YTO OHH OOIIAIOTCS UMEHHO OPYT C APYTOM.

Tenepb A nocsinaer B Eg(DA(K)), B paciuudpobiBaet coobiie-
nue u nomyuaetr K. JlaHHas mpouenypa oOecreqnBaeT Kak CEKpeT-
HOCTB, TaK M ayTCHTUYHOCTB TIPU 0OMeHe Kiodom K.

PaccmoTpeHHas Bbllie npoleaypa SBiasSeTcsl BAPUAHTOM TaK Ha-
3bIBAEMOr0 MeXaHu3Ma '"3anpoc-oTBeT", KOTOpbIM 3akjiovaercs B
TOM, YTO IJI ayTeHTHU(PUKALHUN KOHTPArcHTa MoJjib30BaTeilb HAlpae-
JIsIeT €My HeKOTOpOe HerpejacKazyemMoe 3apaHee coodLieHHe, Ha KO-
TOpPOE TOT JIOJIKEH J1aTh OTBET, BLIMOJIHUB HEKOTOPYIO 3apaHee o0y-
CJIOBJICHHYIO Omepaluio Haj coobiieHueM-3amnpocoM. Ilocne momy-
YeHHsl OTBETA TMOJB30BATEIb MOKET OBITH YBEPEH B NOMJTUHHOCTU
ceaHca cBsi3M. HepgocraTtkoM 3TOro Merojia ABjiseTcs BOZMOXKHOCTD
YCTaHOBJIEHHS, XOTS U CJIOKHOH, 3aKOHOMEPHOCTH MEXy 3arpocoM
W OTBETOM

5.4. Ucnoan3oBanne cepTupnkaTon

MeTtoa noCTHKEHUS] OAHOBPEMEHHO ayTEHTUYHOCTH U LETOCTHO-
CTH MPH pacripenesieH’ OTKPbITBIX KJIIOUEH 3aKII0YaeTCs B UCMOJb-
30BaHuK cepTUdUkaroB. CucTemMa, OCHOBaHHAs Ha cepTU(UKATAX,
npeanoaaraer, 4ro umeercss UeHTpaibHbld opraH (L{O), kak u B
ciyyvae pacrnpeneneHus ceKpeTHbIX ktouel. [lanee npeanonaraercs,
YTO Kax/blH MOJIb30BaTE]b MOMKET OCYIIECTBISATL Oe30nacHoe
B3aumogeicteue ¢ L1O. DTo OTHOCHTENBHO MPOCTO chenaTh, IMO-
CKOJIBKY AJIS1 3TOTO TpeOyeTes TOJNBKO, YTOOBI y KaXKIOTO MOJb30Ba-
Tesis Obi1 oTKpbITHIN Kitou 11O — Ejo. Toraa kasxkapliit nosib3oBaresb
A moxet 3apeructpupoBats B L{O cBoil oTkpeiTBIH Kit0U E,. Tlo-
CKONBKY EA SIBISETCS OTKPBITBIM, 3TO MOKHO CAEJATh MO MOYTe, MO
OTKPBITOMY KaHaJly JIEKTPOCBSI3H U T.II.

O06biuHO nipu peructpauun B LIO A Oyaer cnenorarh onpejie-
JICHHOM ayTeHTU(HUKALUOHHON MpoLenype. AJNbTCPHATUBHBIM Bapu-
aHTOM MOXeT ObITh 00paboTKa PerucTpalyd CUCTEMOM, UMEIOLLEH
ApeBOBUIHYIO CTpYKTYpy: LlO BbliaeT cepTUdUKaTbl MECTHBIM
MpeICTaBUTENSIM, KOTOpbIe B AajbHEHIIEM ACHUCTBYIOT B KauecTBE
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NOCPEJAHUKOB B TMpoOliecce perucrpauuu Mosb3oBaTtensi Ha OoJjee
HU3KUX YPOBHSIX UepapXUU.

B a06om ciyuae, B oTBeT A nojydyaer cepTudMKaT, nojanucaH-
Hoiii LO u conepxaiuii Eo. T.e., IO dopmupyer coobuienue M,
comepxkamee E,, nmenTudukaimonnyo uHQopMarmo 1iad A (1),
meprof, nAelicTBus ceptudukara W T 3arem 1O Beumciser
CERTA=Dy;o(M), koTopbi#i u cranosurcs ceprudmrkarom A. CERT,
nemaeTcss oOIMEeNOCTYITHBIM TOKYMEHTOM, KOTOpBIA comepkut Ex u
OTHOBPEMEHHO ayTeHTU(UIUPYeT ero, TMOCKONBKY cepTH(hUKAT
noanucad 11O. Ceprudukarsl moryt pacnpocrpansrses 1O, nosib-
30BaTeNsiMM WM MCIMOJIb30BATLCS B MEPAPXHUECKOH cHUCTeMe.
Brrouenne cpoka nelcTBUS SBiIseTCs OO0OOIeHWEM BPEMEHHOTO
irammna. BaxkHOCTh BpEMEHHOTO 1ITaMMa 3aKJIl04aeTes B 3alluTe OT
MCMOJb30BaHHUS CKOMITPOMETHUPOBAHHBIX KITIOUEid.

Opnnaxo, ipodiemMa ycTapeBIINX JaHHBIX He MOJKET OBITh pellieHa
TOJIBKO C TIOMOITBIO BPEeMEHHBIX IITAMITOB, TIOCKOIBKY CepTH(HUKAT
MOJKET CTaTh HEEHCTBUTENbHBIM /10 UCTEUEHHS CPOKa ero AeicTBHs
BCJIEJICTBME KOMIPOMETALMH WM MO aAMHUHHUCTPATHBHLIM MPHYU-
HaM. [ToaToMy, ecu cepTudMKaTHI XpaHATCS y TONB30BaTENeH (a He
BblatoTcs kakapld paz 11O mpu ux vcnons3opanum), 11O nomken
BpeMsi OT BpeMeHHU NyOJUKOBATL CIIUCKH aHHYJIMPOBAHHBLIX CEPTH-
(hukartos.

HekoTopsie cBoiicTBa pacCMOTPEHHBIX CXeM MOTYT OBITh 00be-
JIMHEHbI B M0/1X0/1, U3BECTHBIN NMOJ Ha3zBaHWeM «TenedoHHbIN crnipa-
BOYHHKY», C HCTOJIB30BAHUEM BIEKTPOHHOTO SKBHUBAJIEHTA, TAKOTO
KaK THOKWN AWCK, COMepKalmuii cepTH(HKaThl. DTO OOJIETHIUT WC-
MoJIb30BaHHUE, NOCKOJIbKY MOJIb30BaTeb CMOKET ObICTPO CBSI3aThCs
C JIpYruM, oveHb ObICTPO nojyuas A0CTyn K ceprudukary nocie/l-
Hero. OmHako, U B 3ToM ciaydae 11O momkeH BEITyCKaTh «ropsdue
cnuckuy. llepronnueckoe pacnpocTpaHeHHe CIUCKOB cepTH(uKa-
TOB Oy/eT MpeacTaBisTh COOOH OTAebHbIA yNpaBieHUECKUi Npo-
mrecc. Kpome Toro, 6e30macHOCTh MOMOOHOM CXEMBI OTpeIeIIeHHO
HaxXOJUTCA IO BOMPOCOM, TMOCKOIBKY 3JIEMEHTH Tele(pOHHOTO
CHpaBOYHUKA MOTYT COJiepKaThb OIUMOKU WK OblTh HAMEPEHHO W3-
MEHEHBI.

5.5. IIpoToKoJibl ayTeHTH(PUKANNH

IIpeanonoxkum, 4To A >KenaeT ycTaHOBHUTH CBs3b ¢ B. Ilpenmo-
JIOKUM Janiee, uTo A MOMyuHs cepTUPHUKALIMOHHBINA yTh OT A 10 B,
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HarpuMep, O0OPaTUBIIUCHL K KATAJIOrY, U UCIOJIBL30BAJ OTOT NYTh /18
TOTyYEHUs] OTKPBITOro Kimroya B.

Ilycts

Ia - UACHTU(UKATOP CTOPOHBI A;

Da - CEKpPETHOe KPHUNTONpeoOpa3oBaHUE CTOPOHBI A
(cexpeTHBIH KITFOY);

Ea - OTKpbITOE KpUITONMpeoOpa3oBaHUe CTOPOHbI A
(OTKpBITHIH KITHOY);

Ta - BPEMEHHOM [ITAMIT CTOPOHBI A

Ra - ciyyaliHO€ YMCI0, BLIOPaHHOE CTOPOHOM A,

Ca - cepTUdUKaT CTOPOHBI A

Is - HASHTU(PHUKATOP CTOPOHBI B;

Dg - ceKkpeTHoe KpunTonpeobpazoBaHue CTOpoHbl B
(cexpeTHbIi KiTtou);

Es - OTKpBITOE KpunTompeoOpa3zoBaHue CTOpoHB B
(OTKpBITHIH KITHOY);

Tp - BPEMEHHOMH LuTamI cTopoHsl B;

Rp - ciyyaiiHoe 4uci10, BLIOpaHHOE cTOPOHOI B.

WnenTudukaTopsl — 3TO YHUKaIbHBIE IMeHA A 11 B. BpemenHoii
UITaMII, BKIKOYAeMbld B CO00LIeHHE M, COIEPIKUT TAKXKE JaTy UCTe-
yeHUst cpoka jieicTeus M. JIONONHUTENBHO OH TaKXKe MOXKET BKJIFO-
yaTh Bpems co3ganus M. CrnyuaifHble YMciia MOTYT OBITh 3aMCHCHBI
MOCIe0BATEIbHBIMU YUCIAMH, KOTOPbIE HE JOJKHBI IOBTOPSTHCS B
TeHeHHe CPOKa JISHCTBUS, YKA3aHHOTO BO BPEMEHHOM LITaMIleé B TOM
’Ke ceaHce CBSI3M.

Torma omHOCTOPOHHMI MPOTOKON ayTeHTU(HUKALMKA OyIeT BbI-
LT CEYOLIUM 00pa3oMm:

Ilonb3oBaTens A:

1. Bridupaet Ry;

2. ®opmupyer coobiueHue M = (Ta, Ra, Ip, <nanuwie>),
rae <jaaHHble> MpPOU3BOJbHLI. JlaHHbIE MOTYT ObITh 3a-
muQgpoBaHsl ¢ MOMOLIBIO Ep 171 CeKpeTHOCTH, HaNpH-
Mep, Koraa A nepegaet B kimtou mmdpoBaHus DaHHBIX.

3. Tlockuiaet (Cu, DA(M)) nonb3osatenio B.

TToms3oBarens B:

1. PacmmmdporsiBaer C, u momyuaeT Ea. IIpoBepser maty
OKOHYaHMSI CpoKa IeHCTBUS CepTHdUKATA.

135

2. Hcnonwzyer Ex nas pacuudposanus Da(M), nposepsis
KaK MOAJMHHOCTH MOANHUCH A, TaK M LEJIOCTHOCTh MOJ-
NUCAHHOM HHDOPMALIKK,

3. TIlposepsier I, comeprkaiiieecs B M, Ha TOUHOCTbD.

4. TIlposepser To B M.

5. JonomHutenpHO mpoBepdaeT Ry, comepxatieecs B M.

IInpokoe pacnpocTpaHeHHe OCHOBAHHBIX HA UHTEJIJIEKTYalbHbIX
KapTax CHCTEM [OCTYyNa AJIS Pa3UuHOTO poda MPHIOXKEHHH (Kak
IpaXXOaHCKOTO, TAK ¥ BOGHHOTO Ha3HAuCHHA) MOTPeOOBaIo CO3OaTh
cxemy obecriedeHusi GezonacHoi ayteHTudukauuu cyobekra. llpu
9TOM CEKPETHBIM KJIIOY Biajeibla KapThl CTAHOBUTCSA HEOTbemJie-
MBIM TIPU3HAKOM €ro JIMYHOCTH, W A OoOecHeueHHs 3alluThl OT
BO3MOXKHOM KOMITPOMETalMU DTOro KJtoua Obll NPeasioKeH psij
CX€M, Ha3blBAEMbIX MPOTOKOJIAMH JIOKA3aTeNbCTBA C HYJIEBbIM pa3-
TJTallieHreM WTH ¢ HyJieBbIM 3HaHueM (zero-knowledge proofs), B
paMKax KOTOPOTO CYOBEKT MOXKET NOATBEPAUTH CBOM MOTHOMOUMS,
He PacKpbIBasi 3HAUEHHS CBOEIO CEKPETHOTO KJIOUa.

llepBas cxema nonoGHoro pojaa Obiia npeajoxeHa B 1986 r.
Ociire, ®uatom u [Mlamupom. CyTh ee COCTOUT B CICAYIOLIECM.

Jlis rpynnbl nojb3oBartesied, KOTOPbIM MPHUAETCs J10Ka3blBaTh
CBOIO MOJIJIMHHOCTb, BbIOUpaeTcs 0obiioe (/uiuHoi Gosee 512 6ur)
cllydaiiHOe LIeJI0e YUCIIO A, SIBJISIOIIeecs] TPOU3BEACHHEM IBYX TPO-
CTBIX uucen. B mpouecce ayTeHTU(HUKALMKA YYaCTBYIOT OBE CTOPO-
Hbl: CTOpPOHA A, JI0Ka3bIBaIOLLAsI CBOIO MOJUIMHHOCTb, U cTOpoHa B —
MPOBEPAFOIIUH.

JoBepeHHsiii apOouTp (LIeHTp paciipeielieHns KITF04eii) BRIOHpaeT
HEKOTOpOe 1IeJI0e YMCIO V, SIBISIOIEECs KBaAPaTHUHbIM BbIYETOM
o Moy #, T.e. Ox: x* = v (mod 1), ¥ B3aMMHO TIPOCTOE ¢ 7. ITO
3HaveHue v nepejaeTcs A B KaUecTBE OTKPBITOrO KJtoua. 3aTeM Bbl-
UHCTIsETCS HAUMEHbIIee 3HAYCHHUE §, Takoe uto s = (v')"? (mod #).
3T0 3HaUeHue OyAeT CEKPETHBIM KIIFOUOM CTOPOHBI A.

ITocie 3TOro NPOTOKON ayTEHTU(UKALIMH BLIMISIUT CJE/LyIOLIUM
obpa3zom:

1. Cropona A BeIOUpaeT ciydaiinoe uncio r: ) <r < n. 3aTem

oHa BbiuMcseT X = 7> mod n u oTnpasser ero cropoe B.

2. CropoHa B nocbuiaer A cinyuaiinbiii OuT b.

3. Ecnm b = 0, To A orniparnsier B uncno r. Ecmu b =1, To A

ornpasiser B y =r [d (mod n).
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4. Ecau b = 0, o B npoeepsier, uto x = > (mod n), 4toOb
ybeoutbes, UTo A 3HAET KBaApaTHBIA KOpeHb U3 x. Ecnm b
= 1, To cTtopona B nposepsiet, uto x = ¥’ (mod 7), 4TOGHI
yBeaUThCA, 9TO A 3HACT KBAJPATHBIH KOPEHb U3 V.

Iaru 1 — 4 o0pa3yioT 0MH LMK MpoTokona. CTOPOHbI MOBTO-
PSIIOT DTOT LMKJI £ pa3 NpH pazHbIX ClydaiHbIX 3HA4YeHUsX 7 U b. Ec-
7Y CTOPOHA A HE 3HAeT 3HAYCHHUS S, OHA MOXKET BBIOpAaThb TaKoe 7,
KOTOPOE NO3BOJIUT e 0OMaHyTh B B ciiyuae b =0 unu b =1, HO He B
0o0oux ciyvasx oJJHOBpeMeHHO. BeposTHocTh 0OMaHa B OJJTHOM LMK-
ne coctasnset 0.5. BeposaTHOCTE 0OMaHa B  IIMKJIaX paBHA 2”.

Henocratkom maHHO# cXeMbl SIBASETCS OOTIBIIOE YMCTIO LIUKIOB
NPOTOKOJIA, HEOOXOMMOE JIJISl JI0Ka3aTe/bcTBa ¢ TpedyemMol Bepo-
ATHOCTBIO, €CJIM 3Ta BEPOATHOCTH AOCTaTOYHO Maa. Crioco0, Tpe-
OYIOIIU# TOIBKO OHOTO payHAa oOMeHa, HO TpeOyroImuii GOIbIIero
obbema BbluMceHWH, Oblnl mpeyiokeH ['manoy u Kuckarepom
(Guillou, Quisquater).

ITycts I — unentndmkanmmonHas wHbOpMAIUsS CTOPOHBI A (MmH
3HauUeHWe ee XOUI-pYHKUUH), 7 — OTKPbITOE NpOU3BEJeHUE JIBYX
CEKPETHBIX MPOCTbIX YHMCEN, V — OTKpPbITOE 3HauyeHue (rokazarenb
CTCTICHH).

CekpeTHblii KJItou g cTOpoHbl A Bbibupaercs Tak, uto I[g" = 1
(mod n).

CropoHa A ornpasisier B ceou uaeHTHduKauMoHHbIe AaHHbie 1.
IIpoTokon loka3arenbeTBa BbITJISIANT CIAEYIOIUM 00pa3oMm.

1. A BeIOmpaet ciyuaiiHoe 1ienoe 7: Takoe, uto 1 <r<mn—1mu

sorurcisier T = 7' (mod ) 1 OTIpaBiIsieT 5TO 3HAYCHUE CTO-
poHe B.

2. B BwiOupaer ciydaiinoe nenoe d: 1 <d <n — 1 u otnpagmns-
©T 5TO YHCIJIO CTOPOHE A.

3. A seramcser D = r[g? (mod n) u oTnpaBmsier 510 3HaUCHHE
B.

4. B peramcaser T' = D'OF (mod ») u MPOBEPSIET BHIMTOJIHCHUE
paseHctea T' = T. Ecnu oHO BbINonHsieTCs, TO NMpoBepKa
cHMUTaeTCsl 3aBEPUICHHON YCTIeLIHO.

B camom aene, T' = D'I = (rg)' 1 = g1 = (Ig")' =+ =T

(mod n).
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5.6. AHonnmMHoOe pacnpesesieHne Kiodei

Ecnu Mbl nonaraem, 4To noJjib3oBaresiv caMi HE MOT'YT BbIOUpaTh
COOCTBEHHBIC KITIOUYH, TO OHHU JOJKHBI TTOJIB30BATHCS YCITyraMH LieH-
Tpa pacnpeneneHus kmodei. [IpobGnema 3akmouaercs B TOM, 4UTO
KJIIOUHW JIOJDKHBI pacipeesisiTbes Tak, YToObl HUKTO HEe MOT onpeje-
JIUTb, KTO NOJy4W Kakoi kitou. Ilpouenypa pacnpeneneHus Kio-
yeil B 3TOM CJTydae MOXKET BBITIISIACTh TAK:

1. A BbiOupaeT napy <OTKPbITbIH KJIOY, CEKPETHbIN KTIOu>
(AJ151 3TOrO NPOTOKOJIA OH ACPHKUT 004 KJIHOUYA B CEKPETE).

2. TIPK reHepupyeT HenpepbIBHBIA MOTOK KIHOYCH.

3. HIPK mmdpyer wmoun, oquH 32 OJHAM, CBOUM OTKpPHI-
ThIM KJIIOUOM.

4. 11PK mepemaet 3amudpoBaHHbIe KIFOUH, OJUH 32 OTHUM,

B CETh

A BbIOUpaET KJIHOY C1yvaiiHbIM 00pazom.

6. A wundpyer BbIOPAHHBIH KJIOY CBOUM OTKPbITBIM KJIIO-
HOM.

7. A oXHUIZacT HEKOTOpPOE BpeMsS U TOCHLIACT ABAXKIBI 3a-
miMdpoBaHHbIi kitou o6parHo B L[PK.

8. I1IPK pacumdpoBeiBaeT ABaXKIBI 3aMAGPOBAHHBIA KIFOY
CBOMM CEKPETHBIM KIIOYOM, OCTaBIAA KIHOY 3amudpo-
BaHHBIM OJIMH pa3 OTKPBITBIM KJIIOUOM A.

9. 1IPK nocbuiaer 3aingypoBaHHbiii KJIHOY Ha3a/l M0J1b30Ba-
Temo A.

10. A pacuindpoBbIBaeT KJIHOY CBOMM CEKPETHBIM KITIOUOM.

wn
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TJIOCCAPUAN

A

abelian group Abenesa (=kommyTtaruBHas) rpynna. ! pynna, obia-
0QIoWas CEONUCMEOM KOMMYMAMUSHOCHIU ONEePaAYUL.

adaptive chosen ciphertext attack Pasnosuonocms amarxu no evi-
OpanHoMy WUGPOBAHHOMY MeKCHY, NpU KOMOPOU KPUNMOAHATUMUK
UMeen GO3MONCHOCHTL OUHAMUYECKU GblOUPANs OMIPE3KU WUDPOsaH-
HO20 MEKCMa 6 3A8UCUMOCIU Ol Pe3VIbMamo8 Npeobloyiueco pac-
wugpposanus.

adaptive-chosen-plaintext attack Paznosuonocms amaxu no ewei-
OpanHOMYy UCXOOHOMY MEKCHY, PU KOMOPOU KPUNIOAHATUINUK UMEem
603MONCHOCIL OUHAMUYECKU 8bIOUPAMNL OMPE3KU UCXOOHO20 MEKCMA 8
3a6UCUMOCIU OM Pe3YTbMAMOos npeobloyie20 3auupposanus.

adversary [IpoTUBHUK, HAPYIIUTETb.

AES (The Advanced Encryption Standard). Hopblii HauuoHasb-
Hblii ctanaapt mudposanus CLIA. Ipunuam ¢ 2000 200y. Ocnosan na
aneopumme Rijndael.

algebraic attack AnreOpanueckas araka. Memoo kpunmoanaiusa,
OCHOBAHHBII HA MAMEMAMUYECKUx COUCMBAX anNeopumma wu@dposa-
HUSL.

Alice Anmnica. Hms, ucnoavzyemoe 0isi 0003HAUEHUS NEPBOIl CHOPO-
ubl 6 kpunmoepaghuyecxoii cucmeme. Hoopyea booa.

ANSI (American National Standards Institute). AMepukaHckuii Ha-
LUOHAIBHBIM MHCTUTYT CTAaHAAPTU3ALMH. Ymeepoicoaem 6 mom Hucie
CHIAHOAPMbL HA ANIROPUMIMbL WUPPOBAHUS.

attack Araka, kpunroaraka. [lonsimxka npeoooneHuss Kpunmoepa-
Quuecxoii 3auumoi.

authentication Ayrentudukamms. Ycmawosienue nooiunHocmu
coobweHull u 06veKMos (agmopcmea U YeroCmHoOCmu).

B

biometrics buomerpus. Hayka 06 ucnonv3oganuu O6u0102UYECKUX
NPUBHAKOS (20]10C, OMNEYamKU Nalbyes, PUCYHOK PAOYICHOU 00010UKU
2nasa, eeomempus pyKu) 015 uoeHmuukayuy no1s3osamelell.

birthday attack Ataka “neHs poxnenus”. Paznosuonocms 1060601
amaxy, No360AI0WASL COKPAMUNb KOIUYECMBO NepebUpaemvix Koye
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(komopuvle QoicHbl 0bpazoswisams noayepynny). Ocnogana Ha napa-
ookce “OHs podicOeHus”: 8eposIMHOCIb mMo20, Ymo @ epynne uz 24 ue-
7108eK 080€ POOUNUCH @ OOUH OeHb 200a npesviuiaem 0, 5.

blind signature scheme Cxema cnenoii noanucu.

block cipher bnounsrit mmdp. Ocrosnoli xiacc cummempuynvix
KPURMOCUCHEM, Peanu3yiouux HOOCHAHOBKY OObUUX OBOUYHBIX GEK-
mopos (6110k08) 00bIuHO OIUHOI0 64 bum u Honee.

block bnok. Ilocnedosamenvrocmes 08OUUHBIX CUMBONOE (uKCUpO-
BAHHOU ONUHDL.

Bob bob. Hus, ucnonszyemoe 015 06031auenuss 6Mopoti Cmoponsvl 8
Kpunmozpaguyeckoii cucmeme. /[pye Anucul.

boolean expression byneso BeIpakeHUe.

brute force attack JloGosas araka. Kpunmoamaxa, ocnoeannas Ha
nOIHOM nepebope 6cex Kuouell Ul UHbIX NAPaAMempos, HeoOX00UMbIX
01151 QUCKPeOUMayuu Kpunmocucmemoi,

C

CA cm. certifying authority

CAPI Kpunrorpaguueckuii nporpaMMHbIi HHTepdeiic npuKiIa-
HbIX nporpamm. Humepgheiic, onucel8arOuuil UCNOIb306AHUE NPUKILAC-
HULMU NPOSPAMMAMYU KPUNMOZPADUUECKUX QYHKYUL, 6X00AWUX 8 Oone-
PAYUOHHYIO CUCTIEMY.

Capstone /Ipoexm npasumenvcmea CILLA no cozoanuio cemeiicmea
CMAaHOapmos Ha NYOAUUHYIO KpUNmozpaguio, onpeoeneHnslil 3aKoHOM
Computer Security Act 1979 zooa. Cm. Clipper, DSA, DSS u Skipjack.

CBC (Cipher Block Chaining) Pexxum cuernnienus 65okoB mmdgpo-
BaAHHOIO TekcTa [0/10uHOro wudpal.

certificate revocation list Cnoucok OTO3BaHHBIX [0 HCTEUCHUs
CpOKa rOJHOCTH] CepTUPHUKATOB.

certificate Ceprudukar. Diexmpounviii QOKyMeHm, CEA3bI6AIOUUT
UOeHMUDUKAMOPLL NOIL306AMENET C UX OMKPLIMBIMU KII0UAMU.

Certifying Authority (CA) Lentp ceprudukanum (yA0CTOBEPsIO-
Wit ueHTp). Juyo wiu opeanuzayus, YnoiHOMOYEHHAS 6b10A6AMY Cep-
muguxanio.

CFB (Cipher Feedback) Pexxuim oOpatHO# cBsi3u 1o mmQpoBaH-
HOMY TeKCTy |0ounHoro mmdpal.

checksum KoHTponbHasg cymma.
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chosen ciphertext attack Araka no BeIGpaHHOMY [KpHUIITOAHAJIUTH-
KOM| mH(ppOBaHHOMY TeKCTY. Kpunmoanaiumux umeem 603MOJIC-
HOCHb HOOABAMb HA 6X00 YCMPOUCMEA pACUUPPOSAHUs GblOPAHHYLIL
UM WUPDPOBAHHBLI MEKC.

chosen plaintext attack Ataka mo BEIOpaHHOMY |[KPHIITOAHAIUTH-
KOM| HCXOTHOMY TEKCTY.

cipher ludp, anroput™ wrdposaHus.

ciphertext llIndpoBanHblii TekcT.

ciphertext-only attack Artaka mo mmdpoBaHHOMY Tekcty. Kpun-
MOAHATUMUKY U36ECMEH MOJbKO HeKOMOpylll WUPPOSAHHbIN MeKCm
Oe3 coomeemcmeyoue2o emy UcX0OH020 mexkcma.

Clipper Ilpoexm cozoanus muxponpoyeccopa ¢ CLLA, peanuzyio-
weeo eOuHvL NYOIUYHBLIL CIAHOAPM WUDPOBAHUS, ¢ B03MONCHOCTIBIO
60CCMAHOGNIEHUS WUDPOBAHHBIX OAHHBIX KOMNEMEHMHBLIMU OP2AHAMU.

collision CtonkHoBeHue, kKomnuzusl. Ilapa mexcmos, umerowux oou-
HAKOBOE 3HAYCHUE XIUL-PYHKYUL.

commutativity Kommyrtatusnocts. Hezasucumocms pezyromama
onepayuy 0m nOPsAOKA ONepaHooas.

compression function ®yHkuus cxatus.

compromise Kowmnpomerauusa. Heoiceramenvnoe — packpvimue
Kpunmozpaguuecko2o Kuodd uiu UHol CeKpemHou uHpopmayui.

computational complexity BeiuvciauTtenbHas ¢ KHOCTb.

concatenation Koukarenauusa. Coeounenue nocieoosamenbHocmei
CUMBOTIOB.

covert channel CekperHblii kana.

CRL cwm. certificate revocation list.

cryptanalysis Kpunroananus. Ompacne 3Hanuil, uzyuaiowias ma-
memamuyeckue Memooul 8310Ma wu@pos u cucmem SL]I1

cryptography Kpunrorpadus. Ompacae 3uanuil, uzyuarowas ma-
memamuyeckue Memoobl Npeoopa’06anHus UHGOPMAYUY, UCKIIOUAI0-
wue ee npoumeHue 6e3 3HAHUSA KIIOYA, d MAKHCe Memoobl obecneueHus
ROOTUHHOCIU U YeJOCIHOCIU UHPOPMAYUL.

cryptology Kpunronorus. Hayka, exnouarowas kpunmozpaguio u
KpUNMOananu3.

cryptosystem Kpunrocucrema. Cemeticmeo obpamumeix npeodpa-
308AHUL UCXOOHO20 MEKCHIA 8 WUDPOBAHHDLY, KANCOOMY U3 KOMOPHIX
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conocmasiien Kiod.

D

Data Encryption Standard Cm. DES.

decryption IIpouenypa, o6patHas muppoBaHuIo.

DES (Data Encryption Standard). Hauuonanbhblii craHaapt wud-
posanus CLUA. Broynviii wiugp, pazpabomannwiii 6 70-x 2c00ax coeme-
cmuo Qupmoii IBM u npasumenvcmeom CILIA. /[nuna 6noka - 64 6um,
xuoua - 56 oum. B nacmosuee epemsa 3amenen cmanoapmom AES.

dictionary attack Ataka no ciopapio. PazHoGuoOHoCHb Memooa ne-
pedopa, 6 KOMOPOM 3HAUEHUA KITOUA GLLOUPAIOMCSL U3 CIOBAPSL.

differential cryptanalysis /luddepennmanbabiii (MM pa3HOCTHBIHN)
kpunroaHanus. OcHosan Ha ananuze 3a6UCUMOCIU USMEHeHUs WUppo-
6ANHO20 MEKCMA OM UIMEHEHUs UCXOOH020 mekcma. Bnepevie ucnoino-
308an Mepghu, yayumen bBuxsmom u Lllamupom ona amarxu na DES.

Diffie-Hellman key exchange Anroput™m [oOmena kimtodom] Jlud-
¢du-Xenmana.

digest CrepTka, malipkect [TekcTa, COOOIIEHHS, TIOCIEIOBAaTETBHO-
cti]. Hucnosas xapakmepucmuxa mexcmd, O0ObIYHO GbIYUCTAEMAs C
HOMOWBIO X2Ul-PYHKYUU U UCNOTb3YeMAs 0TI NOCTeOYIOuell 91eKmpOH-
HOU HOORUCH.

digital cash CM. 31eKTpOHHBIE JEHBIU

digital envelope Llndposoii kousept. llpomoxon acummempuunozo
wuposanus K0Ya, KOMopwlll UCHOIL3YeMCs 3amem 015 CUMMEMPUY-
HO20 WUPPOBAHUA.

digital fingerprint Cwm. digital signature.

digital signature DaexrponHas uudposas nomnuce. Kpunmozpa-
Quueckoe npeobpazosanue MeKCHMQ, UCKNIOUAIOuee HEeCAHKYUOHUPO-
BANHOE UIMEHeHUe MEeKCmA 0e3 3HAHUS KIToYd.

digital timestamp MmuroBcTaBka. /lannvie, ykaswviearnoujue Ha spe-
MsL CO30aHUSE (OMMPAasKy U m.0.) cooduenust.

discrete logarithm /luckpertHsiii norapudm. [feioe uucno, 6 cme-
HeHb KOMOPO2O HYICHO 6036ECHU OOUH INEMEHN KOHEYHO20 NOJIs, YmOo-
Ol nOYUUMY OpY20i.

discrete logarithm problem [IpoGrmema nuckpeTHOTO IOTapudMAa.
Mamemamuueckas 3a0aua ROUCKA N02APUPMA 8 OONLIUUX KOHEUHBIX
HOJIAX, HA CIOJACHOCIU KOMOPOU OCHOGaHbL kpunmocucmemvl Jupghu-
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Xennmana u One-I avans.

distributed key Pazpemennsiii xwirou. Knouegas ungopmayus, co-
CMABHbBIE YACU KOMOPOUl pacnpeoeneHsvl Medicoy Y4aCMHUKAMU.

DOD (Department of Defense). Munucrepcrso oboponsl CILIA.

DSA (Digital Signature Algorithm). Areopumm yugposoii noonucu,
OCHOBAHHBIU HA NpobGAeMe OUCKpemHoz2o nozapuma. Peanuzosan &
cmanoapme DSS.

DSS Hauuonansusiii crangapt LT CHIA. Ocnogan na areopum-
me DSA.

E

ECB (Electronic Code Book) Pexxum snexmponnoit xoouposounoii
KkHuey [OmouHoTO TIIHdpa).

ECC (Elliptic Curve Cryptosystem). [Acummerpuunas| Kpurnrocu-
CTeMa Ha AJIJIMIITHUECKHX KPHBBIX.

ECDL Cwm. elliptic curve discrete logarithm.

electronic money 3nekTpoHHbIe AeHBIU. (ucmema 3auUIeHHO20
0OMena OanKoecKol ungopmayueil.

elliptic curve cryptosystem Cm. ECC.

elliptic curve discrete logarithm (ECDL) problem I[Ipo6mema
JUCKpETHOTO Jorapudma Ha anunTHueckol kpuBoi. [ouck uucia m:
mP = Q, eoe P u Q - mouku Ha d11unmuyeckoi Kpugoii.

elliptic curve DmmnTudeckast kpuBas. B kpunmozpaduu - MHodice-
CMIBO MOYEK (X,V), VOOBNIEMBOPAIOWUX YPAGHEHUIO Y’ = X' + ax + b 6 ko-
HEYHOM NPOCHOM NoJie.

encryption 3amndposanue (lundposanue B y3kom cmbicie). Ilpe-
06pa308anUe UCXOOHO20 HIEKCIA 6 WUMPOSAHHII ¢ NOMOWBIO KPUN-
mocucmemsl U GbILOPAHHO20 KIIOUA.

exclusive-OR Cm. XOR.

exhaustive search [loxasrii mepeGop.

expiration date Cpok rogHocTH. Momenm gpemenu, nocie KOmopo-
20 cepmughuramel cuUMArOMcs, HeoeluCmeUmeIbHbIMIU.

exponential function [lokazaTenbHas GyHKIHSL.

exponential running time “3xcnoHeHUManbEHOE Bpems”. (Crooic-
HOCb  QI2OPUMMA, KOMOPAsi IKCHOHEHYUANLHO 3a6UCUM Om ONIUHbL
napamempa [6ezonacnocmu] (Hanpumep, OaunbL KIOUA).

F
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factor /lenvrenn.

factoring ®akropuzauua. Paznooicenue yenoeo yucia na npochivie
MHOJICUMENU.

FBI (Federal Bureau of Investigation) ®enepaibHoe 610po paccie-
nosauni CIIA.

Feistel cipher ®eiicrenopckuit mmdp. Kpunmocucmema, ocnogan-
Has na cemu Deiicmena.

field Tlone. Mnooicecmeo snemennios ¢ 08yMsL onepayuamu: aoou-
MUBHOU U MYToMUNTUKATNUGHOT.

function @yHkIMs.

G

Galois field Tlone I"anmya (= xoHeuHoe mone). [lone, cocmoauee u3
KOHEUHO20 MHOICECBA IIIEMEHNOB.

graph coloring problem 3agaua packpacku pebep rpada. Ilouck
cnocoba 3a0anus yeemos pebpam paga maxum oopazom, umoowl co-
ceonum pebpam (umerowue 0OWYI0 GEPULUHY) COOMBEHICIMBOBANU DA3-
Hble Yyeema.

graph I'pad. Mnoowcecmeo éepuiun, nonapro coedunennvix peopa-
MU.

group I'pynna. Muoowcecmeo anemenmos, Ha KOmOpoMm 66edeHd
onepayusi, 061a0arWas c8OUCMEOM 3AMKHYMOCU ACCOYUAMUBHOCTY,
HAMUYUS HEUMPANbHO20 IAEMEHMA U 00paAmHO20 OJisl KANCO020 3le-
MeHma 2PYnnbl.

H

Hamiltonian path problem [Ipo6nema ["'amunbTOHOBA MyTH B I'pa-
dhe. I'amunbmonos nymoe - Rymb, COOCPAUCAUWUT KANCOVIO BePULUHY 2PA-
¢a monvko 0OuH pas.

handshake Pykonoxxarue. [lpomoxon unuyuuposanus ceazu mexcoy
08YMs1 ADOHEHMAMU.

hash function ®yHKIMS X>MUpOBaHUA, XAMI-OYHKIUS. DyuKyus
npeoopazosaHue mexkcma NPou38ONbHOU ONUHBL 8 YUCTO QUKCUPOBAH-
HO20 hopmama.

I

identification Unentudukanus. llpoyecc npedwsasnenus cyovekmom
UOeHMUPUKAMOPa 015 NOCALOVIOWel AYMeHMUDUKAYUL.

IEEE (Institute of Electrical and Electronics Engineers). Uncturyr
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MHXXEHEePOB JJIEKTPOTEXHUKU W IEKTPOHUKU. Opeanuzayus, paspaba-
MuI8aIoOWas CMAHOApmvl, @ MOM YUCAE U HA KPURmMozpaguyeckue ai-
20pUMMBbL.

IETF (Internet Engineering Task Force). PaGouas rpynna paspabo-
TOK HHTEPHET-TEXHOJIOTHH.

impersonation Mackapan. Buioaua ceba oOHum cyovekmom 3a opy-
2020.

integer programming problem [Ipo6nema 1enounciaeHHoro npo-
rpaMMUpPOBaHUs. Peuternue 3a0auu TUHEHO20 NPOSPAMMUPOGAHUSL HAO
MHOICECINGOM YEIbLX YUCEL.

integrity LlenoctHocTs [uHpopManuu]

intractable BeruucnurensHo Hepa3pelIUMBbIil.

ISO (International Standards Organization). MexxnyHapoaHasi opra-
Hu3auug no cranaaprtam (MOC)

ITU (International Telecommunications Union). MexxmyHapoaHbIH
TEIEKOMMYHHUKALIMOHHBIH CO03, BceMUPHBIi COI03 BIIEKTPOCBSI3N.

K

Kerberos Cucmema aymenmugpuxayuu, pazpabomannas, KOManoo
Project Athena.

key Kiou. [Iocneoosamenvnocms cumgonos, uchonv3yemas 6
kpunmocucmemax u cucmemax L. Cexpemnocmo xknioua obecnevu-
8aem KpUnmoCmouKoCHs GCell CUCHEMDBI.

knapsack problem 3agaua ykimagku prokzaka.

L

LFSR (linear feedback shift register). CapuroBblii peructp ¢ JuHew-
HOM oOpaTHOU CBA3BIO. Hcnonvzyemces 045 2eHepayuu HCesoOCHyydi-
HBIX HOCACO06AMENbHOCTETI.

linear complexity JInnelinas ciaoXHOCTb. Pazmep MUHUMATLHOLO
pecucmpa coguea ¢ 0Opamuoil CeA3bi0, KOMOPLIil He0OX00uM 0 80C-
npousgeodeHUs 3a0AHHOL NOCAE008AMENbHOCTUL

linear cryptanalysis Jluneiinbiii kpunroananus. Memoo, ocnoean-
MBI HA NOUCKE JTUHETHOU ANAPOKCUMAYUU MENHCOY UCXOOHBIM U UUG-
POBAHHBIM MEKCHIOM.

linear key space JInneiinoe kintoueBoe npoctpaHcTso. Muoosicecmso
KIouell, Kaxcowlll U3 KOMopulx obecneuugaem pasHylo KPURMOCMmOu-
KOCHIb.
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M

MAC cMm. message authentication code.

meet-in-the-middle attack Ataka “BcTpeda mnocepenune”. Cw.
amaxa “Oeub podicoenus’”.

Message Authentication Code (MAC) Ko ayrenTudukanmm co-
OOIIeHHS. SHauenue QUKCUPOBAHHOU ONUHDL, BLIYUCTACMOE KAK (DYHK-
Yusi Om MeKCma NePeMeHHol OUHbBL U KII0YA.

middleperson attack Ataka nocpeanuka. OcHosana Ha nepexsame
KAI0Uell, KOMopulMU 00MEeHUBAIOMCsL AOOHEeHMbI.

MIME (Multipurpose Internet Mail Extensions). Ctannapt anek-
TpoHHOU noutsl MIME.

MIPS (Millions of Instructions Per Second). Musuinon onepauuii B
cekyHny. Eounuya usmepenus npouzeo0umerbHOCIu ulYUCAUmeIbHol
CUCTHEMDI.

modular arithmetic Apudmerrka no MoayJIo LEIOro YUcha.

modulus Moay.Jib.

monoalphabetic substitution MoHoandasuTHas rmoicTaHOBKA.

multiple polynomial quadratic sieve (MPQS) Pasnoguonocmo
Memooa KeaOpamuiHo2o peutema 6 NOAUHOMUANLHOU 00Aacmu 015 no-
UcKka coomuoutenuii medxcoy noaunomamuy. Hcenoavzyemcs ons gaxno-
puzayuu yuce.

N

NIST (National Institute of Standards and Technology). Hauwmo-
HaJbHbII UHCTUTYT CTaHAApTOB U TexHonoruii [CLIA].

nonlinear key space HenuneliHoe kitoueBoe ONpoCTpaHCTBO. Muo-
JHCECMBO, 6 KOMOPOM KIIOUU 00ecneyusaiom HepasHylo Kpunmocmorr-
KOCHb.

nonrepudiation Heotpuiiaane aBTopcTBa. Hegosmooicnocms cyoo-
eKma OMpuyams aemMopPcmMeo COOOWEHUS], 348EPEHHOL0 €20 INeKMPOH-
HOUl ROONUCHIO.

NP HenerepMuHUpOBaHHOE NOJMHOMUAIBHOE BPEMS [ BBIUMCIICHHUS |.

NSA ArenrcrBo HauuoHajbHOU Oe3onacHoctu [CLUA]. Ilpasu-
menbCmeeHHoe a2eHmCemeo, omeeyaiowee 3a odecnevenue KOHQUOeH-
YUATBHOU CA3bIO NPAGUMEILCHIGEHHBIE CHIPYKIITYDBL.

number field sieve MeTon pemera B uncioBoMm mone. Haubonee
oghhexmuenvill 00WUT ANOPUMM PAKMOPUIAYUU YUCEL.
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number theory Teopus uuceu.

O

OFB (Output Feedback) — pexxum oOpaTHOH CBSI3W TIO BBIXOAY
[6510uHoro windpal.

one-time pad OxHOpazoBbIii OIOKHOT. Kpunmocucmema, 8 KOmo-
POt KII0Y wughposanust He KOpoue coobujenus U UCHONb3Yemcst OOHO-
KPamHo.

one-way function OnHocTopoHHst hyHKUMS. Dyukyus, OJist GbIYUC-
JIEHUSL KOMOPOTL CYyuwecmayem 3hGexmusHuvlil aneopumm, a Ol GblYUC-
JIeHUsL apeyMeHma no 3HaueHuio >pgexmusHoco arzopumma He cyuye-
cmeyem.

P

padding /loronHeHWe [OUTaMU KIFOUYEH WIIH UCXOMHBIX TEKCTOB 0
HEOOXOANMON JUTUHBI.

password Ilapons. Ilocreoosamenvruocms cumMgo108, UCHONL3YEMbIX
ons aymenmupuxayuu cyovexmos. He sgnsemcs CUHOHUMOM Cl06A
“xmiou”.

PKCS (Public-Key Cryptography Standards). Cepust cmanoapmos
Ha  Kpunmozpauueckue — aneopummui,  onyonuxogsannas — RSA
Laboratories.

PKI (Public-Key Infrastructure). Mndpacrpykrypa OTKpbITBIX KJIHO-
yeil. Cucmema 0OMeHaA OMKPLIMBIMU KIOYaMY OJi ACUMMEMPUUHBIX
KPUNIMOCUCHIEM.

plaintext Mcxoanslii (OTKpBITBIN) TekeT. Texcm, nooaexcawuii 3a-
wughposanuio.

plane [TnockocTb.

Pollard method Meton llonnapna. Areopumm noucka npocmozo
oenumens p yeao2o Yucaa n, OCHOGAHHbII HA AHAU3€E CGOUCTNG YUCE D-
lup+l

Pollard Rho method Meton Ilonapna-Po. Areopumm peuwrenus 3a-
0auu OUCKPeMHO20 02apUPMUPOSAHUs, 6 MOM YUcile HA SITunmuye-
CKOUl KPUBOII.

polyalphabetic substitution. MHoTroanhaBUTHAS TTOCTAHOBKA.

primality testing [Iposepka uncna Ha npocToTy.

prime [IpocToti [uncno]. ~ factor INpocroii nennurens.

private exponent CekpeTHas SKCTIOHeHTa. CexpemHulil KoY 6 CUC-
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meme RSA.

private key CekpeTHBIH KITfOU [B aCHMMETPUYHON KPUMTOCHCTEME].

probabilistic signature scheme (PSS) Anaroput™m PSS. Beposammuo-
cmuasa cxema LI, ocnosannas na ancopumme RSA.

protocol Ilpotokon. @opmanuzoeannas RnOCICOOBAMENLHOCHL
83aUMOOCUCMBUS CYOBEKMOB.

pseudo-random IIceBnocnyyaiiHblil.

public exponent OTKpbITas 3KCNIOHEeHTa. OmKpbimvlil KilOY 8 CUC-
meme RSA.

public key OTKpbITBLI K1rOY.

Q

quadratic sieve Meron kBajparuuHoro peuiera. Paspaboman Kap-
aom Ilomepanyem.

quantum computer KBaHTOBBIH KOMIbBIOTEp. Bwiyuciumeivroe
VCHIPOUCMEO, OCHOBAHHOE HA KGAHMOGOU (Pu3suKe, KOMOpoe CnocobHoO
Peanu308bi8ams HeOemepPMUHUPOSAHHbIE ANCOPUMMBL.

R

random CnyyaiHb1i

relatively prime numbers. B3aumHo npoctbie uncna. Llensie uncna
He UMeFoIIne O0IIero JenuTels, OTIIMYHOTO OT 1.

repudiation — peneratctBo. Omkaz cybvexma om agmopcmed co-
obuenusl.

restricted algorithm. AnroputM OrpaHUUY€HHOTrO MCHOJIL30BAHMSIL
Kpunmocucmema, cmoiikocms KOMOPOU OCHOBAHA HA CEKPEeMHOCHU
ajeopumma.

rotor machine. Poropnas mamunHa. Mexanuuecxkoe ycmpoticmeo
wWUPpPoBaHUA, OCHOBAHHOE HA MHO2OAIPABUMHOT HOOCAHOBKE, KOHIO-
Pas 8apvuUupyemcs 83aUMHbIM ROAONCEHUEM POIOPOB.

round [{uki (urepauus) [lundposanus|

RSA algorithm Anrroput™ RSA. Acummempuunas xpunmocucme-
ma, paspabomannaa Pusecmom, Lllamupom, Aoremanom, ocnosanHas
Ha npodaeme Yakmopuzayuu OOILUUX YUCE.

S

S/MIME (Secure Multipurpose Internet Mail Extensions). 3amu-
weHHbIi npotokoil MIME. Ocrosan na anzopumme RSA.

salt "lloacanusanue". Jobasnenue cayuainvix 6umos 6 kuoy 0js
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UCKIIOYCHUS. AMAKY 1O CIOGAPIO.
secret key CekpeTHBII KIrOY.

secret sharing PazneneHue cexpera.

seed HauanbHoe uucio (cuHxponocwinka). Cayyaiinoe yucio, uc-
nonvsyemoe 078 2eHepayuy NcesOOCAVHALHON NOCIeO008amMeNbHOCHIU
(eammovr wuppa).

self-synchronous caMmoCHHXpOHU3UPYIOLIIMACS.

session key CeaHCOBbIil KJTIOY.

SET (Secure Electronic Transaction). Craamapt SET. Paspaboman
MasterCard u Visa ons sawpuwgennvix gpunarcoswvix mpanszaxyuti ¢ Hu-
mepHeme ¢ npuMeHeHueM OAHKOGCKUX KapIM.

shared key PaznensieMblii [ceKpeTHBIH | KITIOY.

S-HTTP (Secure HyperText Transfer Protocol). [Ipotoxom S-HTTP.
Obecneyusaem KOHGUOSHYUATBHBII 00MeH OAHHBIMU MENCOY NOTb30-
samesiem u cepgepom 8 ciyxcoe WWW.

Skipjack brounwviti wugbp, pazpabomanuviii 018 UCHONLIOBAHUA 8
npoexme Clipper.

SMTP (Simple Mail Transfer Protocol). /lIpomoxon, ucnonvsyemurii
0151 OMNPAGKU DNEKMPOHHOU NOUNIBL.

SSL (Secure Socket Layer). I1poTokon cekpeTHbIX COeAUHEHUMH B
HurepHere.

statistical cryptoanalysis CrathcThyecknii kpunrtoaHanus. Buo
KPUNMOAHAnu3a, OCHOGAHHBLI HA CHIAMUCTNUYECKUX 3AKOHOMEPHOCHEN
UCXOOHO20 meKkcma.

steganography Creranorpadus. Ompacne Hayku, uzyuaiowas ma-
memamuyeckue Memoovl COKPbIMUsi KOHPUOCHYUWTbHOU UHDOpMayuu
6 OMKPBLIMBIX UHPOPMAYUOHHBIX MACCUBAX.

stream cipher [loTokoBbiit mMbp. Arcopumm, ocywecmensiowuil
nobumogoe wuPposanue OaHHbIX.

sub-exponential running time Cy0skcrioHeHIIMATBHOS BpEeMS [BHI-
MOJIHEHUS aJITOPUTMA].

subkey IToaxmou.

subset sum problem IIpoGrema cymMmMupoBaHHs MOAMHOKECTBA.
Cocmoum 6 noucke NOOMHOJICECMBA YUCE], KOMOpble @ CYyMMe PaGHbl
3A0AHHOMY.

SWIFT (Society for Worldwide Interbank Financial Telecommuni-
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cations). Opeanuzayusi GCeMUpHbIX MeHCOAHKOSCKUX (DUHAHCOBLIX Me-
JEKOMMYHUKAYUTL.

symmetric cipher Cummerpuanstii mudp. [llugp, ¢ xomopom ois
sauuposanun U pacuupposanus UCHONIL3YeMCcs OOUH U MOm Jice
KIOY.

T

timestamp BpemenHol 1temnens. Hugopmayus, enedpsemas 6
coobwenue sl 0becneyeHUs UMUMO3AUULYEHHOCTIU.

transposition. [Tepectanoska.

trapdoor one-way function ®yHkuus-noBywika. OoHocmopoHHsis
@yuxyus, s¢ghexmusnoe viyUCIeHUE OOPAMHO20 3HAYEHUS KOMIOPOU
603MOJICHO NPU 3HAHUYU OONOTHUMENLHOU UHDOPMAYUU.

traveling salesman problem 3anaua kommuBoskepa. [louck MuHu-
MAnbHO20 nymu 6 epage.

trustees /[oBepeHHblie Juua.

Turing machine MaiwivHa Toropunra. Modens eunomemuyuecko2o
BHINUCTIUMENILHO20 YCHPOUCIEA, UCHOJIb3YEMAs @ MEOPUU ANeOPUMMOG.

v

Vernam cipher llludp Bepnama, cm. one-time pad

X

XOR (eXclusive-OR). Uckmouaromnee “NJIN” (cmoxkeHune 1mo Mozy-
o 2).

V4

zero knowledge proof Jloka3aTeqbCcTBO C HYJIEBBIM PACKPBITUEM
unpopmaunu. CreyuaivHvle aieopummsl, KOMopvle N0360JAI0M 0OHOU
Ccmopone 00Kazamv Opy201, YMo el u3gecmen Kakou-mo gaxm 6e3 e2o
Cco0OUenYs NPOGEPAIOULET COPOHE.
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